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package com.clscn.glass;

= import android.os.Bundle;
import android.view.View;
import android.view.View.OnClickListener;
import android.widget.Button;
import android.widget.EditText;
import android.widget.Toast;

import androidx.appcompat.app.AppCompatActivity;

public class MainActivity
extends AppCompatfctivity

Button but;
EditText txt;

static

System. loadLibraryf "native-1ib");

public mative boolean checkFlag(String paramString);

protected void onCreate(Bundle paramBundle)

}

al 1
super.onCreate(paramBundle);
setContentView(2131296284);
this.but = ((Button)findViewById(2131165218));
this.txt = ((EditText)findViewById(2131165238));
this.put.setOnClicklistener(new View.OnClickListener()
=1 I
public woid onClick{View paramAnonymousView)
= i
param&nonymousView = MainActivity.this;
=1 if (paramfnonymousView.checkFlag(paraminonymousView.txt.getText().toString())) {
Toast.makeText(MainActivity.this, “"right!™, @).show();
= T else {
Toast.makeText(MainActivity.this, "wrong!™, @).show();
H
H
5
¥
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bool _ fastcall Java _com_ciscn_glass MainActivity checkFlag(int al, int a2, int a3)
i

const char *v3;

size t v4;

int v6;

char v7;

e (const char *)sub FOC(al,
if ( strlen(v3) 39 )
return 0;
_aeabi _memclr8(&v7, 256);
_aeabi_memcpy8(&v6, , 256);
v4 = strlen((const char *)&v6);
sub_FFC(&v7, &v6, v4);
sub_1088(&v7, v3, 39);
sub_10D4(v3, 39, &v6, v4);
return memcmp(v3, &unk_497C, 0x27u) 9;

unk_497C

Oxa3, Oxla, Oxe3, Ox69, Ox2f, Oxbb, Oxla, 0x84, Ox65, Oxc2, Oxad, Oxad, Ox9%e, Ox96, Ox5, Ox2, Oxlf, Ox8e, 0Ox36,
ox4f, oxel, Oxeb, Oxaf, OxfO, Oxea, Oxc4, Oxa8, Ox2d, 0x42, Oxc7, Ox6e, Ox3f, Oxbo, Oxd3, Oxcc, Ox78, Oxf9, ©Ox98
, Ox3f

sub_10D4(v3, 39, &v6, v4);

int _ fastcall sub_10D4(int result, int a2, int a3, int a4)
{

int i;

int v5;

char v6;

char v7;

char v8;

int j;

int k;

for (i 0; i a2; i 3)
{
v5 result i;
V6 (_BYTE *)(result i
v7 (_BYTE *)(result i
v8 (_BYTE *)(result i)
(_BYTE *)(result i) v8;
(_BYTE *)(v5 2) v6 " V7;
(_BYTE *)(v5 1) v7 v8;
s
for ( j 9; j a2; j ad )
{
for ( k = 0; (a4 (a4 31)) k Jj
(_BYTE *)(result k) (_BYTE *)(a3
result a4;

}

return result;
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unsigned char *base64 encode(unsigned char *str)
{

long len;

long str_len;

unsigned char

int i,3j;

unsigned char *base64 table

str_len=strlen(str);

if(str_len 3 Q)
len=str_len/3*4;

else
len=(str_len/3+1)*4;

res=malloc(sizeof(unsigned char)*len+1);

res[len] 5

for(i=0,j=0;i<len-2;j+=3,i+=4) { res[i]
res[i+1]=base64 table[ (str[j]&Ox3)<<4 (str[j+1]1>>4)1];

res[i+2]=base64_table[ (str[j+1]&0xf)<<2 (str[j+2]>>6)1];

res[i+3]=base64_table[str[j+2]&0x3f];

switch(str_len 3)
{
case 1
res[i-2]
res[i-1]
break;
case 2
res[i-1]

break;

return res;

int main(){
int j=0,1i=0;

byte result[] { Oxa3, Oxla, Oxe3, Ox69, Ox2f, Oxbb, Oxla, x84, Ox65,0xc2,0xad, Oxad, ©Ox9%e, Ox96, Ox5,
Ox2, Ox1f, Ox8e, Ox36, Ox4f, ©Oxel, ©Oxeb,0xaf, ©Oxfo, ©Oxea, ©Oxcd4, ©Oxa8, 0Ox2d, Ox42, ©Oxc7, Ox6e, Ox3f, Oxbe,
oxd3,0xcc, Ox78, Oxf9, ©0x98, Ox3f};
char key[]

for (i =0; i sizeof(result); i++) {
result[i] result[i] key[i];

(3 9; j sizeof(result); j 3) {

result[j 1] result[j 1] result[j];
result[j 2] result[j 2] result[j 1];
result[j] result[j] result[j 2];




printf(flag);

return 0;
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int _ cdecl main(int argc, const char argv, const char
{

size t v3;

unsigned __ int64 v4;

unsigned __ int8 v5;

__isoc99 scanf(&unk_402004, x, envp);
if ( (unsigned int)strlen(x) 25 )
{
if ( x[e] )
{
if ( (unsigned __ int8)(x[9] 48) 5u )
return 0;
e strlen(x);
v4 1LL;
while ( v4 < v3 )
{
v5 X[ va4++] 48;
if ( v5 5u )

return 0;

}
if ( f((__int64)x) c() )
printf( 5 2§
}

return 0;

char _ fastcall f(__int64
{

__int64 vi;

__int64 i;

char v3;

char v4;

char v5;

char v6;

char v7;

vl 4LL;
for (i oLL; i 5 i)
{

v3 (_BYTE *)(al1 vl
if ( m[vl - 4] )
{

if ( v3 48 )
return 0;
b
else
{
if ( v3 48 )
return 0;
mivl - 4] v3 - 48;
)i
v4 (_BYTE *)(al vl
if ( m[v1 3] )
{
if ( v4 48 )

return 0;




else
{
if ( v4 48 )
return 0;
m[v1 3] v4 48;
)i
V5 (_BYTE *)(al vl
if ( m[v1 2] )
{
if ( v5 48 )
return 0;
)i
else
{
if ( v5 48 )
return 0;
m[v1 2] v5 - 48;
)i
v6 (_BYTE *)(al vl
if ( m[v1 1] )
{
if ( vée 48 )
return 0;
)i
else
{
if ( v6 48 )
return 0;
mfvli - 1] v6 - 48;

)i
v7 (_BYTE *)(al1 vl);

if ( m[v1l] )
{
if ( v7 48 )

return 0;

}

else
{
if ( v7 48 )
return 0;
m[v1] v7 - 48;
s
vl 5LL;

}

return 1;

char c()

{
unsigned __ int8 *vO;
__int64 vi;
__int64 v2;
__int64 v3;
__int64 v4;
__int64 v5;
__int64 v6;
__int64 v7;
__int64 v8;

int64 v9:




__int64 vi1e;
unsigned __ int8 *vi1il;
__int64 v12;
char v13;
char v14;
char v15;
char vi16;
__int64 v17;
__int64 v18;
char result;
char v20;
char v21;
char v22;
char v23;
char v24;
int v25;
__intl6 v26;
int v27;
__intl6 v28;

vo m[4];
vl oLL;
while ( 1)
{
v28 Q;
v27 Q;
v2 (v - 4);
if ( *((_BYTE *)
break;
((_BYTE *)&v27
v3 (vo 3);
if ( *((_BYTE *)
break;
((_BYTE *)&v27
va (ve 2);
if ( *((_BYTE *)
break;
((_BYTE *)&v27
v5 (vo 1);
if ( *((_BYTE *)
break;
((_BYTE *)&v27
if ( *((_BYTE *)
break;
vl;
vo 5
if (vl 5)
{
v6 OLL;
while ( 1 )
{

m[v6];
if ( *((_BYTE *)&v25
break;

((_BYTE *)&v25 + v7)

v8 m[v6 51¢
if ( *((_BYTE *)&v25

v7)

1;

v8) )




break;
((_BYTE *)&v25 v8) 1;
v9 m[v6 10];
if ( *((_BYTE *)&v25 v9) )
break;
((_BYTE *)&v25 v9) 1;
vl0 = m[v6 15];
if ( *((_BYTE *)&v25 v10) )
break;
((_BYTE *)&v25 v10) 1;
if ( *((_BYTE *)&v25 m[v6 20]) )

break;

while ( 1 ) {
v1l3 n[4 v12];
if ( vi3 2)
{
if ( *(vil 4) (vi1 3) )
return 0;
b
else if ( vi13
{
return 0;
s
vld = n[4 * vi12 i
if ( vi4 1)
{
if ( *(vil 3) (vi1 2) )
return 0;
b
else if ( vi4d (vii1 - 3)
{
return 0;
b
v15 n[4 v12 2];
if ( v15 2 )
{

if ( *(v1i 2) (vi1 1) )
return 0;

}
else if ( vi15 (vii 2)




}
v16 n[4 * vi12 3];

if ( v16 2)
{
if ( *(vil 1) vil )
return 0;
)i
else if ( vie (vii 1)

{

return 0;

v12;
v1l 5;
if ( vi2 5)
{
v1l7 4LL;
v18 oLL;

while ( 1 )

{
v20 = o[vl7 - 4];
if ( v20 2)
{

if ( m[vl7 - 4] m{vli7 + 1] )
return 0;

}
else if ( v20

{
return 9;
)i
v21 o[v17
if ( v21
{
if ( m[v17
return 0;
)i
else if ( v21

{

return 0;
)i
v22 o[v17
if ( v22
{

if ( m[v17

return 0;

)i
else if ( v22
{

return 0;

}
v23 o[v1l7 1];




if ( v23 2)
s
1
if ( m[v17 1] m[v17
return 0;
}
else if ( v23

f
1

return 0;
}
v24 = o[vl7];
if ( v24 2
{
if ( m[v17]
return 0;
}
else if ( v24
{

return 0;

v18;
v17 S5LL;
result 1;
if ( vi8 4 )

return result;

return 0;

}

return 0;
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user@ubunktu: ~

File Edit View Search Terminal Help

user@ubuntu:~5 fhome/user/Desktop/baby123
1425353142350212150442315
CISCN{MD5(1425353142350212150442315) Juser@ubuntu:~%

md5)5 CISCN{8a04b4597ad08b83211d3adfa1f61431}
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lic -filetype=obj baby.bc

gcc baby.o

f# HidafTIF, & 9 3 B3

int _ cdecl main(int argc, const char **argv, const char **envp)
{

size_t v3; // rax

unsigned __ int64 v4; // rcx

unsigned _ int8 v5; // dl

__is0c99 scanf(&unk_ 402004, x, envp);
if ( (unsigned int)strlen(x) == 25 )
{
if ( x[e] )
{
if ( (unsigned _ int8)(x[@] - 48) > 5u )
return 0;
v3 = strlen(x);
v4 = 1LL;
while ( v4 < v3 )
{
v5 = x[v4++] - 48;
if ( v5 > 5u )

return 0;

}
if ( F((__int64)x) & c() )
printf("CISCN{MD5(%s)}", X);
¥

return 0;

SH 5 BB BT AN B B 2507, 3F B AL ERAS K T 5,5 & flag A N\ B KImd5 & M i in_E CISCNG, &t f((int64 )x) Flc()Fi 4~ i
ORI 2 5 1 N BB R R flag. BB X B AN B BUR((int64)x):

char __ fastcall f(__int64 al)
{
signed __int64 v1; // rax
signed __int64 v2; // rcx
char v3; // dl
char v4; // dl




v6; // dl
v7; // dl

aLL;
oLL;

*(_BYTE *)(al + vl - 4);
m{vli - 4] )

(v3 !=48)
return 9;
}
else
{
if ( v3 == 48 )
return 9;
m[vl - 4] = v3 - 48;
}
v4 = *(_BYTE *)(al + vl - 3);
if ( m[vli - 3] )
{
if (v4 != 48 )
return 9;
¥
else
{
if ( v4 == 48 )
return 0;
m[vl - 3] = v4 - 48;
¥
v5 = *(_BYTE *)(al + vl - 2);
if ( m[vi - 2] )
{
if ( v5 != 48 )
return 0;
¥
else
{
if ( v5 == 48 )
return 0;
m[vl - 2] = v5 - 48;
¥
v6 = *(_BYTE *)(al + vl - 1);
if ( m[vl - 1] )
{
if ( v6e != 48 )
return 0;
b
else
{
if ( v6 == 48 )
return 0;
m[vli - 1] = v6 - 48;
¥
v7 = *(_BYTE *)(al + v1);
if ( m[v1l] )
{

if (v7 1= 48 )




return 0;

}

else

{

if ( v7 == 48 )
return 9;
m[vl] = v7 - 48;
¥
++v2;
vl += 5LL;
}
while ( v2 < 5 );
return 1;

char c()

{
unsigned __ int8 *v@; // rax
signed __int64 v1; // rdx
__int64 v2; // rsi
__int64 v3; // rsi
__int64 v4; // rsi
__int64 v5; // rsi
__int64 v6; // rax
__int64 v7; // rdx
__inte4 v8; // rdx
__int64 v9; // rdx
__int64 v10; // rdx
unsigned __ int8 *vi1l; // rax
signed __ int64 v12; // rdx
char v13; // cl
char vi14; // cl
char v15; // cl
char vi16; // cl
signed __int64 v17; // rdx
signed __int64 v18; // rsi
char result; // al
char v20; // al
char v21; // al
char v22; // al
char v23; // al
char v24; // al
int v25; // [rsp+0h] [rbp-10h]
__intl6 v26; // [rsp+4h] [rbp-Ch]
int v27; // [rsp+8h] [rbp-8h]
__intle v28; // [rsp+Ch] [rbp-4h]

vo &m[4];
vl oLL;
while 1)
{
v28 9;
v27 Q;
v2 = *¥(vO - 4);
if ( *((_BYTE *)&v27 + v2)

break;




v3 = *(vo - 3);

if ( *((_BYTE *)&v27 + v3)
break;

*((_BYTE *)&27 + v3) = 1;

v4 = *(vO - 2);

if ( *((_BYTE *)&v27 + v4)
break;

*((_BYTE *)&v27 + v4) = 1;

v5 = *(vo - 1);

if ( *((_BYTE *)&v27 + V5)
break;

*((_BYTE *)&v27 + v5) = 1;

if ( *((_BYTE *)&v27 + *vO) )
break;

++v1;

VO += 5;

if (vl >=5)

1)

= 0;
v25 = 0;
v7 = m[v6];
if ( *((_BYTE *)&v25 + v7)
break;
*((_BYTE *)&v25 + v7) = 1;
v8 = m[v6 + 5];
if ( *((_BYTE *)&v25 + v8)
break;
*((_BYTE *)&v25 + v8) = 1;
v9 = m[v6 + 10];
if ( *((_BYTE *)&v25 + Vv9)
break;
*((_BYTE *)&v25 + v9) = 1;
vle = m[v6 + 15];
if ( *((_BYTE *)&v25 + v10) )
break;
*((_BYTE *)&v25 + v10) = 1;
if ( *((_BYTE *)&v25 + m[v6 + 20]) )
break;
if ( ++v6 >= 5 )
{
v1l &m[4];
v12 oLL;
while ( 1)
{
vl3 = n[4 * vi2];
if (vl3 == 2 )
{
if ( *(vil - 4) > *(vil - 3) )
return 0;
¥
else if ( v13 == 1 && *(v11 - 4) < *(v11 - 3)
{

return 0;

}
vlid = n[4 * v12 + 1];
if (vid == 1)




if ( *(vil - 3) < *(vil - 2) )
return 9;
}
else if ( vl4 == 2 && *(v11 - 3) > *(vi1 - 2) )
{
return 9;
}
vl5 = n[4 * v12 + 2];
if ( vl5 == 2 )
{
if ( *(vil - 2) > *(vil - 1) )
return 9;
}
else if ( v15 == 1 && *(v11 - 2) < *(vi1 - 1) )
{
return 9;
}
vli6 = n[4 * v12 + 3];
if (vlie == 2 )
{
if ( *(vil - 1) > *vil )
return 9;
¥
else if ( vle == 1 && *(v11l - 1) < *vi1l )
{
return 0;
¥
++v12;
vll += 5;

if ( vi2 >= 5 )
{
vl7 = 4LL;
vi8 = OLL;
while ( 1 )
{

v20 = o[vl7 - 4];
if ((v20 == 2 )
{
if ( m[vl7 - 4] < m[vl7 + 1] )
return 0;
}
else if ( v20 == 1 && m[vl7 - 4] > m[vl7 + 1] )
{
return 0;
¥
v21 = o[vl7 - 3];
if ((v21 == 1)
{
if ( m[vl7 - 3] > m[vl7 + 2] )
return 0;
¥
else if ( v21 == 2 & & m[v1l7 - 3] < m[vl7 + 2] )
{

return 0;

}
v22 = o[v1l7




return 0;
¥
else if ( v22 == 1 && m[v1l7 - 2] > m[vl7 + 3] )
{
return 9;
¥
v23 = o[vl7 - 1];
if (v23 == 2)
{
if ( m{vl7 - 1] < m[vl7 + 4] )
return 0;
}
else if ( v23 == 1 & m[v17 - 1] > m[vl7 + 4] )
{
return 9;
}
v24 = o[vl7];
if ((v24 == 2)
{
if ( m[v17] < m[vi7 + 5] )
return 0;
¥
else if ( v24 == 1 & & m[v17] > m[vl7 + 5] )
{
return 9;
¥
++Vv18;
vl7 +=
result
if (vi8 >= 4 )
return result;

return 0;

}
}

return 0;

}
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z3 import *
Int('x1"'
Int('x2"
Int('x3"
Int('x4"
Int('x5"
Int('x6'
Int('x7"'
Int('x8'
Int('x9"'




Int('x12")
Int('x13")
Int('x14")
Int('x15")
Int('x16")
Int('x17")
Int('x18")
Int('x19")
Int('x20")
Int('x21")
Int('x22")
Int('x23")
Int('x24")
Int('x25")
= Solver()
.add(x13 == 4,x19
.add(x1 < 6, x1
.add(x2
.add(x3
.add (x4
.add (x5
.add(x6
.add(x7
.add(x8
.add(x9
.add(x1e0
.add(x11
.add(x12
.add(x13
.add(x14
.add(x15
.add(x16
.add(x17
.add(x18
.add(x19
.add(x20
.add(x21
.add(x22
.add(x23
.add(x24
.add(x25
.add(x6 > x7)
.add(x3 x8)
.add(x4 > x5)
.add (x5 x10)
.add(x14 > x15)
.add(x19 > x14)
.add(x23 > x24)
.add(x25 > x20)
>
>
>

, X2
, X3
x4
x5
X6
X7

, X8

AN AN AN AN A AN AN AN
vV VvV VvV V V V V Vv Vv

6
6
6
6
6
6
6
6

, X9

- - - - - -

-

- - - - -

(o) We) e) WY@ ) @) @) @) @) @) W@ ) @) W@ ) WY@ ) @) B @)
-

-

A AN A AN A A AN A AN A A AN A AN A AN

(o))
- -
\'4 \'4 \'4 \'4 \'4 \'4 \'4 \'4 \'4 \'4 \'4 \'4 \'4 \'4 \'4

.add(x21 > x22)

.add(x22 > x17)

.add(x12 > x11)

.add(x1 != x2, x1 != x3, x1 != x4, x1 != x5, x2 != x3, x2 != x4, x2 != x5, x3 != x4, x3 != x5, x4 != x5)
.add(x6 != x7, x6 != x8, x6 != x9, x6 != x10, x7 != x8, x7 != x9, x7 != x10, x8 != x9, x8 != x10, x9 != x10)
.add(x11 !'= x12, x11 != x13, x11 != x14, x11 != x15, x12 != x13, x21 != x14, x12 != x15, x13 != x14, x13

x14 1= x15)
.add(x16 != x17, x16 != x18, x16 != x19, x16 != x20, x17 != x18, x17 != x19, x17 != x20, x18 != x19, x18




x19 != x20)
s.add(x21 != x22, x21 x21 != x24, x21 != x25, x22 != x23, x22 != x24, x22 != x25, x23 != x24, x23

)

x24 != x25)
s.add(x1 != x6, x1 != x11, x1 != x16, x1 != x21, x6 != x11, x6 != x16, x6 != x21, x11 != x16, x11 != x21,

= X7, x2 != x12, x2 != x17, x2 != x22, x7 != x12, x7 != x17, x7 != x22, x12 != x17, x12 != x22, x17

= x8, x3 != x13, x3 != x18, x3 != x23, x8 != x13, x8 != x18, x8 != x23, x13 != x18, x13 != x23, x18

x9, x4 != x14, x4 != x19, x4 != x24, x9 != x14, x9 != x19, x9 != x24, x14 != x19, x14 != x24, x19

= x10, x5 != x15, x5 != x20, x5 != x25, x10 != x15, x10 != x20, x10 != x25, x15 != x20, x15 != x25,
x20 != x25)
if s.check() == sat:
s.model()
print(m.eval(x1l),m.eval(x2),m.eval(x3),m.eval(x4),
m.eval(x5),m.eval(x6),m.eval(x7),m.eval(x8),
.eval(x9),m.eval(x10),m.eval(x11),m.eval(x12),
.eval(x13),m.eval(x14),m.eval(x15),m.eval(x16),
.eval(x17),m.eval(x18),m.eval(x19),m.eval(x20),
.eval(x21),m.eval(x22),m.eval(x23),m.eval(x24),m.eval(x25))
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