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openssl rsa -pubin -in pub.key -text

[root@dockerl2l ssl]# openssl rsa -pubin -in public.pem  —Gext I
iz Ty = k=)

Public-Key: (1024 bit)

Modulus:

00:aa:08:dd:7£f:al: B :ea:bb:la
ad:cc:2e:84:cez84: g :4B8:54:15 '1
38:33:3f:8a:bd:el: Bi3T:s 5:2d:=08:3b:
4a:b0:77:2p:26:a5:8e:8b:db:Bf:a5:2c:84:24:54:
35:2b:6e:g2:ae:17:cf:b4:ef:£3:£9:30:6L:0a:52
ab:fc:B3:9e:fBrabi2e:eT:f7:2btbe:6lzalzch: 10
09:0b:8c:32:d1:a4:61:54:8b:06:£5:3e:56:2c:TC
59:c9:bf:8e:bd:7a:64:Tathd:ch:42:56:11:7c: B
f4:d3:74:27:84:51:31:29:15

Exponent: 65537 (0x10001)
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285960468890451637935629440372639283459
304008741604601924494328155975272418463
65537

phi = (p-1)*(qg-1)

d gmpy2.invert(e,phi)

key rsa.PrivateKey(n,e, (d),p,q)

with ( 5 ) as f:
f = f.read()
print(rsa.decrypt(f,key))

whit ( ) as k,
[ k.read()
public_key PublicKey.load pkcsl openssl pem(k)
print(public_key)

285960468890451637935629440372639283459
304008741604601924494328155975272418463
65537

key rsa.PrivateKey(n, e, (d), p, q)

f = f.read()
print(rsa.decrypt(f,key))
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import sys

from rsa import PublicKey, common, transform, core
def f(cipher, PUBLIC_KEY):
public_key = PublicKey.load pkcs1(PUBLIC_KEY)
encrypted = transform.bytes2int(cipher)
decrypted core.decrypt_int(encrypted, public_key.e, public_key.n)
text = transform.int2bytes(decrypted)
if (text) 2] text[0]
pos text.find( )
if pos 9:
return text[pos+1:]
else:
return None
sys.stdin.readline()[:-1]
sys.stdin.readline()[:-1]
(fn).read(), (public_key).read())
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import sympy

import random

from gmpy2 import gcd, invert

from Crypto.Util.number import getPrime, isPrime, getRandomNBitInteger, bytes to_long, long_to_bytes

from z3 import

65537



https://www.jb51.net/article/130196.htm

B 1
for i in (1, (A)):
B gcd(A[i-1], A[i])

return B

gen_p():
P [0 for i in (16) 1]

P[o] getPrime(128)
for i in (1, 17):
P[i] sympy.nextprime(P[i-1])

» P[9])

n 1
for i in (17):
n P[i]
p = getPrime(1024)
factor (p, base, n)

print( , factor)

return sympy.nextprime(p)

gen_q():

sub_Q = getPrime(1024)
Q 1 = getPrime(1024)
Q2 getPrime(1024)

print( , Q1)
print( , Q2)
print( , sub_Q)

return sympy.nextprime(Q)

if _ name__
_E base
_P = gen_p()
_Q = gen_q()

assert (gcd(E, (_P - 1) (_Q

M = bytes_to_long(flag)
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def gen p():
P [@ for i in (16) ]
P[O] getPrime(128)
for i in (1, 17):
P[i] sympy .nextprime(P[i-1])
n 1
print( , P[9])
for i in (17):
n P[i]
p getPrime(1024)
factor (p, base, n)
print( , factor)

return sympy.nextprime(p)
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import sympy

import gmpy2

sympy.prevprime(P[i+1])
(10,17):
sympy .nextprime(P[i-1])

BRI TR REI Y T, BN, e, ERd, RERNTTERRZETRI R L. Ba, KEKHRLD?
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fii n=P[1]* p[2] * ...*P[16]

B LA phi(n) = phi(P[1]) * phi(P[2]) * ... * phi(P[16])

FLL phi(n) = (P[1] - 1)*(P[2] -1)*(P[3] - 1)* ... * (P[16] - 1)

Pl BRI EREABE T, p, DAHRT G (B, HRBRED

gmpy2.invert(base, phi)
p (factor, d, n)
return sympy.nextprime(p)

OK ETRE =AM (RID
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def gen_q():
sub_Q = getPrime(1024)
Q1 getPrime(1024)
Q2 getPrime(1024)
Q sub_Q Q2 Q1
print( , Q1)
print( , Q2)
print( , sub_Q)

return sympy.nextprime(Q)
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import gmpy2
import sympy
from Crypto.Util.number import long_to_bytes
p return sympy.nextprime(p)
g = Q1
C Ciphertext
02=1
while True:
n=p~=gq
phi = (p-1) * (g-1)
d gmpy2.invert(e, phi)
m (c, d, n)
m long to_bytes(m).decode(
print(m)
o sympy.prevprime(q)
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if

break
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from Crypto.Util.number import long_ to_bytes

65537
[@ for i in (17)1]
206027926847308612719677572554991143421
P_p
P_factor 21367174276590898078711657997628960059586470457413446917311179096523362990951388470415844694640991047
5727584342641848597858942209151114627306286393390259700239698869487469080881267182803062488043469138252786381822
6461269623232956764316799886024069718581364966248612285260705813380822026638957109294605961432816737616668045651
6143596395765501201105193618053658148849905951794630865013530042867248681964527996969351903940789294167278436286
8653243632727928279698588177694171797254644864554162848696210763681197279758130811723700154618280764123396312330
©32986093579531909363210692564988076206283296967165522152288770019720928264542910922693728918198338839

P[9]

(8,0,-1):
sympy.prevprime(P[i+1])
P[i]
(P[i] - 1)

(10,17,1):
sympy .nextprime(P[i-1])
P[i]
(P[i] - 1)




gmpy2.invert(e,phi)

(P_factor, d, n)
sympy .nextprime(final p)

Q_1 1037664398494655880846250494957938576345565170645634884331482245246381059711610517631277184380628625481848
1474760129949405281366285145974012749955778539871448190946163199602004831579016796769993296797448448120987966417
3009585231469785141628982021847883945871201430155071257803163523612863113967495969578605521

final q

Ciphertext 34562358909989961956103285760708186082121461151140548145602705093075418712199019243179062857833455
0245040790329751574990992524705765647909915632671853514996929804468773071797890974260467518835020187979846056972
1955402966098556911054579289216533244883556427607787129063524341478675272236515424795594246542809803123825660181,
4351515170099269891522912395800464500835997069089829418598401296629609078546906755825518160493286314123442039567
1652662097558543008112248486048018657161884184536763767013699669161321608151292096720066891837553781297306414109
5933513440342389661883780888908448851245758659782134089407794948873910

while True:
n = final_p * final_gq
phi (final_p 1) (final_gq 1)
try:
d = gmpy2.invert(e,phi)
m (Ciphertext, d, n)
m = long_to_bytes(m).decode(
if in m:
print( ,m)
break
except:
SERES

final_q = sympy.nextprime(final_q)
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import gmpy2

from gmpy2 import gcd

from Crypto.Util.number import long to bytes

n 17083941230213489700426636484487738282426471494607098847295335339638177583685457921198569105417734668692072
7277591393582076672487039524366801831533276061474219323658899833472820464391561766857651436206371073478704019469
4650162053166557366806834908041080799658229750588994620505287900202893612531531225647058362291364631977912555969
1270916064588684997382451412747432722966919513413709987353038375477178385125453567111965259721484997156799355617
6421315690958103040771310535884830572443407427518049354940876873634169213140415470931185657676096670338595831252
75322077617576783247853718516166743858265291135353895239981121

gift 21354926537766862125533295605609672853033089368258873559119169174547721979606822401498211381772168335865
©909096989241977595840608799405458502289416595076842774154573624791841025580489452208572064295257963841848380024
3368312702566458196708508543635051350999572787188236243275631609875253617015664414032058822919469443284453403064
0762327650242484355433265974188517515863085145401245713091527875597129502093578255768961322780451121779102660197
4101399510657948486876825108445333841711548351513286959471216205236208341416395468130625913705758103665744189742
8432575924018950961141822554251369262248368899977337886190114104

C 1189604866397078036222878183748946648646628226628252577426869678527210537649616277661340502288226473793239
©0195829622289249358353406571295574018064222013763168773667801755802797093469517945242168621127603773017861402501
70882261387679151580303915195994437090476721842280676810490581609691947274397866405579189603210980682098915508546
7411692362664732138526522897823882950981593576809075075011060110094382043250495219738209963708409099115642339414
©3533521758554683520602709421193224311626916312201501977792696032493785754953460073099974345959080880071039856065
496031922388307631138393107747419702153992404456267795192911174

e_orign 54722
(S 27361

k in (1,8):

gmpy2.invert(e,k*gift)

gmpy2.powmod( c, d, n)
gmpy2.iroot(m,2)

long_to_bytes(m[@]).decode(

print( M)
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