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marked_block []
def find_path(now_block):
if now_block start_block:
return
for x in now_block.xref block():
if not(x in marked_block):
marked_block.append(x)
find_path(x)

if _ _name__ :
res_block FuncBlock(addr=0x054DE35)
find_path(res_block)

print(marked_block)
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start_block 0x40187C
queue_call refs []

def find path(callee_addr, queue call):

if callee_addr start_block:
print ( (queue_call))
print .join(queue_call)
print .join(queue_call_refs)

return

refs_addr in idautils.CodeRefsTo(callee_addr, 0):
caller_name = GetFunctionName(refs_addr)
caller_addr LocByName(caller_name)

if fm(caller_addr) in queue_call:

continue

queue_call.append(fm(caller_addr))
queue_call refs.append(fm(refs_addr))
try:

find_path(caller_addr, queue_call)
except BaseException,e:

print e
queue_call.remove(fm(caller_addr))
queue_call refs.remove(fm(refs_addr))

0x10000

Ox054DE35

find_path(res_block, 1s)
print
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def get switch_table(jump_ea):
res {}

si = idaapi.get_switch_info_ex(jump_ea)

assert si!=None

results idaapi.calc_switch_cases(jump_ea, si)
wasd = [87,65,83,68]

for idx in ( (results.cases)):

cur_case results.cases[idx]
constrain False
for cidx in ( (cur_case)):

if cur_case[cidx] in wasd:
res[results.targets[idx]] cur_case[cidx]
constrain True

if constrain==True:

pass

return res

get_sjump_addr(caller_ea):

func idaapi.get_func(caller_ea)

start_ea func.startEA
end_ea func.endEA

pattern

addr start_ea

addr idc.FindBinary(addr, SEARCH DOWN | SEARCH_NEXT, pattern)
assert addr idc.BADADDR and addr<=end_ea

return addr




def get case value(caller ea=0x048DOB1l, refs_ea=0x048D12F):
jump_addr get_sjump_addr(caller_ea)
wasd_table get_switch_table(jump_addr)

min_addr 0x1000
target_addr= 0
for addr in wasd_table:
if refs_ea addr and (refs_ea-addr) min_addr:
min_addr refs_ea-addr
target_addr addr

return (wasd_table[target_addr])

fm(addr_in_str):
res addr_in_str[2:]
if res[-1]

res res[:-1]

return (res,
get_case_value()
0x10000

s.split(
s2.split(

( (caller_1s)):
get_case value(fm(caller_1s[i]), fm(caller_refs_1s[i]))

per

per, caller 1s[i], caller_refs_1s[i], (caller_1ls)-i-1+1

hashlib.md5(res).hexdigest()
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