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from sage stats.distributions.discrete_gaussian_integer import DiscreteGaussianDistributionintegerSampler
from random import randint, getrandbits

from secret import flag

import sys

import signal

q=2"54

t=83

T=3

d=1024

delta = int(q / t)

sigma = 2

P.<x> = PolynomialRing(ZZ)

f=x"d+1

R.<X> = P.quotient(f)

D = DiscreteGaussianDistributionIintegerSampler(sigma=sigma)

def sample1():
return R([D() for _ in range(d)])

def sample2():
return R([randint(0, g - 1) for _ in range(d)])

def sample3(x):
return [randint(0, T - 1) for _ in range(x)]

def Roundq(a):
A = allist()
foriin range(len(A)):
Alil = Alil % q
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if Alil > (q/2):
Al = Alil - g
return R(A)

def Roundt(a):
A =allist()
foriin range(len(A)):
Alil = Ali] %t
if Ali] > (t/2):
Alil = Ali] - t
return R(A)

def keygen():
s = sample1()
a = Roundq(sample2())
e = Roundq(sample1())
pk = [Roundq(-(a *s + e)), a]
return s, pk

def encrypt(m):
u = sample1()
e1 =sample1()
e2 = sample1()
return (Roundqg(pk[0] *u + e1 + delta * m), Roundq(pk[1] * u + e2))

def baseT(n, b=T):

v=]]

while True:
x=n//b
y=n%b
v.append(y)
if x==0:

break

n=x

v.reverse()

return v

def mutual(k, c, s):
tmp =t * Roundq(c[0] + ¢[1] " s)
TMP = tmp.list()
for i in range(len(TMP)):
TMPIJi] = round(TMPJi] / q)
tmp2 = Roundt(R(TMP))
if tmp2[min(k, d)] == 0:
print(True)
else:
print(False)

signal.alarm(1024)
sk, pk = keygen()
print(f"public key:{pk[0].list()}, {pk[1].list()}")

namelist = ["admin", "Adam", "Bruce", "Chris", "David"]
users = dict()
for i in namelist:



users|i| = getrandpits(32)

menu ="'

1.Add friends
2.find friends
3.Send Message
4 Regist™

friends = set()
while 1:
print(f"Current number of users: {len(users)}")
print(menu)
op = int(input(">").strip())
if op ==
name = input("name:").strip()
id_num = int(input("id:").strip())
if name in users keys():
if id_num == users[name]:
friends.add(name)
else:
print("failed")
else:
print("failed")
elif op ==
op2 = input("recv ct?(Y/N)").strip()
if op2.upper() == "Y"
for name in users.keys():
id_num = users[name]
x = baseT(id_num)
y = x+ sample3(d - len(x))
ct = encrypt(R(y))
print(ct[0].list(), ct[1].list())
op3 = input("continue?(Y/N)")
if op3.upper() == "N"
break
elif op3.upper() !="Y"
sys.exit(1)
elif op2.upper() !="N"
sys.exit(1)

foriin range(len(users))
("c1:").strip().
= input("c2:").strip().
cc1 = list(map(int, c1))
cc2 = list(map(int, c2))
mutual(i, [R(cc1), R(cc2)], sk)

c1 =input("c split(" ")

split(" ")

elif op ==
name = input("name:").strip()
message = input("message:").strip()
if name not in friends:
print(“failed")
else:
if name == "admin":
if message == "give me the flag":
print(flag)
else:
print(f"send '{message}' to {name}")
elif op ==
name = input("name:").strip()



if name not in users.keys():
users|name] = getrandbits(32)
print("succeeded")
else:
print("failed")
else:
sys.exit(1)
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from sage stats.distributions.discrete_gaussian_integer import DiscreteGaussianDistributionintegerSampler
D = DiscreteGaussianDistributionIintegerSampler(sigma=sigma)

def sample_2():

return R([randint(0,1) for _ in range(d)])
def sample1():

return R([D() for _ in range(d)])

def keygen():
s = sample1()
a = Roundq(sample2())
e = Roundq(sample1())
pk = [Roundq(-(a *s + e)), a]
return s, pk

JFhRpayload R HE%;

LA S 4
payload:

M=delta//4+50

Recoverd_key=[]

for i in range(d):
Recoverd_key.append(recover_key(i))

def recover_key(i):
t1=[0 for _ in range(d)]
t1[i]=M
t2=M
cc0=pk[0]+R(t1)
cc1=pk[1]+R(t2)
ans = decrypt([cc0,cc1]).list()
return ansli|
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from pwn import *
# from icecream import *
from tgdm import tgdm

from time import *
p1 = time()

#t
# get pk

# io = remote('0.0.0.0',10001)
io = remote('172.20.5.23',8001)

q=2"54

t=83

T=3

d=1024

delta = int(q / t)

sigma = 2

P.<x> = PolynomialRing(ZZ)
f=x"d+1

R.<X> = P.quotient(f)

def Roundt(a):

A= alist()

for i in range(len(A)):
Alil = Alil %t
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if Ali] > (t/2):
Alil = Afi] - t
return R(A)

def Roundq(a):
A =allist()
for i in range(len(A)):
Alil = Alil % q
if Ali] > (q/2):
Alil = Alil - g
return R(A)
def mutual2(k, c, s):
tmp =t * Roundq(c[0] + ¢c[1] " s)
TMP = tmp.list()
foriin range(len(TMP)):
TMPIJi] = round(TMPJi] / q)
tmp2 = Roundt(R(TMP))
return tmp2

io.recvuntil('public key:[")

pk1 = io.recvuntil(']")[:-1]
io.recvuntil('[")

pk2 = io.recvuntil(']')[:-1]

# print(pk 1)

# print(pk2/[:100])

pk2 = [int(i) for i in pk2.split(b",")]
# print(pk2[:10])

pk1 = [int(i) for i in pk1.split(b",")]
pk=[R(pk1) R(pk2)]

foriin range(1024-5):
print(io.recvuntil(">"))
io.sendline('4")
io.sendline(str(i))

M=delta//4+50

padding =[8,7,6,5,4,3,2,1, 0,-1,-2, -3, -4, -5,-4]
sks= [-7,-6,-5,-4,-3,-2,-1,0,1,2,3,4,5,6,7]
rk=[100 for i in range(1024)]

for xin range(len(sks)):

print(io.recvuntil(">'))

io.sendline('2")

print(io.recvuntil('recv ct?(Y/N)'))
io.sendline('Y")

sleep(1)

print(io.recvuntil('['))

adminC1 = io.recvuntil(']")[:-1]
print((io.recvuntil('')))

adminC2 = io.recvuntil(']")[:-1]

adminC1 = [int(i) for i in adminC1.split(b",")]
# print(pk2[:10])

adminC2 = [int(i) for i in adminC2.split(b",")]
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io.sendline('N')

pad = padding|[x|

print(F {4 T")

for k in tgdm(range(1024)):

t1=[0 for _in range(d)]
t1k]=pad‘M

t2=M

#

cc0=(pk[0]+R(t1)).list()
payload_c1 ="

foriin ccO:
payload_c1 += str(i)
payload_c1+=""
payload_c2 ="
cc1=(pk[1]+R(t2)).list()
foriin cc1:
payload_c2 += str(i)
payload_c2+=""

io.recvuntil('c1:")
io.sendline(payload_c1)
# sleep(1)
io.recvuntil('c2:")
io.sendline(payload_c2)

#

fbo = io.recvline()
if(b"True" in fb and rk[k]==100):
rk[k] = sks[x]
# input()
foriin range(len(rk)):
if(rk[i]==100):
rkli]=7

sk = R(rk)
adminCT=[R(adminC1),R(adminC2)]
# ccO=R(ct[0].list())

# cc1=R(ct[1].list())

ans = mutual2(0,adminCT ,sk)

x = ans.list()[:25]
admin_id =0

use=[|

ids=[]

foriinx

admin_id =T
admin_id +=i
use.append(i)
ids.append(admin_id)

print(rk)

print(ids)

# io.interactive()

sleep(1)

for id in ids:
print(io.recvuntil(">'))
io.sendline('1")
print(io.recvuntil('name:"))



io.sendline('admin’)
print(io.recvuntil('id:"))
io.sendline(str(id))
print(io.recvline()
print(io.recvuntil(">"))

io.sendline('3")
io.sendlineafter('name:','admin’)
io.sendlineafter('message:','give me the flag')
sleep(1)

print(io.recv(2048))

p2 = time()

print(p2-p1)

FLAG

b'name:'

b'id:'

b'failed\n'

b'Current number of users: 1024\n\n1.Add friends\n2.find friends\n3.Send Message\n4.Regist\n>'
b'name:'

b'id:'

b'failed\n’

b'Current number of users: 1024\n\n1.Add friends\n2.find friends\n3.Send Message\n4.Regist\n>"'
b'flag{CCA_attack_BFV_123698745}\n'

[*] Closed connection to 172.20.5.23 port 8001

/mnt/c/U/1/De/qwb i 5E/bfv
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