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.text:004010E0

.text:004010E0 ; _ unwind { // xcept

.text:004010E0 push ebp

.text:004010E1 mov ebp, esp

.text:004010E3 push OFFFFFFFEh

.text:004010E5 push offset stru_402518
.text:004010EA push offset xcept |
.text:004010EF mov eax, large fs:0

.text:004010F5 push eax

.text:004010F6 sub esp, 8

.text:004010F9 push ebx

.text:004010FA push esi

.text:004010FB push edi

.text:004010FC mov eax,  security cookie
.text:00401101 xor [ebp+ms_exc.registration.ScopeTable], eax
.text:00401104 xor eax, ebp

.text:00401106 push eax

.text:00401107 lea eax, [ebp+ms exc.registration]
.text:0040110A mov large fs:0, eax

.text:00401110 mov [ebp+ms_exc.old esp], esp
000004EQ 004010E0: main (Synchronized with Hex View-1) CSDN @bin cat
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00401110 mov [ebp+ms_exc.old esp], esp

00401113 cmp dword_40336C, 0

0040111A jnz short loc_401130

0040111C push 2Bh ; '+°

0040111E push offset input 3 Arglist

00401123 push offset asS ; "%s”

00401128 call  sub_401080 [
0040112D add esp, OCh

00401130 |

00401130 loc 401130: ; CODE XREF: _main+3Atj
00401130 ; _ try { // _ except at loc_40115D

00401130 mov [ebp+ms_exc.registrat'on.Tr‘yL?el], 0
00401137 call ds:rand {L-

0040113D push eax ; Seed <

0040113E call ds:srand §
00401144 xor eax, eax

00401146 div eax

00401146 ; } // starts at 401130

00401148 mov [ebp+ms_exc.registration.TryLevel], @FFFFFFFEh
0040114F mov edi, ds:rand <--_
00401155 jmp short loc_401179

00401157 ; -----------m e e eeemeeeemeeeeeee--a-
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if (

su
vd =
sran
vh o=
inpu
if (
{

I dword_40336C )
b_4010BO(v3, "%s", (char)input);
rand();
d(va);
dword j40336C;
t[v5] *= rand();
dword_40336C == 43 )

dword 40336C = 0;

v6
v/
v8
v9
do

{

)0000579

BARR

o0 9|

s ws ws e

if ( input[v9] != byte 402138[v8] )
break;

v8 ++v6;

v7 = vb;

dword 40336C = v6;

CSDN @bin ca
main:20 (401179) CSDN @bin cat
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vl = 0;
do

C if ( input[vo] 1= bﬁe_%Zlm
reak,

V8 = ++V6}

v/ = v6;
dword_40336C = v6;
v9 = vb;

¥

while ( v6 < 42 );

vle = "fake input..\n";
if (v7 ==42)

v10 = "congratulation!\n";
sub_401050(v10);
result = 0;

CSDN @bin cat

AETR 2oL aA FaATIMAG

RIA—AHW, =EMNZRZinputlvs]rand()2 J5 #& Az flbyte_402138EL %
JEFtbyte 402138, i 2 —Le16:3 %L

1128 aFakeInput db 'fake input..',0Ah,0 ; DA
1136 align 4
138 ; char byte 402138[44]

1138 blyte 402138 db 3Eh ; DA
1139 db @CDh
113A db 0AAh
'13B db 8Eh

Lil [/ O db 96h
13D db 1Fh
"113E db 89h
113F db @CDh
1140 db 0DBh
1141 db @F1h
1142 db 706h ; p
1143 db @F2h
1144 db ©ASh
1145 db 9Ch
146 db eC2h
1147 db 8Bh
1148 db 0F2h
1149 db OFEh

T——
3: .rdata:byte 402138/ (Synchronized with Hex View-1)| CSDN @bin cat
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pusE ran!om.43370

ush random. 42110

* random. 41080 e I

a C

mov dwg;d ptr ss: lebp 44,0
<&r and>

dword ptr

ush eax
h dword ptr ds:|<&srand>]
XOr eax,eax
div eax .
mov dword ptr ss:[lebp-4]),FFFFFFFE
mov edi,dword gtr ds: [<&rand>]
jmp random. 4
mov eax,l

mov esp,dword ptr ss:
mov edé ,dword ptr ds
edi

eax
b dword ptr ds:[<&srand>]
a 4

mov dwgrd ptr ss:|lebp-4),FFFFFFFE
mov esi,dword ptr ds:[4336C]

ganm edi
xor byte ptr ds:[esi+43370],al

mov eax,dword ptr ds: [4336c] : 2

n

mov dword ptr ds [4336C],0

xor edx,edx

XOr ecx,ecx

xor esi.esi

Xor eax,eax

nop dword ptr ds:[eax],eax

nop word ptr ds: [eax+eax] ax . . )
mov al,byte ptr ds:[eax+43370] CSDN @pin cat
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e push 78 ~
O00S111E| 68 70330400 push random. 43370 43370: "asasasasasasa”
00041123 68 10210400 ush random. 42110 42110:"%s”
00041128  EB BIFFFFFF andol 41080
00041120  83c4 OC
00041130 €745 FC_00000000 nov_ wprd ptr 55 kt:gru 0
00041137 FF15 CC200400 ﬂ dword ptr ds:[
00041130 S0 ush eax
0004113€|  FF15 8200400 Bal dword ptr ds: (<gsrands]
00041144 33co XOr eax,eax
00041146 90 p
00041147 20 nop
00041148 €745 FC_FEFFFFFF v dword ptr ss: I!bp 4| FFFFEFFE
0004114F 8B3D CC200400 mv edi, Mrd p( ds: [<&rand>]
0041155 Y 2 Jmpirandom. 4
mov eax,l
e
mov esp,dword ptr ss:flebp-13]
mov edg word prr ds B =)
H
8200400 Mrd prr ds: [<&srand>]
L4
00041172| | €745 FC_FEFEFEFE Pov Gword ptr 55 :febp- dl,FFFFFFFE
00041179 L8835 6C330400 mov_es sdword prr s [4336¢)
0004117F FF| call e
00041181 3086 70330400 ¥or byte ptr ds: [esi+43370] ,al
00041187 Al 6c330400 mov ax, d-mrd tr ds: [4336C]
0004118c|  83FE 28 cmp eax, 28174
0004118F| ~ 75 6C Sl P
00041191 €705 6c330400 000000Cmov dword p‘tr R, [4336],0
00041198 3302 xor edx,edx
00041190 33c9 XOr ecx,ecx
0004119F 33F6 xor esi,esi
00041141 33co xul‘ eax,eax
00041143 ﬂF)Flﬂ 00 nop dwurd ptr ds: [eax] eax
00041147 1F8400 00000000 |nop word ptr ds
00041180 nsn 70330400 mov al,byte ptr iy eax+43370: "asasasasasasa”
00041186 386 38210400 cap al.byte gtr ds: [esi+42138
iDDbULBC 75 12° jne r: CaDHEan cat
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SB3U LLLZUUGUY MUV EUI,Uwory
random. 411

E8 mov esp,dword ptr ss !ebp—l&l
€C200400 mov_edi,dword ptr ds:[<&rand>]
edi

ush eax

C8200400 dword ptr ds:[<&srand>]
04 add esp,4

FC FEFFFFFF mov dword ptr ss:[lebp-4]),FFFFFFFE
6C330400 mov_esi,dword ptr ds:[4336C]

CSDN @bin cag

R A e e
3086 70330400 xor byte ptr ds:[esi+43370],al

OZE2 eWs =mAGHE ORFRE =S CJWE AFS ORRE S5R wur A0 O RE

30 sh eax
00041107 8045 £0 P e guord per o :flebp-10] ~ | Bigee
00041104 v rd x EAX
00041110 8965 EB = dord per 53 Eox
00041113 833D 6C330400 00 d ptr d 2=
00041114| ~ 75 14 3ne ramo- 41130 =
6A 28 pus!
111E 68 70330400 push rannnm.nis?o |43370: "asasasasasas” ot
00041123 68 10210400 sh random. 42110 %S £
00041128|  E8 BIFFFFFF % randon. 41080 Sl
00041120 83c4 o a EDL
00041130| €745 FC_00000000 mov dnord Lo Bebp-41,0
00041137 FF15 €C200400 r ds: [<&rand>] EIP
00041130| 50
0004113€ FF15 8200400 Ean dword prr s: [ctsrands]
00041144 33c0 xor eax, eax
00041146|  F7FQ div e
00041148| €745 FC_FEFFFFFF Rou Bdord prr ss:febp-g| e

0004114F 883D €C200400 mov et dword pre dst [<&rar ed1 18 ALLUSERSPROFTLE=C : \\Programbata”

BBES E8
8!3? €C200400 3] edi :&"ALLUSERSPROFILE=C:\\\Programpata”
FFD;
50
FF15 C8200400 % dpurd ptr ds: [<@srand>]
834 88
00041172 C745 FC_FEFFFFFF mov mmrd ptr ss:[Qebp-4]J, FFFFFFFE
00041179|  8B35 6C330400 mov esi,dword ptr ds:[4336C)
0004117F [
00041181| 3086 70330400 Xor byte ptr ds:[esi+433701,al
00041187 AL 6C330800 o e nmru prr ds:[4336C]
0004118C 83F8 28 cmp e 28:"+"
0004118F| ~ 75 6C §hé Fandom. 411
00041191 C705 6330400 000000¢mov dword ptr dS [4336C],0
00041198 3302 xor edx,edx
00041190/ 33c9 XOr ecx,ecx
0004119F 33r6 xor esi,esi
00 33¢ Xor eax,eax v
< >

eax=012F6F10
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int main()
{
int i;
char flag[43]={@x3E,BxCD,BxAA,Bx8E,Bx96,08x1F,8x89,08xCD,BxDB,BxF1,8x70,08xF2,0xA9,0x9C,0xC2,0x8B,0xF2,0xXFE,0
for(i=0;i<43;i++)
{
int x=rand();
srand(x);
int w=rand();
srand(w);
int v=rand();
printf("ex%x  Ox%x \n",x,v);
flag[i]*=v;

}
printf("%s\n",flag);

// char dd=getchar();
return 0;

}

flag{3e625fe0-fb18-4f87-93c1-1ec217{86796}
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