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MRiGpslist, EEF]

0=8214fad@ System

0x81cfe778 smss.exe 588 4
0=81b39da® csrss.exe 636 588
0=x81ffb020 winlogon.exe 668 588
0=81b3bbf® services.exe 712 668
0=81cB0478 lsass.exe 724 668
0=81b27370 vmacthlp.exe 908 712
0=81b3da7@ svchost.exe 924 712
0=82076b18 svchost.exe 988 712
0x81f228b8 svchost.exe 1084 712
0=81b11450 svchost.exe 1176 712
0x81b4eda® Pinyin_2345Svc. 1196 712
0x81b70be8 svchost.exe 1312 712
@=81f5b440d_Protect 2345Fxn 1324 712
0x81f@6da@| Pic_23455vc.exe 1368 712
©0x81b1c62@0 ZhuDongFangYu.e 1508 712
@=81bae4b® spoolsv.exe 1764 712
@x81bleda® explorer.exe 1904 1820
0x81bf7748 2345PinyinCloud 2016 1904
0x81b62c20 FaceTool_2345Pi 304 2016
0x81c1ad20@ 360tray.exe 916 1904
0=81bdd9b8 vmtoolsd.exe 944 1904
0x81c7cc80 ctfmon.exe 932 1904

2021-12-27 151: UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 151: UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 z51: UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 z51: UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 z51: UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 :51: UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 :51: UTC+000e
2021-12-27 151z UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 151z UTC+000e  2021-12-27 :58: UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 151z UTC+0000
2021-12-27 z51: UTC+0000
2021-12-27 102: UTC+0000
2021-12-27 102: UTC+000e  2021-12-27 1@2: UTC+0000
2021-12-27 102: UTC+o@00  2021-12-27 1@2: UTC+0000
2021-12-27 140: UTC+0000
2021-12-27 140: UTC+000e  2021-12-27 140 UTC+0000
2021-12-27 HS UTC+000e
2021-12-27 thi: UTC+0000
2021-12-27 thi: UTC+0000
2021-12-27 HTY UTC+0000
2021-12-27 thi: UTC+000e  2021-12-27 HAH UTC+0000
2021-12-27 thi: UTC+0000
2021-12-27 100: UTC+000e  2021-12-27 o UTC+0000
2021-12-27 103: UTC+000e  2021-12-27 UTC+0000
2021-12-27 127: UTC+0000
2021-12-27 128: UTC+0000
2021-12-27 :36: UTC+0000

0x81b5ada® 2345PinyinUpdat 1052 1196
0=81d78770 TsBrowserSvr.ex 2856 712

@=x81d29670 VGAuthService.e 2916 712
0x81c215c8 vmtoolsd.exe 3420 712
@=x81f@9750 alg.exe 3820 712
0x81a18768 wmiprvse.exe 3844 924
@=819ad580 36@bdoctor.exe 2832 916
0=819a78f8 36@0seupdate.exe 440 2832
0x819b45f8 sesvc.exe 3920 2832
0=81c47308 svchost.exe 3488 712
0=81fd27e8 softupnotify.ex 2936 916
©x819b0970 mspaint.exe 3888 1904
0=81aB8da® conime.exe 3260 2124
@=81d68a50 IEXPLORE.EXE 3748 1904
@#=819d6al8 wdswfsafe.exe 2136 916
0=819c98a@ softupnotify.ex 884 916
@=x81c2b2f® IEXPLORE.EXE 3976 3748
0x819b23b@ softupnotify.ex 1916 916
0=81c33630 softupnotify.ex 972 916
0=81f2c7e® notepad.exe 2976 1904
@=x81c7f630 |360zip.exe 3388 1904 10 366
@=x81d4d020 2345PicViewer.e 3812 1904 23 378
@#=x81923020 taskmgr.exe 3628 668 9 188 2021-12-27 :37: UTC+0000
@=x81c30da® DumpIt.exe 3300 1904 1 16 2021-12-27 :37: UTC+0000 Ty
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Volatlllty Foundatlon Volatility Framework 2.6.1

**% Failed to import volatility.plugins.mimikatz (ImportError:

Process: 2976

Text:
?
Text:
?

Text:

Text:
?

Text:
27272272222227

20211209(encrypt)

$ volatility -f xp_sp3.raw —profile=WinXPSP2x86 notepad

No module named construct)

TP PP rPrPiiisrae??I?e?

$ volatility -f xp_sp3.raw —profile=WinXPSP2x86 editbox
Volatlllty Foundatlon Volatility Framework 2.6.1
#** Failed to import wolatility.plugins.mimikatz (ImportError: No module named construct)
$ volatility -f xp_sp3.raw —profile=WinXPSP2x86 filescan |grep "Desktop"
Volatility Foundatlon Volatility Framework 2.6.1
0=x0000000001a35b50 1 @ R—r-d \Device\HarddiskVolumel\Program Files\368\36@Safe\Utils\DesktopRest\DesktopRest.exe
GXBBGBGGBBGIFISEQI 1 @ R—rwd \Device\HarddiskVolumel\Documents and Settings\Administrator\Favorites\Desktop.ini
$ volatility -f xp_sp3.raw —profile=WinXPSP2x86 filescan |grep "zip"
Volatility Foundatlon Volatility Framework 2.6.1

0x0000000D0178d958
0x00000000017ad6a8
0=p000O000001801790
0x0000000D0183a3ed
0x0000000001864be8
0=p00OOOOR0O18Ba2798
0x0000000D018T5a78
0x000000000190ef90
0=p00000000192108
0x00000000D01923178
0x0000000001924298
0=p000R0ER0R19f4afO
0x0000000D01a69e6@
0x00000000D01aa5c28
0=p000000R01abaale
0x0000000D01ad2c10

R—r—

\Device\HarddiskVolumel\Program

Files\360\3f2zipi2cousiladll

\Device\HarddiskVolumel\Documents and Settlrgs\Admlnlstrator\£iﬁ\flag.zip

\Device\HarddiskVolumel\Program
\Device\HarddiskVolumel\Program
\Device\HarddiskVolumel\Program
\Device\HarddiskVolumel\Program
\Device\HarddiskVolumel\Program
\Device\HarddiskVolumel\Program

Files\360\360Z1p\3b@CoNT.aLCL
Files\360\360zip\360verify.dll
Files\360\360zip\MiniUI.d11
Files\360\360zip\configh\zdefaultskin\zMiniUI . xml
Files\360\360zip\360Conf.dl1l
Files\360\360zip\360zipExt.d1ll

\Device\HarddiskVolumel\WINDOWS\system32\zipfldr.dll

\Device\HarddiskVolumel\Program
\Device\HarddiskVolumel\Program
\Device\HarddiskVolumel\Program
\Device\HarddiskVolumel\Program
\Device\HarddiskVolumel\Program
\Device\HarddiskVolumel\Program
\Device\HarddiskVolumel\Program

Files\360\360zip\360Base.dll
Files\360\360zip\CrashReport.dll
Files\360\36@0zip\configh\zconfig.xml
Files\360\360zip\7z.d1l1
Files\360\360zip\7z.d1l1
Files\360\360zip\360zipExt.dll
Files\360\360zip\360verify.dll

N =
e L L L

0=x0000000001a292a8 \Device\HarddiskVolume1l\Program Files\360\3602ip\360zip.exe CSDN @-E Mumuzi

RIH FR 2 EDesktop, EHfilescan— T, SHAEMHER

$ volatility -f xp_sp3.raw —profile=WinXPSP2x86 filescan |grep "S®@E"
Volatlllty Fnundatlon Volatility Framework 2.6.1
0=00DROODOB17ad6as R—rw- \Device\HarddiskVolumel\Documents
0x000000000185e850 R—r-d \Device\HarddiskVolumel\Documents
0x00000000018b1138 R—rw- \Device\HarddiskVolumel\Documents
0=000000P0R192eaal R—rw- \Device\HarddiskVolumel\Documents
0x0000000001963c78 R—rw- \Device\HarddiskVolumel\Documents
0x00000000019668e0 R—rw- \Device\HarddiskVolumel\Documents
0=0000000001a94960 R—rwd \Device\HarddiskVolumel\Documents
0=xp000000001afF378 R—rwd \Device\HarddiskVolumel\Documents
0x0000000001b1e468 R—rw- \Device\HarddiskVolumel\Documents
0=0000000001b301CH RW-r— \Device\HarddiskVolumel\Documents
0=00PRAOPOR1bILTID R—r— \Device\HarddiskVolumel\Documents
0x0000000001b38300 R—rwd \Device\HarddiskVolumel\Documents
0=000000B001bbETIB R—-r-d \Device\HarddiskVolumel\Documents
0=000R00D001c2d64E R—rw- \Device\HarddiskVolumel\Documents and Settings\Administrator\& @
GXBGBBBBBBBIEESBZS R—rw- \Device\HarddiskVolumel\Documents and Settings\Administrator\# @& \flag.png

$ volatility -f xp_sp3.raw --profile=WinXPSP2x86 dumpfiles -Q 0x0000000001b301c@ -D ./
Volatility FDundatlon Volatility Framework 2.6.1
#*% Failed to import volatility.plugins.mimikatz (ImportError: No module named construct)
DataSect10n0bject 0x01b301c® None \Device\HarddiskVolumel\Documents and Settings\Administrator\& @ \3 ) H i .txt.txt

$ volatility -f xp_sp3.raw ——profile=WinXPSP2x86 dumpfiles -Q 0x0000000001e65028 -D ./
Volatility Fnundatlon Volatility Framework 2.6.1
#*% Failed to import volatility.plugins.mimikatz (ImportError: No module named construct)
DataSectionObject @=01e65028 MNone  \Device\HarddiskVolumel\Documents and Settings\Administrator\s& & \flag.png
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Settings\Administrator\£ &
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for i in s:
if(ord(i) (‘a’) (1)
print( ( (i)-3),end )
elif(i ):
print( ,end )
elif(i ):

print( ,end )
elif(i ):
print( ,end )
elif(i ):
print( )
else:
print( ( (i)+32),end )
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EFRA
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AMlag.txt

wsR B & ifwhitespace, E#https:/vii5ard.github.io/whitespace/f5 Flkey:XiAnWillBeSafe
SR JE flag.txt{R B & FISNOW

ASNOW.EXE -p XiAnWillBeSafe -C .\flag.txt
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fir4montage *png -tile 12x4 -geometry 100x100+0+0 out2.png
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python3 gaps --image=out2.png --generations=10 --population=48 --size=100 --save
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Sk BB R R class 3, B #:jadx

B R

s = [77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 69, 119, 77, 84, 69, 120, 77, 68, 65, 119, 77, 68, 65, 119, 77, 6
8, 65, 120, 77, 84, 69, 120, 77, 84, 69, 119, 77, 84, 69, 120, 77, 68, 65, 119, 77, 68, 65, 119, 77, 70, 120, 11
7, 77, 68, 69, 120, 77, 84, 69, 120, 77, 68, 69, 119, 77, 84, 69, 119, 77, 84, 65, 120, 77, 68, 69, 120, 77, 84,
69, 120, 77, 68, 65, 119, 77, 84, 69, 120, 77, 68, 69, 120, 77, 68, 69, 120, 77, 84, 69, 120, 77, 70, 120, 117,
77, 68, 69, 119, 77, 68, 65, 120, 77, 68, 69, 119, 77, 68, 65, 119, 77, 84, 69, 120, 77, 84, 65, 119, 77, 68, 6
o, 120, 77, 84, 65, 120, 77, 68, 69, 120, 77, 68, 69, 120, 77, 68, 69, 119, 77, 68, 65, 120, 77, 70, 120, 117, 7
7, 68, 69, 119, 77, 68, 65, 120, 77, 68, 69, 120, 77, 68, 65, 119, 77, 68, 65, 120, 77, 84, 65, 119, 77, 68, 69,
120, 77, 84, 65, 119, 77, 68, 65, 119, 77, 84, 65, 120, 77, 68, 69, 119, 77, 68, 65, 120, 77, 70, 120, 117, 77,
68, 69, 119, 77, 68, 65, 120, 77, 68, 69, 120, 77, 84, 65, 120, 77, 84, 65, 120, 77, 84, 65, 119, 77, 84, 69, 1
19, 77, 84, 69, 119, 77, 84, 65, 120, 77, 84, 69, 120, 77, 68, 69, 119, 77, 68, 65, 120, 77, 70, 120, 117, 77, 6
8, 69, 120, 77, 84, 69, 120, 77, 68, 69, 119, 77, 84, 69, 120, 77, 68, 69, 119, 77, 68, 65, 119, 77, 68, 65, 119
, 77, 84, 65, 119, 77, 84, 65, 119, 77, 68, 65, 120, 77, 68, 69, 120, 77, 84, 69, 120, 77, 70, 120, 117, 77, 68,
65, 119, 77, 68, 65, 119, 77, 68, 69, 119, 77, 84, 65, 120, 77, 68, 69, 119, 77, 84, 65, 120, 77, 68, 69, 119,
77, 84, 65, 120, 77, 68, 69, 119, 77, 84, 65, 120, 77, 68, 65, 119, 77, 68, 65, 119, 77, 70, 120, 117, 77, 84, 6
o, 120, 77, 84, 69, 120, 77, 84, 69, 119, 77, 68, 69, 119, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 69, 119, 77
, 68, 69, 120, 77, 68, 65, 120, 77, 84, 69, 120, 77, 84, 69, 120, 77, 84, 69, 120, 77, 86, 120, 117, 77, 84, 69,
119, 77, 68, 65, 120, 77, 68, 69, 119, 77, 84, 65, 120, 77, 68, 65, 119, 77, 68, 69, 119, 77, 84, 69, 120, 77,
84, 69, 120, 77, 68, 69, 119, 77, 68, 65, 119, 77, 68, 65, 120, 77, 84, 65, 119, 77, 70, 120, 117, 77, 68, 69, 1
19, 77, 84, 69, 119, 77, 84, 65, 119, 77, 68, 69, 120, 77, 68, 65, 120, 77, 68, 65, 120, 77, 68, 65, 119, 77, 68
, 69, 119, 77, 68, 69, 120, 77, 68, 69, 119, 77, 84, 65, 120, 77, 84, 69, 119, 77, 86, 120, 117, 77, 84, 65, 120
, 77, 84, 65, 119, 77, 68, 65, 119, 77, 84, 65, 119, 77, 84, 69, 120, 77, 84, 65, 119, 77, 84, 69, 119, 77, 68,
65, 120, 77, 84, 65, 120, 77, 68, 65, 119, 77, 68, 65, 120, 77, 68, 65, 120, 77, 70, 120, 117, 77, 84, 69, 120,
77, 68, 69, 120, 77, 84, 69, 120, 77, 84, 69, 120, 77, 68, 65, 120, 77, 68, 69, 119, 77, 84, 69, 119, 77, 84, 65
, 119, 77, 68, 69, 120, 77, 68, 69, 119, 77, 84, 65, 120, 77, 84, 69, 119, 77, 70, 120, 117, 77, 84, 65, 120, 77
, 68, 69, 120, 77, 68, 65, 119, 77, 84, 69, 120, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 69, 120, 77, 68, 69,
119, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 65, 120, 77, 70, 120, 117, 77, 68, 69, 120, 77,
68, 69, 119, 77, 84, 65, 119, 77, 84, 65, 119, 77, 68, 69, 119, 77, 68, 65, 120, 77, 84, 65, 120, 77, 84, 69, 11
o, 77, 84, 65, 120, 77, 84, 69, 119, 77, 84, 69, 120, 77, 84, 69, 119, 77, 86, 120, 117, 77, 68, 65, 120, 77, 68




, 69, 119, 77, 68, 69, 119, 77, 68, 69, 120, 77, 84, 69, 120, 77, 84, 69, 119, 77, 84, 69, 120, 77, 68, 65, 119,
77, 68, 69, 120, 77, 68, 65, 120, 77, 68, 69, 119, 77, 68, 65, 120, 77, 70, 120, 117, 77, 68, 65, 120, 77, 68,
65, 119, 77, 84, 69, 119, 77, 84, 69, 120, 77, 68, 69, 120, 77, 68, 69, 120, 77, 68, 65, 120, 77, 84, 65, 119, 7
7, 84, 69, 119, 77, 68, 69, 120, 77, 68, 65, 120, 77, 84, 69, 119, 77, 86, 120, 117, 77, 84, 69, 120, 77, 68, 69
, 119, 77, 68, 69, 120, 77, 68, 65, 119, 77, 84, 69, 120, 77, 84, 69, 120, 77, 84, 65, 120, 77, 84, 65, 120, 77,
68, 65, 120, 77, 84, 65, 119, 77, 68, 65, 119, 77, 68, 65, 120, 77, 70, 120, 117, 77, 68, 65, 119, 77, 68, 69,
120, 77, 84, 65, 120, 77, 68, 69, 119, 77, 68, 65, 120, 77, 84, 69, 119, 77, 68, 65, 119, 77, 68, 69, 119, 77, §
4, 69, 119, 77, 84, 69, 120, 77, 84, 69, 120, 77, 68, 69, 120, 77, 86, 120, 117, 77, 84, 69, 119, 77, 84, 69, 11
o, 77, 68, 69, 120, 77, 68, 69, 119, 77, 84, 69, 119, 77, 84, 65, 119, 77, 84, 69, 119, 77, 68, 65, 120, 77, 68,
69, 119, 77, 68, 69, 120, 77, 68, 65, 119, 77, 68, 69, 119, 77, 70, 120, 117, 77, 68, 69, 119, 77, 84, 65, 119,
77, 84, 65, 119, 77, 84, 69, 120, 77, 84, 65, 119, 77, 84, 65, 119, 77, 68, 65, 119, 77, 84, 65, 119, 77, 84, 6
o, 120, 77, 68, 65, 120, 77, 68, 65, 120, 77, 68, 69, 120, 77, 86, 120, 117, 77, 68, 69, 119, 77, 84, 65, 120, 7
7, 68, 65, 120, 77, 84, 65, 119, 77, 68, 69, 120, 77, 84, 65, 119, 77, 68, 69, 120, 77, 68, 65, 120, 77, 68, 65,
119, 77, 68, 65, 120, 77, 68, 69, 119, 77, 84, 65, 119, 77, 70, 120, 117, 77, 84, 65, 119, 77, 84, 69, 119, 77,
84, 69, 120, 77, 84, 69, 119, 77, 84, 69, 120, 77, 68, 69, 120, 77, 68, 65, 120, 77, 68, 65, 120, 77, 84, 69, 1
20, 77, 84, 69, 119, 77, 84, 65, 120, 77, 84, 69, 119, 77, 86, 120, 117, 77, 84, 69, 119, 77, 84, 69, 119, 77, 6
8, 65, 120, 77, 68, 69, 120, 77, 84, 65, 119, 77, 68, 65, 119, 77, 68, 69, 119, 77, 84, 69, 120, 77, 68, 69, 120
, 77, 68, 65, 119, 77, 84, 65, 120, 77, 84, 65, 120, 77, 70, 120, 117, 77, 68, 65, 120, 77, 84, 65, 119, 77, 84,
65, 119, 77, 68, 69, 120, 77, 84, 69, 119, 77, 84, 69, 119, 77, 68, 65, 120, 77, 84, 69, 120, 77, 68, 69, 119,
77, 68, 69, 119, 77, 68, 69, 120, 77, 84, 69, 119, 77, 86, 120, 117, 77, 68, 69, 119, 77, 84, 65, 119, 77, 68, 6
5, 119, 77, 84, 69, 120, 77, 68, 69, 119, 77, 84, 69, 120, 77, 68, 69, 120, 77, 68, 69, 119, 77, 84, 69, 120, 77
, 84, 69, 120, 77, 68, 69, 119, 77, 68, 65, 120, 77, 70, 120, 117, 77, 68, 69, 119, 77, 84, 65, 120, 77, 84, 65,
120, 77, 84, 65, 119, 77, 84, 65, 119, 77, 84, 65, 119, 77, 68, 65, 119, 77, 68, 69, 120, 77, 68, 69, 119, 77,
68, 65, 120, 77, 68, 65, 120, 77, 84, 69, 120, 77, 86, 120, 117, 77, 68, 69, 120, 77, 68, 69, 119, 77, 68, 65, 1
20, 77, 68, 65, 119, 77, 84, 69, 120, 77, 68, 65, 120, 77, 68, 69, 120, 77, 68, 65, 120, 77, 84, 65, 120, 77, 84
, 69, 120, 77, 84, 65, 119, 77, 84, 69, 119, 77, 70, 120, 117, 77, 68, 69, 120, 77, 84, 65, 119, 77, 84, 69, 120
, 77, 84, 69, 119, 77, 68, 65, 119, 77, 68, 65, 120, 77, 68, 69, 120, 77, 68, 69, 120, 77, 68, 69, 120, 77, 84,
65, 119, 77, 84, 69, 120, 77, 84, 69, 119, 77, 70, 120, 117, 77, 68, 69, 119, 77, 68, 69, 120, 77, 68, 65, 120,
77, 68, 69, 120, 77, 68, 65, 120, 77, 68, 69, 119, 77, 68, 65, 120, 77, 68, 69, 120, 77, 84, 65, 120, 77, 84, 65
, 119, 77, 68, 65, 119, 77, 68, 65, 119, 77, 70, 120, 117, 77, 84, 69, 120, 77, 84, 69, 120, 77, 84, 69, 119, 77
, 84, 65, 120, 77, 84, 65, 119, 77, 84, 69, 120, 77, 68, 65, 120, 77, 84, 69, 119, 77, 68, 69, 119, 77, 84, 65,
120, 77, 84, 69, 119, 77, 84, 65, 120, 77, 86, 120, 117, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 69, 120, 77,
84, 65, 119, 77, 68, 69, 120, 77, 84, 65, 120, 77, 84, 65, 120, 77, 68, 69, 120, 77, 68, 65, 119, 77, 84, 65, 12
@, 77, 68, 69, 119, 77, 68, 69, 119, 77, 70, 120, 117, 77, 68, 69, 120, 77, 84, 69, 120, 77, 68, 69, 120, 77, 84
, 65, 119, 77, 84, 69, 119, 77, 84, 65, 120, 77, 68, 69, 120, 77, 68, 69, 119, 77, 84, 69, 119, 77, 68, 65, 120,
77, 84, 69, 119, 77, 84, 69, 120, 77, 86, 120, 117, 77, 68, 69, 119, 77, 68, 65, 120, 77, 68, 69, 119, 77, 68,
69, 120, 77, 68, 65, 119, 77, 68, 69, 120, 77, 68, 65, 120, 77, 84, 65, 120, 77, 68, 65, 119, 77, 68, 65, 119, 7
7, 68, 65, 119, 77, 68, 65, 120, 77, 7, 120, 117, 77, 68, 69, 119, 77, 68, 65, 120, 77, 68, 69, 119, 77, 84, 69
, 120, 77, 84, 69, 119, 77, 84, 69, 119, 77, 68, 65, 120, 77, 84, 69, 120, 77, 84, 69, 120, 77, 84, 69, 120, 77,
68, 69, 119, 77, 68, 69, 120, 77, 86, 120, 117, 77, 68, 69, 119, 77, 68, 65, 120, 77, 68, 69, 119, 77, 84, 69,
119, 77, 84, 69, 120, 77, 84, 69, 120, 77, 84, 69, 119, 77, 68, 65, 119, 77, 68, 65, 120, 77, 68, 69, 119, 77, §
4, 65, 120, 77, 68, 69, 120, 77, 70, 120, 117, 77, 68, 69, 120, 77, 84, 69, 120, 77, 68, 69, 120, 77, 84, 69, 12
e, 77, 84, 65, 119, 77, 68, 69, 119, 77, 84, 69, 119, 77, 84, 65, 119, 77, 84, 69, 120, 77, 84, 65, 119, 77, 68,
69, 120, 77, 68, 69, 120, 77, 70, 120, 117, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 69, 120, 77, 84, 69, 120,
77, 84, 65, 120, 77, 84, 69, 120, 77, 68, 69, 120, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 69, 119, 77, 68, 6
5, 120, 77, 84, 65, 119, 77, 65, 61, 61]
for i in s:
print( (i),end

5 Flbase64, fRILRZ01H, HEHM 4




S s.split( )

from PIL import Image
Image.new( ,(37,37),(255,255,255))
for i in (37):
for j in (37):
if(s[1][3] ):
pic.putpixel((j,i),(0,0,0))

)
515 Flflag
Ez_Steg
pyciistegiR Bl B R8I, EZEpythoniiAkS, FA3.9%M LK, 3.66EH
1t k15 Flkey: St3g1sV3ryFuNny

MRF I E B B R emoji-aes, %15 Rflag

cazy{Em@jls_AES 4nd_PyC_St3g DO_yoU like}

ez_Encrypt

RXBHKRERMATESHHTTPRAEM T

SH2Z EAAweb123, Rbaseb4, [FFEcybercheff@#infdElzip3ck, FDEH

. ‘
ASMTRESY 700 BINETE T 1 FIR 6. 470 9 EE

Xt (SRR R KN

Oic:\users\mumuzi\appdatailocal \temp\downloadiappicontrolleriindex. php 4 MOEERHE 000



<?php define('IK1Sux1227", FILE_ );$DusPFr=base64 decode(”
bjF6YiotYTVednQwaTI4LXB4dXF5KjZscmtkZz1FZWhjc3dvNCtmMzdgZHF@d31pT2VBY1VaTHBDAUhuYmlndkZzZ INhUF 1sTUpCTmpSVmtLeFFEVFdJcnpFblhHaA==") ; $arCiCL-$
DusPFr[2].$DusPFr[6].$DusPFr[33].$DusPFr[30]; $¥vUrBZ=$DusPFr[33].$DusPFr[10].$DusPFr[24].$DusPFr[10].$DusPFr[24];$DEomKk=$VvUrBZ[0] . $DusPFr[18].%
DusPFr[2].$VvUrBZ[@].$VWUrBZ[1].$DusPFr[24];$LnpnvY=$DusPFr[7].$DusPFr[13];$arCiCL.=$DusPFr[22].$DusPFr[36].$DusPFr[29].$DusPFr[26].$DusPFr[30].%
DusPFr[32].$DusPFr[35] .$DusPFr[26].$DusPFr[36];eval ($arCic( " IFZDQLpRVZOiZ29NVFFoZXF pYVVPdWI tWWZSS1NyaldObmRF c1BaR2pBS3BDVNRCSUN3REZAY3pYTGx2eV1UY
21VdVBuZ3BzeXFib@9s5aGpGSVpOU3d6bU1 TR3ZEeHRMFZhV2ZkQUpFc1J L TENCUWVTS j1BcGRAWUC 2Vn9wT FVCAFhEWmhCAXVwkmZyY@RmM2p1 cmpGMn pekxZ cmNEZ jN@aU1aR21gbmkwOWpT Tm
p1U3jIzMINFOVpHTINRR3ZzVGZvam5oREdHCG1CMESWaE 5PMmhx c@x6dVZ thjBpRXVYU3ZoT2hEVKNWOmMtL TzIxMHAxazZidkdwVjJ1bkSLU1p6WjVKenYxU1BvaHIPMXo@ekV6 cWlEVkdjMUdVVNY
XQXMxU3ZVWjVzRkVrVFZavk1iVkVMROVQRGICZktWMHVBek5tQXpkekZoVmtrc@5ycGIxekIwRWhwVktCd1ZEV1podkVMcOIHaUdLMD1mZ103am1rM2JadTFWSzBaR21gbmkwOWpOSINGQ2doWlVy
adhpMEJiU@TIwcWp2aFhwhj1IR1ZNS2MxMHFqdmhYcFo5SEZWTUtjRTA3amRHaGl 2emRGSzBaR21gbmkwOWpOS2NLTEY@Wkdtam5pMD1qTkttQUXGNFpHbWpuaTAS5ak5L7 jBMRjRaR21qbmkwOWpOS
21BTEY@Wkdtam5pMD1gTktmMExpTVpOTkdNendHc@hGaDJzc3J3aDBhYmNFMHFqdmhYcFo5SEZWTXI5RTBxanZoWHBaOUhGVk1 L TEY@WnpCRWNHMHpDTktXekNnaDJzc3J3aDBhYmNWMHFqdmhYcF
05SEZWTWVTRTA3anYXRVWWRXZPSzBaR21qbmkwOWp0S3p6Q2doWlVvadhpMEJiY21TenllaHR6MjVmelZScUhGaFpVb2tIaTBCYmNEanpDZ2haVWorSGkwQmI jS@d6Q2doWlVva@hpMEIiYORCekN
naFpVb2tTaTBCYmNER3pDZ2haViWorSGkwQml jS1d6Q2doWlVvadhpMEIiY@tqekNnaFpVb2tIaTBCYmNLVNpDZ2haVWIrSGkwQmljREA6Q2doW]Vva@hpMEIiYOtXenkyVjIPTkFUam1lrM2JadTFW
ZVInR1pWcGIWVHISZGtOcERXalZFVjBSQ1R1UBx0c2hOck1zTnlwcEIqT@5vQ1poTmhFROShVESWR@5HbWpaVjFUS1YwenZ TVimphUEVWREZ ENTVOWNnpBaHZmZXBFalZjb3Ipcz JyTVNFVUtolWj1Wa
FZqS172NU16V1RBekVXZ2h0dUZPS2pwczFaS@5Cek]idmhTV1pWeXBWQk55S1dwVk5y TkSEVBSoMVZkYkVoZ1ZOVUEWRXVYUHZWZHNCQ1pWb3J1czIxQVBORUVOWmMpCcGIyTVZCVjRwd1ZWaE]1elW
hKV2tpS2p0Y®ICTHoyOXRQRF1JRndaMHAXU3 FHZ FZpRkVHTOYwWUBZ jQ1ZWUHY1RmNkU1FGWkdNYk5qZk5Eak5VMnp] c29hNGICenFpQnpjVTFgMHNCVnZ zQmphaUxFU3BOYUtGWkdNYk5qZk5Eak5
VMnpJc29hNGICenFpQnpjVTFGMHNCVNZ zQmphaUxTdGhLRXZzVkd2aDFCNXAzU3Rob3JhT1p1cGNCROpHMmFGCDNLcVYyNX1WMHItVUXTAGhLRXZzVkd2aDFCNXAzVONzMk@zZmdaa31LOCtIS]1B
cGRAWUd2VmOwT jVCdFh6ZEdOU3RiczRyY@RmM2plcmpGMnIpekxZcemNEZ jN@aUlaaE]rUVBtajBITmplUjJzMINFOVpHTINRR3Z zVGZvam5oREdHCG1CME SWaE 5PMmhx c@x6dVZ thWjBpRXVYU3ZoT
2hEVKNwQmtL TzIxMHAxazZ1idkdwVjJ1bk9LU1p6WjVKenYxU1BvaHIHc17ZaVnZtZVNMekRiRVQyTOtFRk52aGFWWmhiWYm1HMESOMVROTKVPYKVFWMNOCc1VZzS1dGekI FSWItYUSWMEduc1ZzMXBWal
ZwZ FNwRm1HdXNvNUZ jVmhk Tm81c3NpMD1mZ103anYxcVYydW1GSjBaaEJrUVBtajBOSIN6Q2dodk5vOTRVd2hiU@IwcWptR3BiM3VYekVNS2MxMHF gbUdwY jJN1WHpFTUt jRTA3akVHR1YyUzRHSjB
aaEJruvBtajB0S2NLTEY@WmhCalFQbWowTkttQUXGNFpoQmtRUG1gMESLZ jBMRjRaaEIruvBtajBOS21BTEYOWmMhCalFQbWowTktmMExp TVpPTkdWekJ6cBhGaES0VNpEUHZoYmNFMHFgbUdwY jN1
WHpFTXJ5RTBxam1HcGIzdVh6RULLTEYBW1ZCQkxPM3VaTktXekNnaE50VnpEUHZoYmNWMHFqbUdwY jNIWHpFTWVTRTA3anZCWnoyc1NzSzBaaEJlrUVBtajB0S3p6Q2dodk5vOTRVd2hiY21Tenlla
GFiQnpUczBZcUhGaHZObzk@VXdoYmNEanpDZ2h2Tm85NFV3aGljSed6Q2dodk5vOTRVd2hiYORCekNnaHZ0bzk@VXdoYmNER3pDZ2h2Tm85NFV3aG6] jS1d6Q2dodk5v0OTRVdA2hiYetqekNnaHZObz
k@vXdoYmNLVNpDZ2h2Tm85NFV3aGljREd6Q2dodk5vOTRVdA2hiY@tXenkyV]jIPTkFUanYxcVYydwWlGWF1nR1p6cHMXxVnFzRGhHUERXalZ0YTRpMmhJY210QmJ0dwW5zW1Zwe3ZoRUZCekZjc@dlczF
1WnpWa2RjTEInaEJlqTnNpVzBob@VMR3YxQ1lZvcnIWaVNSUEVFT1VaYVpObkprczB6TnBFenZHZGpnYz FmMXMxek1SQ1lpyaW81R1ZzRzRPREVGT1ZWRUd2ckZWTGhKVm1z cnMyU2RTVmpOY@IrS3Na
R@1oRWhITndrWmNEbTIWMEdwY@ITZFJ2QkS0RUSwCczI1dHN2RWRZRGpoVNnZy SnMyNUSWMmp2Vk I TRFZCanZPMmFNVTJ jQX1za2dwM2hmTzFWdHB2U@xpRFNOVmlacmlzenZzMD1PUkVHRmNzamRPR
Fd@cDIgRWNMOm1WS1Zjc@RTd1UxQkSob2twY1loINXMxUjFibTFuYmRFc@5FR2pPVkdORkVaZVNOdVpjM1dLTmSydEZvVnFpd@lpV1olY3NaUjFSVmpWReVFeWhMaGZWc2hGaUImc1V3RUZORUd1c2
1qTnMyU@5pWkdOY3ZyQVZCVjRFRWpNVkxCR2MzV3ZPMmEWU] JWRUZvYWhjZGhhVmSheXB2aE5VOmtOVk50MUdKVzBGRWpzaEJHVNAYYTNzMk@BUASFSXptdWdiTFd2c@RFV2N2amRObz1naExoYVZ
vYX1pdmhPUmRTaWNCa®xzaVcwY1ZHSWlacnBiZ Fdrc@IHTWhFVEFWQLdTVnNreUdFelRwMYNmaGlWwk 5FamhHbUdORNMwe 1JkVOdwMwt 5VkVeNHp2am5Hd jFMVkIrbXNLanBWMW1BenYxTnAwNWNO
b3JwaEVjS1ZCRXVic1Y1VnNWcEYxVUtoREdpY1lpra@9vMTRGRVNKR3Z1U212UzVZzMXVFUBSFRVZCV21WMnI 2c@RFWNAXU2ZoaVZaTkVqaEdtR@5Gez ByUmRXR1Yxa3 1IWRXo@enZ FbUd 2MUxWQmt tc
@tqcFYxbUFedjFOCcDA1SESCekZoRWNLTkI6aGNkaGFb2F5aXZoVnBkVnNORUdoc29y Tk5CRO1IRUVTYmlmMk8za2pTVkd FemR1Wmgy cmNzW1ZNT1ZVZVNOcnBjZGg@TkRqdEZzMXFod@VpY@VqdE
9WR@5zRU9IBaUIqU3BCanFzS1NaU29qRXp2MUSWMDVjROVOWF Ixa@1iRXpoY2RoYVYyYXRpQ1VBcEpHaXBLQmVzaVdOaVZWZFJkalNjMWprVkJoamNFbWvWQmhaaEVUMFZEajBVMUdOaFprimJFR3B
zaWp@Y176Tk5aaGljQmt1aURqcESCROLpWNIwYkVrbXNLanBWMW11aE] TVmhtan1PMmFUU1Z jZU5aNVpjMDULTkSrTINEMUSSbXJOYzBzMVYwVkFzb2h2c3dqvmh2dWS0VmhFU1ZzZXptak5wMGtl
¢1ZHQWkyRTZGd3VWTnZ1NU9va@5Td1NhURpFQkZ tazFpQnVUUESGbmItQlZ jM1dLc@tqcFYxbUF6SkVTaDN1SESCemh5c@JuenZyWm] zROTGMFNEQz FXa@8zVnRoSOUxVkRqVFZFUBpHMMFOYNZy T
@5pU1RWMGFKc291cGIFT2VWREVOY jBrZESCU1ZiQmYwTkxCM3AYRUXZRFNnaGlF c@Yya2pSbXIKc291cGIFT2VWREVOYJBrZESCULZ iQmYwTkxCM3AyRUxzRFNnaGlFc21tUOZSRWtmR2RTc1ZaMU
FpbVNGCEVrTVZEak5jVkVRR1p6cHMXVnFzRGhHUEX6M21tUBZ SRWtMR2RT c1ZaMUFGMVNIUm@5M@hpMGdOR 103SEs@PSI7ZXZhbCgnPz4nLiRhckNpQ@woIFZ2VXICWigkREVVbULrKCRWQ@IaUVC
sJExucG52WSoyKSwkREVvbUt rKCRWQ@ aUVe s JEXucG52WSwkTG5wbnZZKSwkREVVbUE rKCRWQOJaUVe sMCwkTG5wbnZZKSkpKTs=")); ?> CSDN @ZEMumuzi

5 — N &2 https://lwww.zhaoyuanma.com/phpjm.htm

php - Sublime Text
TE(F) RE(E) IEES) =) Z5(V) F3AG) 1TE(T) mHE(P) =iEm(N) FEjH)
OPEN FILES shell(1).php shell.php ndex.php Index-1.php

<?php

>

Index-1.php
<?php

app\controller;
app\BaseController;
class Index BaseControl ler

{

function index()

(lempty($_GET[ 'pop’1)){
unserialize(base64 decode($ GET['pop']));

"Welcom To CAZT! Xi'an Come On!™;

function CAzyClm30n()

‘cazy{PHP_jidml 1s s@0000 3aSyyyyyyyyyyy}';

CSDN @2Mumuzi

cazy{PHP_ji4ml_1s_s00000_3aSyyyyyyyyyyy}

pipicc (E)5)



https://www.zhaoyuanma.com/phpjm.html
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LR, WRAEIT Fpythoni® A 7l i) 77 %
WFEMA, AL RERE

) =E(L) O EED) TEM s0OW)

FEMA(N)
FIHBEE(Q)... Ctrl+F7
) EAERAS(E). Ctrl+Shift+F7
b E=THEER) F7
1 Binary v
2 Clipboard v
3 Internet L
4 Text r
ESCTERAN)...
Hmﬁ@"' CEOR SR blumuz]

¥ Kreverse, T #stringreverseBi Al

e ME EE BRiEE
B HEFF AT |25 - TEVETSE

Binary ]
NibblesReverse.1sc StringReverse. EnE;
Uninterleave.1sc lsc

Text L )

@ StringReverse.1sc g:ﬁ;? for rever?_:l.?i a-;_.-_-:_i.—,__- P

BAT A R 55 B S 15 i A —Text—StringReverse R 7]

flag{eOca4ccd3586700e59eb87a4bd3527b5}

flag{e@cadccd3586700e59eb87a4bd3527b5}

Crypto
no_cry_no_can

A R, B cazy{k HkeyI1E

(key[i%5]"s[i]),end="")

cazy{y3_1s_a h4nds@me_boy!}

no_can_no_bb




AL R Bkey, 48 T key TR 1,1<<20, BUFHEH, EARBARMT

from Crypto.Util.number import

from Crypto.Cipher import AES

from tgqdm import tqdm

16-( (m)%16)

return m ([tmp for _ in

b

i in tqgdm( (1<<20)):
key=pad(long_to_bytes(i))
aes=AES.new(key,AES.MODE_ECB)
s aes.decrypt(enc)

if b in s:

print(s)

no_math_no_cry

HMAABZZHEM, BFIR, —IFHREESTE T, RABRNEGMcry, HIRFX=EMEHEFERRARKFHIK,

from Crypto.Util.number import

import gmpy2
s = 107150860718626732094842504906000181056140481170553360744375038837035105112482116714891454004711300497129471]
8850561218422071194997468927531634565607953858338909586981894281712724527860169512427162666804525047687772663818
2396614587807925457735428719972874944279172128411500209111406507112585996098530169
0x0338470
gmpy2.iroot(s,2)[0]
s
(1<<500)

print(long_to bytes(s))

cazy{1234567890_no_m4th_n@_cRy}

Reverse

combat_slogan

jdguitT FFEmaingh & WIn%E fiflag T, b TH & ¥ 2 irot13
TELR3BE—THMITT, REE Lfag]

cute_doge

IDATJFctfl .exe, #FRFEH, F NZmxhZ3tDaDFuYV95eWRzX2Nhenl9
base64f# Lt & flag

hello_py

uncompyle6 easy py.cpython-38.pyc CESA )Y



Hk—ApysetE, BETT, &Sitencrypt1#47 R, ik Nencrypt2i#f 17 Rk, #RJ5 i H AMHappyd /T L
BEARAXARE, BAL TR, EnumMOFI0 MO, LM A5 BN, ZHATHIRF t—T .



import threading, time

def encode 1(n):
global num
while True:
if num 9:
flag[num] flag[num]
num 1
time.sleep(0.1)
if num 9:

break

def encode 2(n):
global num
while True:
if num OF
flag[num] flag[num] flag[ (num 1)]
num 1
time.sleep(0.1)
if num Ok
break

while True:
Happy = [
44, 1ee, 3, 50, 106, 90, 5, 102, 10, 112]
0
f (
if (f) 10:
print(
else:
flag [44, 100, 3, 50, 106, 90, 5, 102, 10, 112]
if(1 2):
print(
else:
print( , flag)
tl = threading.Thread(target=encode_1, args=(1, ))
t2 = threading.Thread(target=encode_2, args=(2,))
t2.start()
tl.start()
t1.join()
t2.join()

for i in flag:
print( (i),end

if flag Happy :
print(

else:
print(




5 Zlflag, . _Eflag{}ER AT

flag{Hell@_cazy}
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