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/7 G FEdexiNEEEApKELAIRY ProxyApplication
Hpublic class ProxyApplication extends Application {

private static fimal String appkey = "APPLICATION CLASS NAME";
private String apkFileName;

private 5tring odexPath;

private String libPath;

=] protected void attachBaseContext(Context base)|{

super.attachBaseContext(base);

7/ EEEdexMTHRIREN RN

7/ EIERFEIEME | A GEFRR SapkiliiclassLoader
=] Object currentActivityThread = RefInvoke.invokeStaticMethod( android.app.fctivityThread”, "currentfctivityThread”,
r new Class[] {}, new Object[] {});
/7 FREIEREI FapkBIEE
String packageName = this.getPackageName();
HashMap mPackages = (HashMap) RefInwvoke.getFieldOjbect("android.app.fctivityThread”, currentActivityThread, "mPackages");

7/ SREIEEIEapkRI5 A

WeakReference wr = (WeakReference) mPackages.get(packageName);

A/ public DexClasslLoader(String dexPath, String optimizedDirectory, String libraryPath, ClassLoader parent)
7/ EFENERE NS Rapki2

= DexClassloader dlLoader = mew DexClassLoader(apkFileMame, odexPath, libPath,

r (ClassLoader)RefInvoke.getFieldOjbect( android.app. LoadedApk”, wr.get(), "mClassLoader™));

7 RS EERE Fapk&ClassLoaderf | 2 EI7 M FEapkHI5 | BT ®
RefInvoke.setFieldOjbect( android.app. LoadedApk”, "mClassLoader”, wr.get(), dlLoader);

AR T, Xposed Hook#h5zapkiF android.app.Applicationé CSZBREIARILT) B A R attach.



/7 TandroidES#Eandroid. app. ApplicationflattachEEHHETartiE T FEHookRIE
XposedHelpers. finddndHockMetod("android. app.Application”,
loadPackageParam.classLoader,
"attach”,
Context.class,
new XC_MethodHook() {

private Context context;
@override
protected void beforeHookedMethod(MethodHookParam param) throws Throwable {

super.beforeHookedMethod(param) ;

/¢ fE3android. app. ApplicationflattachBENE R Z i Tdex AR T dumpiRiE
Dumpper . dump( ) ;

b

@override
protected void afterHookedMethod(MethodHookParam param) throws Throwable {
super.afterHookedMethod (param);

A/ AHHER
s

2. AttER T, Inline Hook s 5 4 F k3%

AR T, *f art:Dexfile::OpenMemoryi 3 i 47 Inline Hookd 1E f K F ity Hookig 42 1 # Ele7enxh 4i 5 (¥ Android<F & fInline HookE . £ Ele7enxh
% TFiZInline Hook & i A AR 7T LA % 4k & i1 3¢ (Android Arm Inline Hook) , iZInline Hook & i github T #dthiik Av: - hitps //github.com/ele7enxh/Android-
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Android 5.0/% LA ARTEE R T, OpenMemory& 7 : hitp:/androidxref.com/5.0.0_r2/xeflart/runtime/dex file.cc#325

am

324 A dex M {FRRERIFITFES T
325 const DexFile* DexFile: :OpenMemory(const byte* base,

324 Zize_t size,

327 cmst ztd:: ingé locatiomn,

323 wint32_t locaion checkaum

329 Memdlap* mem map, std:: string* error msg) |

330 CHECE_ALIGNED (base, 4); J/ warious dex file strfctures must be word aligned
331 std:umique ptr<DexFile: dex file (new DexFile(ba, size, location, location checksum, mem map))
332 if (ldex_file->Init{error_meg)) |

333 retum nullptr;

334 | else { 0 I T

335 retun dex file. release(); dex SUHFRISCIFHREAN
33 1

337 1

e
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3 Feapk 512 5 H 9 SEBLVRES MainActivity java:

package com.xposedhook.dexdump;

import
import
import
import
import
import
import
import
import
import
import
import

import
import

import

public

//
//
//
//
//

android.
android.
android.
android.
android.
android.
android.
android.
android.
android.
android.
android.

annotation.SuppressLint;
app.Activity;
content.pm.PackageInfo;
os.Bundle;
view.LayoutInflater;
view.View;
view.ViewGroup;
widget.BaseAdapter;
widget.CheckBox;
widget.CompoundButton;
widget.ListView;
widget.TextView;

java.util.Arraylist;

java.util.List;

com.example.com.xposedhook.dexdump.R;

class MainActivity extends Activity {

static {

// M#EBhZAEXF1ibhook. so
System.loadLibrary("hook");

RIBIENIR Fapk M FANESS |, TEsdcard FAEMARTS
ALE 44" /sdcard/dumdex.js"

["com. & - i "]

N\

| iR apkR AR EE




1/

private List<Appinfo> appinfos;
private ListView listView;
private AppAdapter adapter;
private List<String> selected;

@Override
protected void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState);
/1 BREmRMF

setContentView(R.layout.activity main);

// WHnativeE LI dump ¥
// XE¥art: :DexFile: :0penMemoryi#4THook &b H8
Dumpper.dump();

// EBUEE X" /sdcard/dumdex. js " 3REN 7 2 55 M apk B (.44 5%
selected = Config.getConfig();

// ApkRLF{S B3R

appinfos = new ArrayList<>();

// BT EmrapkHKEIR

listview = (ListView) findvViewById(R.id.applist);
adapter = new AppAdapter(appinfos);

// BEListviewlEfFHER 2
listView.setAdapter(adapter);

/] BIB&E
new Thread(){
@Override
public void run() {
super.run();

// REHFTAndroid R4 &M apk B 5 E
getInstallApplList();

}
}.start();

private void getInstallAppList() {

try{

// RBUHETREMNHfPackageInfodl®k
List<PackageInfo> packageInfos = getPackageManager().getInstalledPackages(0);
// W EETREMNHPackageInfodl®
for(PackageInfo packageInfo : packageInfos) {

Appinfo info = new Appinfo();

// BEapkBiF K4 FR
info.setAppName(packageInfo.applicationInfo.loadLabel(getPackageManager()).toString());
// BEapkRFKEA

info.setAppPackage(packageInfo.packageName);

// WRELFEG B apk A EERBERE X HHRERH 5SERIE
if(Config.contains(selected, info.getAppPackage())) {



1nto.setChecked(true);
}else {

info.setChecked(false);

}
// W P B apk A #9152 B apk S EI B S2 51 &
appinfos.addAll(info);

// EFERCAR L
adapter.notifyDataSetChanged();

}
}catch (Exception e) {

e.printStackTrace();

// ListView|RKEHE 2
@SuppressLint({ "ViewHolder", "InflateParams" })
class AppAdapter extends BaseAdapter{

private List<Appinfo> appinfos;

public AppAdapter(List<Appinfo> appinfos){
this.appinfos = appinfos;

@Override
public int getCount() {
return appinfos.size();

@Override
public Object getItem(int i) {
return appinfos.get(i);

}

@Override

public long getItemId(int i) {
return ij;

}

@Override

public View getView(int i, View view, ViewGroup viewGroup) {

View v = LayoutInflater.from(MainActivity.this).inflate(R.layout.item, null);
final int posi = i;

final TextView appname = (TextView) v.findViewById(R.id.tv_appname);
appname.setText(appinfos.get(i).getAppName());

TextView appPackage = (TextView) v.findViewById(R.id.tv_apppackage);
appPackage.setText(appinfos.get(i).getAppPackage());

CheckBox checkBox = (CheckBox) v.findViewById(R.id.cb_select);

if(appinfos.get(i).isChecked()) {
checkBox.setChecked(true);

}else {
checkBox.setChecked(false);

// WE¥Eapk R FIR % H 4
checkBox.setOnCheckedChangelListener(new CompoundButton.OnCheckedChangelListener() {



@Override
public void onCheckedChanged(CompoundButton compoundButton, boolean b) {

if(b) {

// WINEH Hapk B 46 4 BIBC B S04/ sdcard/dumdex . jsH
// R ["apkBELFEHFE"]
Config.addOne(appinfos.get(posi).getAppPackage());

} else {

// MECEXF/sdcard/dumdex. jsH BRI € R4 Kapks| H
Config.removeOne(appinfos.get(posi).getAppPackage());

1)

return v;

HRIE P B FE I it 5Eapk L A BB 44, AR i 72 7 22 (I TIC B S dumdex s SC i KRS Config java:

package com.xposedhook.dexdump;

import android.util.Log;

import org.json.JSONArray;
import org.json.JSONObject;

import java.io.BufferedReader;
import java.io.File;

import java.io.FileInputStream;
import java.io.FileOutputStream;
import java.io.InputStreamReader;
import java.util.ArraylList;
import java.util.LlList;

/**
* Created by smartdone on 2017/7/2.
*/

public class Config {

// sdcardiE 4 BR 42 R I T R T B BRI
// File file=Environment.getExternalStorageDirectory();
/! BEEFE AR R
private static final String FILENAME = "/sdcard/dumdex.js";

// FISONArrayRRAY M 5 N\ BB E A" /sdcard/dumdex. js" H
public static void writeConfig(String s) {

try {

// X" /sdcard/dumdex. js" KISXHEB AR
FileOutputStream fout = new FileOutputStream(FILENAME);
/] BFFFEB AR



fout.write(s.getBytes("utf-8"));
// RIS

fout.flush();

fout.close();

} catch (Exception e) {
e.printStackTrace();

// WSIIApkRLFH 144 BIEC B 344/ sdcard/dumdex. js
public static void addOne(String name) {

List<String> ori = getConfig();
if(ori == null) {

JSONArray jsonArray = new JSONArray();
jsonArray.put(name);
writeConfig(jsonArray.toString());

} else {
ori.add(name);
JSONArray jsonArray = new JSONArray();
for(String o : ori) {

jsonArray.put(o);

}
writeConfig(jsonArray.toString());

// MEEXfE/sdcard/dumdex. js MR Ts &4 55 A

public static void removeOne(String name) {
List<String> ori = getConfig();
if(ori !'= null) {
for(int i = @; i1 < ori.size(); i++) {
if(ori.get(i).equals(name)) {

ori.remove(i);

JSONArray jsonArray = new JSONArray();
for(String s : ori) {

jsonArray.put(s);

writeConfig(jsonArray.toString());

// EEECE " /sdcard/dumdex. js" 3RELFR B 7 i apk B KR4 51 E
public static List<String> getConfig() {



// TFHXAH"/sdcard/dumdex. js"
File file = new File(FILENAME);

/1 FIWCREFLE
if (file.exists()) {

try {

// HEANFENXEERR
BufferedReader br = new BufferedReader(new InputStreamReader(new FileInputStream(file)));
[/ GAT BB
String line = br.readlLine();
// EREEE — 4T U BRI ISONArray ST &
JSONArray jsonArray = new JSONArray(line);

List<String> apps = new ArrayList<>();
// fEHTISONArray B 38 # 7 EHook i apk B F B8 4 B N2 51 %
for(int i = @; i < jsonArray.length(); i++) {
apps.add(jsonArray.getString(i));
br.close();
// Log.e("DEX_DUMP", "FEZEhookMiFIE: " + line);

return apps;

} catch (Exception e) {
e.printStackTrace();

return null;
// FlWiname R 5T EM T apk S H K FIE
public static boolean contains(List<String> lists, String name) {
if(lists == null) {
return false;
for(String 1 : lists) {

if(l.equals(name)) {
return true;

return false;

2. B FAtE RN T B XposedtELE Hook4t 7 Apki Al android.app.ApplicationZé iR 7 i %k attach, X BB Xposed HoOKIER REER —T, FRMEHAZR
Android 4.4 X 42 B Xposed HooktEZE (R X ##DalvkE MR, AXRATRBNER) , FEMHZFAdroid 5.0k 4 LA G iIXposed HooKAESE (X FiArtiE
WHLBER) , Xposed HOOKHE 42 i) T # bk 7] LA S:5% . .


http://repo.xposed.info/module/de.robv.android.xposed.installer

Home # Browse modules (posed Installer

Xposed Installer

This is the installer for the Xposed framework, which is a requirement for all modules.

For Android 5.0 or higher (Lollipop/Marshmallow), these versions don't work! Use this instead:

http://forum.xda-developers.com/showthread.php?t=3034811
Ty

Xposed is a framework for modules that can change the behavior of the system and apps without touching any APKs.
modules can work for different versions and even ROMs without any changes (as long as the original code was not cha
undo. As all changes are done in the memory, you just need to deactivate the module and reboot to get your original =
advantages, but here is just one more: Multiple modules can do changes to the same part of the system or app. With
one. No way to combine them, unless the author builds multiple APKs with different combinations.

AtEIWER T, XposediEZ: Hookst 7 ApkR.H android.app.ApplicationZ 15k i i 3 attach 5% com.xposedhook.dexdump.Main 4i’5 f) S2 81 :

package com.xposedhook.dexdump;

import android.content.Context;
import android.util.log;

import java.util.List;

import de.robv.android.xposed.IXposedHooklLoadPackage;
import de.robv.android.xposed.XC_MethodHook;

import de.robv.android.xposed.XposedBridge;

import de.robv.android.xposed.XposedHelpers;

import de.robv.android.xposed.callbacks.XC_LoadPackage;

/**
* Created by smartdone on 2017/7/1.
*/

// artix FHIXposed Hook

public class Main implements IXposedHookLoadPackage {
private static final String TAG = "DEX_DUMP";

@Override
public void handlelLoadPackage(final XC_LoadPackage.LoadPackageParam loadPackageParam) throws Throwable

// MECE X" /sdcard/dumdex. js" FIRE T BB T Hapk B SR
List<String> hooklist = Config.getConfig();

// AW ETR R B E R E M apk M A 51 &
if(!Config.contains(hooklist, loadPackageParam.packageName))
return;

XposedBridge.log("5#" + loadPackageParam.packageName + "HEf7AbIE");
Log.e(TAG, "JFifkt#E: " + loadPackageParam.packageName);

try{



// B 5EXMBBIE R Libhook . so
// FICLRE 3 S AT BIAnd roid & 4t o BOR A HE 3K 12 1) R
System.load("/data/data/com.xposedHook.dexdump/1ib/1ibhook.so");

} catch (Exception e) {
Log.e(TAG, "MEBNEERM: " + e.getMessage());

}
Log.e(TAG, "MNEaIESEMRII");

// StAndroid&#%i3android.app.Applicationfflattachi## TartiH X T KHook#:/E
XposedHelpers.findAndHookMethod("android.app.Application”,
loadPackageParam.classlLoader,
"attach",
Context.class,
new XC_MethodHook() {

private Context context;
@Override
protected void beforeHookedMethod(MethodHookParam param) throws Throwable {

super.beforeHookedMethod(param);

// 7E3android.app.ApplicationfiattachE i F z Al #4T dex X HF I N dumpfE
Dumpper.dump();

@Override

protected void afterHookedMethod(MethodHookParam param) throws Throwable {
super.afterHookedMethod(param);
/] NabE

1)

376 B i 72 i apk Bz #E AR BL 3 4 In #3074 X #F/data/data/com. xposedHook.dexdumpllib/libhook.so, szBlAHE R T %+ const DexFile*
DexHile::OpenMemory(const std::string& location, uint32_t location_checksum, MemMap* mem_map, std::string* error_msg)i& % fJInline Hookd#/E, &
Inline Hook#Ak i1 B 72 X S B1 i % B 347 dexar i A FEdumpih 2 . 4 FI Ele7enxd Inline HookiE 22 st Artti =X T 5 OpenMemoryis $i# 17 Hook#: /& 5 SEBARES T -

//
// Created by RZH on 2017/7/1.
//

extern "C" {
#include "include/inlineHook.h"

}

#include "dump.h"

#include <unistd.h>

#include <android/log.h>

#include <sys/system_properties.h>
#include <stdlib.h>

#include <fcntl.h>

#include <time.h>

#include <string>

#include <dlfcn.h>

#include <dlfcn.h>



#define TAG "DEX_DUMP"

int isArt();
void getProcessName(int pid, char *name, int len);
void dumpFileName(char *name, int len, const char *pname, int dexlen);

/1 R LA apk R KRR A T
static char pname[256];

// FIW AR R R T RAndroid art BHINIER
int isArt() {

char version[10];

// 3Blro.build.version.sdkf )@ H(E
__system_property_get("ro.build.version.sdk", version);

// ITEN4ETAndroid R HapifR4fs B
__android_log_print(ANDROID_LOG_INFO, TAG, "api level %s", version);

// FapifRAEHRRIntHRAS

int sdk = atoi(version);

// FHWrapifR AR BR KT 21 (ERAndroid RZMIMAAN Android 5.0BL E F&TEL)
if (sdk >= 21) {

// art PR

return 1;

return 0;

// B /proc/self/cmdlineCAFHIEHE, REXARTapkit MR L F

void getProcessName(int pid, char *name, int len) {

int fp = open("/proc/self/cmdline", O_RDONLY);
memset(name, ©, len);

read(fp, name, len);

close(fp);

// WRFR B M E dump ¥ dex U I B 45 75 5

void dumpFileName(char *name, int len, const char *pname, int dexlen) {

time_t now;

struct tm *timenow;
time(&now);

// RECHETRE] (EREEME)

timenow = localtime(&now);

memset(name, ©, len);
// ERNER 12 B BT dump I dex S B 12 7 1 5B
sprintf(name, "/data/data/%s/dump_size %u_time_%d_%d_%d_%d_%d_%d.dex", pname, dexlen,
timenow->tm_year + 1900,
timenow->tm_mon + 1,
timenow->tm_mday,
timenow->tm_hour,



timenow->tm_min,
timenow->tm_sec);

void writeToFile(const char *pname, u_int8 t *data, size_t length) {
char dname[1024];

// pname N 4RETHFR LK

// BARFERSEHRJumpBdex3C K82 F R 8 dname

dumpFileName(dname, sizeof(dname), pname, length);

__android_log _print(ANDROID_LOG_ERROR, TAG, "dump dex file name is : %s", dname);

__android_log_print(ANDROID_LOG_ERROR, TAG, "start dump");

// TR#Edname QI HT SO TR W FZdump ) dex U
int dex = open(dname, O_CREAT | O_WRONLY, 0644);
if (dex < @) {

__android_log_print(ANDROID_LOG_ERROR, TAG, "open or create file error");
return;

// ¥ WFEdexSTHIEEE S N2 M dname SO
int ret = write(dex, data, length);
if (ret < 0) {

__android_log_print(ANDROID_LOG_ERROR, TAG, "write file error");
} else {

__android_log _print(ANDROID_LOG_ERROR, TAG, "dump dex file success “%s ", dname);

/] RAM

close(dex);

// 1RfFopenmemory i ¥ IH Kbk
art::DexFile *(*old_openmemory)(const byte *base, size t size, const std::string &location,
uint32_t location_checksum, art::MemMap *mem_map,
const art::0atDexFile *oat_dex_file, std::string *error_msg) = NULL;

art::DexFile *new_openmemory(const byte *base, size t size, const std::string &location,
uint32_t location_checksum, art::MemMap *mem_map,
const art::0atDexFile *oat_dex_file, std::string *error_msg) {
__android_log _print(ANDROID_LOG_ERROR, TAG, "art::DexFile::OpenMemory is called");
writeToFile(pname, (uint8_t *) base, size);
// VA JRart: :DexFile: :OpenMemory %t

return (*old_openmemory)(base, size, location, location_checksum, mem_map, oat_dex_file,
error_msg);

void hook() {
// BB Libart. so

void *handle = dlopen("libart.so", RTLD_GLOBAL | RTLD_LAZY);
if (handle == NULL) {



__android_log print(ANDROID_LOG_ERROR, TAG, "Error: unable to find the SO : libart.so");
return;

// KBS HE$ const DexFile* DexFile::OpenMemory(const std::string& location, uint32_t location_checksun
// WiiAR L, http://androidxref.com/5.0.0_r2/xref/art/runtime/dex_file.cc#325
// TEARFRAndroidii 4 _EOpenMemory REI BRI BEMHE AR, FEREELFAndroid REMA BT
void *addr = dlsym(handle,

" _ZN3art7DexFilel@0penMemoryEPKhjRKNSt3 112basic_stringIcNS3_1lchar_traitsIcEENS3_9
if (addr == NULL) {

__android_log _print(ANDROID_LOG_ERROR, TAG,
"Error: unable to find the Symbol : _ZN3art7DexFilel@OpenMemoryEPKhjRKNSt3 112
return;

// fEfele7enxxhBHiinline HookiEZEXfartii= T Hart: :DexFile: :OpenMemory E#i#4Tinline Hook#RfE
// #fFart::DexFile::OpenMemory¥iinline Hook#EfEIHookiE M
if (registerInlineHook((uint32_t) addr, (uint32_t) new_openmemory,

(uint32_t **) &old_openmemory) != ELE7EN_OK) {

__android_log_print(ANDROID_LOG_ERROR, TAG, "register inline hook failed");
return;

// XtartiE: FHart: :DexFile: :OpenMemory i $i#1Tinline Hook#{E

if (inlineHook((uint32_t) addr) != ELE7EN_OK) {
__android_log_print(ANDROID_LOG_ERROR, TAG, "inline hook failed");

return;

__android_log_print(ANDROID_LOG_INFO, TAG, "inline hook success");

// javaiiEDumpper.dump()finative 2L
// com.xposedhook.dexdump.Dumpper.dump
INIEXPORT void INICALL Java_com_xposedhook_dexdump_Dumpper_dump(INIEnv *env, jclass clazz) {

// KRB ETapkiHFE KRR 7

getProcessName(getpid(), pname, sizeof(pname));

// FWrAETAndroid BRI E B RartER
if (isArt()) {

// HEfAndroid RGBT Eart R T
// PATinline Hook#gfE
hook();
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