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IEHubuntu B R & A docker A5/, XHEBRANTHMFTEE T H—Adocker¥ . FARIinuxRE, FrUliER a1 TH-
A EHAER T, BEBHAIAREER. GREERKT, KKIET UL EE FubuntuR A %3k docker 5

https://www. cnblogs. com/jiyang2008/p/9014960. html
2. TR RENH

sudo git clone https://github. com/zh12008/awd—platform. git
3. AT H

sudo cd awd-platform/

4. TEHEB, KERBETEHE

sudo docker pull zh12008/web_14
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# python batch. py web_yunnan_simple 3//&#3/ web_yunnan_simplefJ#ENL, #E ATk
# python start.py ./ 3 //B#h=Adocker#E.fMcheckifR%52%. flag serverfR%5%. HE ATk
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docker attach check server

python check. py

T H Wcheck. py &2 RRRH), HIMTIEIE® B3I, &F checkfIHRANEAMIE, FrUERBH—T, XEREMHIA
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#!/usr/bin/env python
# -*- coding:utf8 -*-

import hashlib
import base64

sleep_time = 300

debug = True

headers = {"User-Agent":"Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/60.0.3112.90 Safari/537.36"}

import time
import httplib
import urllib2
import ssl

"AAAA’

o "http(method, host,port,url,data,headers)"’
flag_server = '172.17.0.1"'

key = '744def038139652db118a68ab34895dc"

hosts = open('host.lists','r").readlines()

user_id = [host.split(':')[@] for host in hosts]
hosts = [host.split(':")[1] for host in hosts]

port = 80

my_time

doc___

def http(method,host,port,url,data,headers):
con=httplib.HTTPConnection(host, port,timeout=2)
if method=='post' or method=='POST':
headers[ 'Content-Length']=1len(data)
headers[ 'Content-Type']="application/x-www-form-urlencoded’
con.request("POST",url,data, headers=headers)
else:
headers[ 'Content-Length'] = ©
con.request("GET",url,headers=headers)
res = con.getresponse()
if res.getheader('set-cookie'):
#theaders[ 'Cookie'] = res.getheader('set-cookie")
pass
if res.getheader('Location'):
print "Your 302 direct is: "+res.getheader('Location')
a = res.read()
con.close()



return a

def https(method,host,port,url,data,headers):
"https://' + host + ":" + str(port) + url
req = urllib2.Request(url,data,headers)
response = urllib2.urlopen(req)

url

return response.read()

def get_score():
res = http('get',flag_server, 8080, '/score.php?key=%s'%key,"'"',headers)
print res

user_scores = res.split('|")
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res =

print res
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return user_scores

def write_score(scores):
scores = '|'.join(scores)
res = http('get',flag_server, 8080, '/score.php?key=%s&uwrite=1&score=%s'%(key,scores), ', headers)
if res == "success":
return True
else:
print res
raise ValueError

class check():

def index_check(self):
res = http('get',host,port, " '/index.php?file=%s'%str(my_time),"'',headers)
if 'perspi' in res:
return True
if debug:
print "[fail!] index_fail"
return False

def server_check():

try:
a = check()
if not a.index_check():

return False

return True

except Exception,e:
print e
return False

1]
[

game_round
while True:

scores = get_score()
scores = []
print "----------mmeee e round %d -------------““““““———-—---_-_- "%game_round
for host in hosts:
Print Mo- oo
host = host[:-1]
if server_check():

nrint "Hnct: "iLhncti" caamc Al"
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scores.append("0")
else:

print "Host: "+host+" seems down"
scores.append("-10")

game_round += 1

write_score(scores)

time.sleep(sleep_time)
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root@ubuntu: /awd-platform# docker attach check_server/
root@bl2e51e0f8ce: /var /www/html#
root@b12e51e0f8ce: /var/www/html# python check.py
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ost: 172.17.0.2 seems ok

ost: 172.17.0.3 seems ok

ost: 172.17.0.4 seems ok

8. HI &M .

LOSEMLYG ORI (BRI A192.168. 1.1 , WRNEMELHELER —CE, WERLEEHMIE, WTLAE
vm L % B — M R)

Teaml: 192.168.1.1:8801

Team2: 192.168. 1. 1:8802

Team3: 192.168. 1. 1:8803

DA 4

2. BAEEHLE sshBFFL AT LAZE T B #0302 T ipass. txt 30, FFo4 2R 45 40 &M% T ssh G
SSHE) 3 HFEM . (REARS#ip 9192, 168. 1. 1)

Teaml: 192.168.1.1:2201

Team2: 192.168. 1. 1:2202

Team3: 192.168.1.1:2203

DA 4

3. X flaghk: (RRFAHipA192.168.1.1)

http://192. 168. 1. 1:8080/flag_file. php?token=teamX&flag=xxxx

(teamXH XA EH CBMES, flaghHMEAEIf1ag)

4. i85 M: BE LR HOUEN, BB L RIE— T (R RS#%ipA192. 168. 1. 1)
http://192.168. 1. 1:8080

5. WdtEd: (RS &HipN192. 168. 1. 1)

http://192.168.1.1:8080/result. txt
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config. php:
<?php

$team_number = 3;

$user_list = [];

$token_list = array();

$ip_list = array();

for ($i=1; $i <= $team_number; $i++) {
array_push($user_list, 'team'.$i);
$token_list['team'.$i] = $i - 1;
$ip_list['172.17.0."'.($i+1)] = $i - 1;

$key = '744def038f39652db118a68ab34895dc";
$time_file = './time.txt';

$min_time_span = 120;

$record = './score.txt';

flag file. php:

require 'config.php';
$now_time = time();
$flag file = "xxxxxxxx_flag';

function check_time($attack_uid,$victim_uid){
global $time_file;
global $min_time_span;
global $now_time;
global $team_number;
$old_times = explode('|' , file_get contents($time_file));
//print $now_time;
$id = $attack_uid * $team_number + $victim uid;
//print $old_times[$id];
if ($now_time - $old_times[$id] < $min_time_span){
die("error: submit too quick ". ($min_time_span + $old_times[$id] - $now_time). " seconds left");
}else{
return True;

}

XiBHflag file. phpf4 T config. phpfIECE, B ES$min time spanflZBE$time file, T $now timeid Tt 4 Hi AT E]
B, REEZTE$tine_fileid FHIM EIET SOHITHRE, WRFES/DTFRENREZE (BI—RSKIED X—% 4280
B 18] B TV PRk e R flag.

BRI » $time file = *. /time. txt’; FHItime. txtRIXFEH]

olele|e|e|e|e|e|e|e|e|o|e|e|e|o|e|e|e|o|e|e|e|e]|e

W, AT PRS- SOMERERRE T, BHRER0(1(2(3]4.... .. » RIERZRESold timeshil, ZiTxFH/E15Hitean
XRHIAE (RIZBERAKT =M



- .
© | 1556418600 | © | 1556418680 | ® | @ | 1556418668 | @ | O

SR R BT — AR T2 B0 9 A A BB 18] B E B 2t ime. txtHH R AT

AT, FE/E3hdocker Z B LM #1847, BEER AP ATLL, B— THANKEERT, XA RIZRE— 0 E
B R00 05 10 15 BHATIDRA [EBRK), #%E CRE MW SO HARK

#!/usr/bin/env python
#coding:UTF-8
import time

import os

print int(time.time())
Unix_time = int(time.time())
print time.ctime(Unix_time)
while True:
time_his = []
time_list = ["e0","05","10","15","20","25","30"]
for i in time_list:
dt = "2019-04-28 10:"+str(i)+":00"
time_his.append(dt)
a = time_his[0]
b = time_his[1]
c = time_his[2]
d = time_his[3]
e = time_his[4]
f = time_his[5]
g = time_his[6]
time_stamp = [a,b,c,d,e,f,g]
for k in time_stamp:

h = open("time.txt", 'w+')

timeArray = time.strptime(k, "%Y-%m-%d %H:%M:%S")

timestamp = time.mktime(timeArray)



print (int(timestamp))
data = (int(timestamp))
separated = '|"

zero = 'Q'

print >>h,(zero), (separated), (data), (separated), (zero), (separated), (data), (separated), (zero),
(separated), (zero), (separated), (data), (separated), (zero), (separated), (zero),

# 0|data|@|data|e|e|data|e|e
h.close()

time.sleep(300)
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python stop_clean. py

SEEE
https://www. heibai. org/post/1468. html

https://blog. csdn. net/huanghelouzi/article/details/90204325

https://mp. weixin. qq. com/s?
_ biz=MzUIMzE3Njg2Mw==8&mid=2247486325&idx=1&sn=96c04£3609204260eabdd187fc7c38b1&chksm=fbf79105cc8018131579

4 T | r

BEHREE, ERA REEK, BUEEERAS L. WEERPIXANTRZEHRRT, REFHR

FHREHT

BEBEMmMAAvwriteup, BHHA —FeasycmsIFM 2 MR M cns B REE R H K. EFIHEAREE R A 155 =,
EREEEN, BNEANEREZEARE. Bwriteup R FEEEH curlBATEBIflaghfr 4.

2019-08-14F K #h 78

EEAMLZ NEREER, CREEXRN, REXKRT —MDTE, GNERIE RIBE-T, BRAXNMFEIEE
WREH, ERE, AANIHRFRESEIM AN AE R RS, WAMERNMED BRI RR, XM 7. Frel
7S, REEE MR, BAEERK, EREK M) HFRKN, HE, BMFEEERANEY. MEXEK
YWIEH —m/Nbug, R, AR, NERT, BN EERMRK. 07T, 5H5F 6 REgithub B, fEgithub R
—®HAET .

EOAB R RBRIR S I, HEERMOATT D ERXEGT. B LIERRFFAKL

3T bhttps://www.cnblogs.com/Triangle-security/p/11332223.html


https://www.heibai.org/post/1468.html
https://blog.csdn.net/huanghelouzi/article/details/90204325
https://mp.weixin.qq.com/s?__biz=MzU1MzE3Njg2Mw==&mid=2247486325&idx=1&sn=96c04f3609a04260eabdd187fc7c38b1&chksm=fbf79105cc8018131579ad228dbf22a33bbdf0c8c71d3b8c090583b42ea21d80de53fc1efa70&scene=27&key=593393174013ce6d958e86eb764289b105cb7cea44d471bd3f9fe1a2ed76f546343dacb9b40a352e642e425b55c2a4d9698146a114ecd9680ed3262c8f96f6a206f0c78d6818ce0028c9bc75830936f0&ascene=7&uin=NTQ5ODg5NzY1&devicetype=Windows+10&version=6206061c&lang=zh_CN&pass_ticket=s3n8uD0SG7m1vojw%252F%252BN7uxdrTxvWnumzuUe%252BTLY12QY9yFKjU7n%252FNruWi9PS1sJO&winzoom=1

	AWD平台搭建

