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8 ¥ protected subjectcontext [TEIIUIISTISEINE subjectContext context) { context: size = 3

Principalcollection principals = context.resolvePrincipals(); principals: null

585 if (collectionutils.isEmpty(principals)) {

LT log.trace("wo identity (PrincipalCollection) found in the context. Looking for a remembered identity.™);

.91

2 e e Kcontma); principals: null context: sire:3 |
.93

X if (!collectionutils.isEmpty{principals)) {

L 95 log.debug("Found remembered PrincipalCollection. Adding to the context to be used ® +

T "for subject construction by the SubjectFactory.™);

97

498 context. setPrincipalsprincipals);

BA 4k 5257 33 X ~getRememberedIdentity 772

L1 - protected PrincipalCellection getRememberedIdentity(SubjectContext subjectContext) {
681 ® E RememberMeManager rnm = getRememberMeManager();

682 if (rmm != null) §

603 try

60k return rmm.getRememberedPrincipals{subjectContext);

685 } catch (Exception @) {

£08 if (log.isWarnenabled()) {

687 string msg = "Delegate RememberMeManager instance of type [ + rmm.getClass().getName() +
G@E "] thzew an exception during getRememberedPrincipals().”;
685 log.warnimsg, e);
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£12 }

613 return null;
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getRememberedSerializedldentity 77 1%

185 o [ Y D o e tRememberedSerializedIdentity subjectContext) { subjectcontext: sirze = 3
186
187 @ if (!webUtils.isHttp(subjectcontext)) {
188 if {log.isDebugEnabled(}) {
189 String msg = "SubjectContext argument is not an HTTP-aware instance. This is required to obtain a " +
198 "servlet request and response in order to retrieve the rememberMe cookie. Returning " +
191 “immediately and ignoring rememberMe operation.™;
192 log.debug(msg);
193 1
190 return null;
1% 1
196
197 WebSubjectContext wsc = (WebSubjectContext) subjectContext;
158 if (istdentityRemoved{wsc)) {
199 return null;
200 1
2832 HttpservlietRequest request = WebUtils,getHttpRequest(wsc);
HttpServletResponse response = WebUtils.getHttpResponse(wsc);
String basest = getCookie().readValue(request, response);
S/ Browsers do not always remove cookies immediately (SHIRO-183)
287 ff ignore cookies that are scheduled for remowval
if (Cookle.DELETED COOKIE_VALUE.equals{basest)) retuzrm null;
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05 @ I string baseés = getCookie().readvalue(request, response); I
" ——— —— —— — e
// ignore cookies that are scheduled for remowval
if {Cookie.DELETED COOKIE_VALUE.equals{basesu)) return null;

if (baseés != mull) {
baseét = ensurePadding(basest);
if (log.isTraceEnabled()) {
log.trace("Acquired Baseés encoded identity [™ + baseds + "]");

byte[] decoded = Basesu.decode(basess);

log.trace("Basest decoded byte array length: " + (decoded != mull ? decoded.lemgth : @) + " bytes.™);
}
return decoded;

T else § %T%Shwo%%ﬁﬁ
conver‘tBytesToPrlncnpals#% baseb4f#RS J5 17T BAE RS HEN

protected PrincipalCollection convertBytesToPrincipals(byte[] bytes, SubjectContext subjectContext) { byt

if (getCipherservice() != mull) {
29 @ bytes = decrypt(bytes);
L3a 1

return deserialize(bytes);
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B % 21 Fl #org.apache.shiro.io. DefauItSenaI|zer#deser|allze73/2§ﬁﬁﬁ)f?ﬁ]‘vk.

| public 7 deserialize(byte[] serialized) throws SerializationException { serdalired: {-84, -19, @, 5, 115, 114, @, 17,

if (serialized == mull) {
String msg = "argument cannot be null.”;
throw new IllegalArgumentException(msg);

1
ByteArraylnputStrean bais = new ByteArrayInputStream{serialized);
BufferedInputStream bis = mew BufferedInputStream(bais);

try {

s @ ObjectInputStream ois = new ClassResolvingObjectInputStream{bis);
7 Junchecked/
7@ T deserialized = (T) ods.readObject();

ois.close();
return deserialized;

} catch (Exception e) {
String msg = "Umable to deserialze argument byte array.”;
throw new SerializationException(msg, e);
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v s s = =i e e e e e i

= L Maven: commons-codec:commons-codec: 1.4

= L Maven: commons-collections:commons-collections:2.1.1

> Maven: commons-collections:commons-collections:3.2.1

» B Maven: commons-httpclient:commons-httpclient:3.1
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