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henjun@lzj:~/Downloads/bombS gdb bomb

NU gdb (Ubuntu 7.11.1-8ubuntul~16.04) 7.11.1

opyright (C) 2816 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/flicenses/gpl.html=
his is free software: you are free to change and redistribute it.
here is NO WARRANTY, to the extent permitted by law. Type "show copying"
and "show warranty" for details.

his GDB was configured as "x86_64-1linux-gnu".

ype "show configuration"” for configuration details.

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/=.

For help, type "help".

ype "apropos word" to search for commands related to "word"...
Reading symbols from bomb...done.

(gdb) b phase 1

Breakpoint 1 at 0x400eed

(gdb) b phase 2

Breakpoint 2 at 0x4e@eefc

(gdb) b explode bomb

Breakpoint 3 at 0x40143a

(gdb) run

tarting program: fhome/zhenjun/Downloads/bomb/bomb

Helcome to my fiendish 1ittle bomb. You have 6 phases with

hich to blow yourself up. Have a nice day!

1234

Breakpoint 1, 0x0000000000400ee® in phase 1 ()

(gdb) disas

pump of assembler code for function phase 1:

> 0x0000000000400ee0 <+0>: sub S0x8,%rsp
Ox0000000000400eed4 <+4>: mov $0x402400,%es1
Ox0000000000400ee9 <+9=: callg ©x481338 <strings_not_equal=
Ox0000000000400eee <+14> test %eax ,keax
Ox0000000000400ef0 <+16> je Ox400ef7 <phase_1+23>
Ox0000000000400eT2 <+18 callg ©x40143a <explode bomb=>
Ox0000000000400ef7 <+23 add SOx8,%rsp
Ox0000000000400efh <+27 retqg

End of assembler dump.

(gdb) x/sb ©x462480

01402420: "Border relations with Canada have never been better."

(gdb)
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Border relations with Canada have never been better.
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Welcome to my fiendish little bomb. You have 6 phases with
which to blow yourself up. Have a nice day!

Border relations with Canada have never been better.

Phase 1 defused. How about the next one?

acbds

Breakpoint 1, 0x0000000000400efc in phase_2 ()

(gdb) disas

Dump of assembler code for function phase_2:

=> Ox000000000B400efc <+0=: push %rbp
Ox0000000000400efd <+1>: push %¥rbx
Ox0e00000000400efe <+2>: sub $0x28,%rsp
Ox0000000000400T02 <+6>: mov %¥rsp,%rsi
Ox0e00000000400T05 <+9>: callg ©x40145c <read six_numbers>
Ox0000000000400T0a <+14>: cmpl Sox1, (%rsp)
0x0000000000400T0e <+18>: je 0x400730 <phase 2+52>
Ox0000000000400T10 <+20>: callg ©x48143a <explode bomb=>
0x0000000000400T15 <+25>: jmp 0x400f38 <phase 2+52>
Ox0000000000400T17 <+27>: mowv -0x4(%rbx) ,%eax
0x0000000000400F1a <+30>: add %eax,%eax
Ox0000000000400T1c <+32>: cmp %eax, (¥%rbx)
0x0000000000400T1e <+34>: je Ox400f25 <phase 2+41>
Ox0000000000400T20 <+36>: callg ©x48143a <explode bomb=>
0x0000000000400T25 <+4 H add $0x4,%rbx
Ox0000000000400T29 <+45>: cmp %rbp,%rbx
Ox0000000000400F2C <+48>: jne @x400f17 <phase 2+27>
Ox0000000000400T2e < 3 jmp Ox400f3c <phase_2+64>
0x0000000000400130 < 7 lea Ox4(%rsp),%rbx
Ox6000000000400T35 < 3 lea Ox18(%rsp),%rbp
0x000000000040073a < R jmp Ox400f17 <phase_2+27>
0x0000000000400F3C <+64>: add $0x28,%rsp
Ox6000000000400T40 < 3 pop %rbx
0x0000000000400T41 < : pop %rbp
Ox0000000000400T42 < 5 retq

End of assembler dump.

(gdb) 1
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(gdb) disas phase 3

Dump of assembler code for

Ox0000000000400143
Ox0000000000400T47
Ox0000000000400F4C
Ox0000000000400F51
Ox0000000000400156
Ox0000000000400T5b
Ox0000000000400160
Ox0000000000400T63
Ox0000000000400165
Ox0000000000400T6a
Ox0000000000400F6T
Ox0000000000400F71
Ox0000000000400F75
Ox0000000000408T7C
Ox0000000000400181
Ox0000000000400T83
Ox0000000000400188
0x000000000040078a
Ox0000000000400F8F
Ox0000000000400191
Ox0000000000400T96
Ox0000000000400198
Ox000000000040619d
Ox0000000000400F9F
Ox0000000000400Tad
Ox0000000000400Fa6
Ox0000000000400Fab
Ox0000000000400fad
Ox0000000000400Fb2
Ox0000000000400Fb7
Ox0000000000400Fb9
Ox0000000000400fbe
Ox0000000000400Fc2
Ox0000000000400Fc4
Ox0000000000400FC9
Ox0000000000400fcd
End of assembler dump.
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<+123>:
<4127>:
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sub
lea
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mov
mov
callq
cmp
jg
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ja
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jmp
mov
jmp
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jmp
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cmp
je
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add
retg

function phase_3:

S0x18,%rsp
Oxc(%rsp),%rcx
OxB(%rsp),%rdx
50x4025cf,%esi
50x0,%eax

Ox400bfe <_ iso0c99 sscanf@plt=
$0x1,%eax

Ox400f6a <phase_3+39>
0x40143a <explode bomb=
SOX7,0x8(%rsp)
Ox400fad <phase 3+106>
OxB(%rsp),%eax
*0x402470( ,%rax,8)
S0xcf,%eax

Ox400fbe <phase 3+123>
50x2c3,%eax

Ox400fbe <phase 3+123>
50x100,%eax

Ox400fbe <phase_3+123=
$0x185,%eax

Ox400fbe <phase_3+123=
S0xce,%eax

Ox400fbe <phase_3+123=
$0x2aa,%eax

Ox400fbe <phase_3+123=
50x147 ,%eax

Ox400fbe <phase_3+123=
0x40143a <explode bomb
50x0,%eax

Ox400fbe <phase 3+123>
50x137,%eax
Oxc(%rsp),%eax
0x400fc9 <phase_3+134=
0x40143a <explode bomb=
S0x18,%rsp
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2 0x2c3
3 0x100
4 0x185
5 Oxce
6 0x2aa
7 0x147

XERATEFEIM311A (Ox137H) 26D , ERERMA NS
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Starting program: /home/zhenjun/Downloads/bomb/bomb
Welcome to my fiendish little bomb. You have 6 phases with
which to blow yourself up. Have a nice day!

Border relations with Canada have never been better.

Phase 1 defused. How about the next one?

1248 16 32

That's number 2. Keep going!

Breakpoint 1, 0xP00000000040100c in phase_4 ()

(gdb) disas

Dump of assembler code for function phase_4:

=> Ox000000000040100c <+0>: sub SOx18,%rsp
Ox0000000000401010 <+4>: lea Oxc(%rsp),%rcx
0x0000000000401015 <+9>: lea Ox8(%rsp),%rdx
0x000000000040101a <+14>: mov S0x4025cf,%esi
0x000000000040101F <+19=: mov S0x0,%eax
Ox0000000000401024 callg ©x480bfe <__isoc99 sscanf@plt=
0x0000000000401029 <+29 cmp $0x2,%eax
0x000000000040102¢c <+32 jne 0x401035 <phase_4+41>
0xX000000000040102e <+34 cmpl S0xe,0xB8(%rsp)
0x0000000000401033 < jbe 0x40103a <phase_4+46>
0x0000000000401835 <+4 callg ©x40143a <explode bomb=>
0x000000000040103a <+46 mov Soxe,%edx
Ox000000000040183F < mov $0x0,%esi
Ox0000000000401044 < mowv Ox8(%rsp),%edi
0x0000000000401048 callg ox488fce <func4=
0x000000000040104d test %eax,%eax
Ox000000000040104F jne Ox401058 <phase 4+76>
Ox00000000004016051 cmpl S0x0,0xc(%rsp)
0x0000000000401056 je 0x40105d <phase 4+81=>
Ox0000000000401058 callg ©x40143a <explode_bomb=>
0x000000000040105d add SOx18,%rsp
0x0000000000401061 <+ retq

End of assembler dump.
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(gdb) disas func4

Dump of assembler code for function func4:
Ox0000000000408Fce <+0=: sub S0x8,%rsp
0x0000000000400fd2 mov %edx,%eax
0x0000000000400Fd4 sub ¥esi,%eax
0x0000000000400Fd6 mov %eax ,ecx
AxA0AOAOAAAA40ATdS shr SOx1f,%ecx
0x0000000000400Fdb add %ecx,%eax
0x0000000000400Fdd sar %eax
0x0000000000400fdf lea (%rax,%rsi,1),%ecx
Ox0000000000400Fe2 cmp %edi,%ecx
Ox0000000000400Fe4 jle Ox400ff2 <funcd+36>
Ox0000000000400Te6 lea -0x1(%rcx) ,%edx
Ox0000000000400Fe9 callg ox488fce <func4=
0x0000000000400fee add %eax,%eax
Ox0000000000400FF0 jmp 0x401007 <funcd4+57=>
Ox0000000000400FF2 mov $0x0,%eax
Ox0000000000400FF7 cmp %edi,%ecx
Ox0000000000400FF9 jge Ox401007 <funcd+57>
Oxe000000000400T b lea Ox1(%rcx) ,%esi
Ox0000000000400f e callg ox488fce <func4=
Ox0000000000401003 lea Ox1(%rax,%rax,1),%eax
Ox0000000000401007 add SOX8,%rsp
Ox000000000040100b retq

End of assembler dump.
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gdb aisas p -

pump of assembler code for function phase 5:
Ox0000000000401062 <+0=: push %rbx
Ox0000000000401063 <+1=>: sub $0x20,%rsp
Ox0000000000401067 <+5=: mov %rdi,%rbx
Ox000000000040106a <+8=>: mov %fs:0x28,%rax
Ox0000000000401073 <+17>: mowv %rax,0x18(%rsp)
Ox0000000000401078 <+22=>: Xor %eax ,keax
Ox000000000040107a <+24>: callg ©x48131b <string_length=
Ox000000000040107F <+29>: cmp S0x6,%eax
0x0000000000401082 <+32=: je 0x4010d2 <phase 5+112>
Ox0000000000401084 <+34>: callg ©x40143a <explode bomb=>
0x0000000000401089 <+39> jmp 0x4010d2 <phase 5+112>
Ox000000000040108b <+41 movzbl (%rbx,%rax,1),%ecx
Ox000000000040108F <+45 mowv %cl,(%rsp)
Ox0000000000401092 <+48 mov (%rsp),%rdx
Ox0000000000401096 <+52 and sexf,%edx
Ox0000000000401099 movzbl 8x4024b8(%rdx),%edx
Ox00000000004010a0 mov %dl,0x10(%rsp,%rax,1)
Ox00000000004010a4 add S0x1,%rax
Ox00000000004010a8 cmp SOX6,%rax
Ox00000000004010ac jne 0x40108b <phase_5+41>
0x00000000004010ae movb S0x0,0x16(%rsp)
Ox00000000004010b3 mov 50x40245e,%esi
Ox00000000004010b8 lea 0x18(%rsp),%rdi
0x00000000004010bd callg ©x481338 <strings_not_equal=
Ox00000000004010c2 test %eax ,keax
Ox00000000004010c4 je 0x4010d9 <phase 5+119>
Ox00000000004010C6 callg ©x40143a <explode bomb=>
Ox000000000040106cb nopl Ox0(%rax,%rax,1)
Ox00000000004010d0 jmp ©x4010d9 <phase 5+119>
AxA0AOAAAAAA4010d2 mov S0x0,%eax
Ox00000000004010d7 jmp ©x40108b <phase 5+41>
Ox00000000004010d9 < 7 mowv Ox18(%rsp),%rax
0x00000000004010de < 4= Xor %fs:0x28,%rax
0x00000000004010e7 < 3 je Ox4010ee <phase_5+140=
0x00000000004010e9 < i callg ©x400b3® < stack chk failgplt=
0x00000000004010ee < 3 add $0x20,%rsp
Ox00000000004010T2 <+144>: pop %rbx
Ox00000000004010FT3 < 3 retq

End of assembler dump.

(gdb) x/sb 8x40245e

Px40245e: "flyers"

(gdb) x/sb 8x4024be

ex4024ﬁ0 <array.3449>: "maduiersnfotvbylSo you think you can stop the bomb with ctrl-c, do you?"
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maduiersnfotvbylSo you think you can stop the bomb with ctrl-c, do you?
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Letter ASCII Code Binary Letter ASCII Code Binary

a 097 01100001 A 065 01000001
b 098 01100010 B 066 01000010
c 099 01100011 Cc 067 01000011
d 100 01100100 D 068 01000100
e 101 01100101 E 065 01000101
f 102 01100110 F 070 01000110
g 103 01100111 G 071 01000111
h 104 01101000 H 072 01001000
i 105 01101001 I 073 01001001
A | 106 01101010 ] 074 01001010
k 107 01101011 K 075 01001011
| 108 01101100 L 076 01001100
m 109 01101101 M 077 01001101
n 110 01101110 N 078 01001110
o 111 01101111 0 079 01001111
p 112 01110000 P 080 01010000
q 113 01110001 Q 081 01010001
r 114 01110010 R 082 01010010
S 115 01110011 5 083 01010011
t 116 01110100 T 084 01010100
u 117 01110101 u 085 01010101
v 118 01110110 v 086 01010110
w 119 01110111 W 087 01010111
X 120 01111000 X 088 01011000
y 121 01111001 Y 089 01011001
z 122 01111010 Z 090 01011010
DAL ISHE R R A2 -
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Dump of assembler code for function phase_6:
Ox00000000004010T4 <+0=: push %ri4g
Ox00000000004010FT6 <+2>: push %ris
Ox00000000004010T8 <+4=>: push %riz2
Ox00000000004010Ta <+6=: push %rbp
Ox00000000004010Th <+7=: push %rbx
Ox00000000004010TC <+8=: sub $0x50,%rsp
Ox0000000000401100 <+12=> mov %rsp,%ris3
0x0000000000401103 <+15= mov ¥rsp,%rsi
Ox0000000000401106 <+18 callg ©x40145c <read six_numbers>
Ox000000000040110b <+23 mov %rsp,%rid
Ox000000000040110e <+26 mov $0x0,%r12d
0x0000000000401114 <+32 mov %ri13,%rbp
Ox0000000000401117 <+35 mov Ox0(%r13),%eax
Ox000000000040111b <+39 sub 50x1,%eax
Ox000000000040111e <+42 cmp S0x5,%eax
0x0000000000401121 <+45 jbe 0x401128 <phase_6+52>
Ox0000000000401123 <+4 callg ©x40143a <explode bomb=>
Ox0000000000401128 add S0x1,%ri2d
0x000000000040112c cmp S0x6,%r12d
Ox0000000000401130 je 0x401153 <phase 6+95>
0x0000000000401132 mov %ri2d,%ebx
Ox0000000000401135 movslg %ebx,%rax
Ox0000000000401138 mov (%rsp,%rax,4),%eax
Ox000000000040113b cmp %eax,0x0(%rbp)
Ox000000000040113e jne 0x401145 <phase_6+81>
Ox0000000000401140 callg ©x40143a <explode bomb=>
Ox0000000000401145 add 50x1,%ebx
Ox0000000000401148 cmp S0x5,%ebx
Ox000000000040114b jle 0x401135 <phase_6+65>
0x000000000040114d add S0x4,%ri13
Ox0000000000401151 jmp @x401114 <phase 6+32>
0x0000000000401153 lea Ox18(%rsp),%rsi
Ox0000000000401158 mov %rid4,%rax
0x000000000040115b mov SOX7 ,%ecx
Ox0000000000401160 mov %ecx,%edx
0x0000000000401162 <+110>: sub (%rax),%edx
Ox0000000000401164 <+112>: mowv %edx, (%rax)
Ox0000000000401166 <+114=>: add S0x4,%rax
0x000000000040116a <+118=>: cmp ¥rsi,%rax
0x000000000040116d <+121>: jne 0x401160 <phase 6+108>
Ox000000000040116T <+123>: mov 50x0,%esi
Ox0000000000401174 <+128>:  jmp @x401197 <phase 6+163>
Ox0000000000401176 <+130>: mowv Ox8(%rdx),%rdx
Ox000000000040117a <+134>: add $0x1,%eax
Ax00AOAOAAAA40117d <+137>: cmp %ecx ,%eax
Ox000000000040117F <+139>: jne 0x401176 <phase 6+130=>
0x0000000000401181 <+141>: jmp 0x401188 <phase_6+148=

---Type <return> to continue, or g <returnz.to -quit--E
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End of assembler dump.
(gdb) x/24 ©x6032d0
0x6032d0 <nodel>:
Ox6032e0 <node2>:
0x6032T0 <node3>:

6304480
6304496
6304512
6304528
6304544
0

Bx603300 <noded>:
Ox603310 <nodeS5>:
0x603320 <noded>:
(gdb) |
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Welcome to my flenduh 11tt1e bomb You have 6 phases with
which to blow yourself up. Have a nice day!
Border relations with Canada have never been better.
Phase 1 defused. How about the next one?
2 48 16 32
's number 2. Keep going!

So you got that one. Try this one.
ionefg

Good work! On to the next...
4321605

Congratulations! ‘1"[)l..l ve defuqed the bomb!
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	CSAPP lab2 bomb（深入了解计算机系统 实验二）

