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| just can’t get enough of this sweet melody, | can listen to it for hours! Sometimes | even feel like it is trying to send me a message ..
HelloKittyKitty.wav
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-*- coding:utf-8 -*-
s = input("input the cipher text Enclose with quotes:")
codebook = {
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while 1:
ss =s.split("");
forcin ss:

for k in codebook.keys|():
if codebook[k] == c:
cipher+=k

print(cipher)

break;
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encode -E hidden_text.txt -P pass svega.wav svega_stego.mp3

decode -X -P pass svega_stego.mp3
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http://www.petitcolas.net/steganography/mp3stego/

Hr B HTTC 57 3 T I (€ fi7 i 5 B A B LR 1 1% mp3 2 [T HY K A8 7.

ctf strings ISCC2016.mp3|grep iscc
pass:bfs 2016 G
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decode.exe -X ISCC2016.mp3 -P bfsiscc2016

2B iscc2016.mp3.txt , HABAE:

Flag 1s SRYzZWEROM1JOWLNHWTITRRtKURAITVpXRzVSVOU2REAHTVpHT1pZPQ== ???

baseb4 && base32 /578 Fflag
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http://silenteye.v1kings.io/

| & Decode message: C:/Users/59228/Desktop/3E/little_apple.wav ? X
Media’s encoding format : |WAVE ~| @

Options
Sound quality: 93.75% |normal - Advanced
Decoded message
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D:\soft\MP3Stego_1 1 _18\MP3Stego
Decode.exe -X C:\Users\CTF\Desktop\CTF\misc\hong_ Ksfw@2V.mp3
P3StegoEncoder 1.1.17
ee README file for copyright info
Input file = 'C:\Users\CTF\Desktop\CTF\misc\hong Ksfwé2V.mp3' output file = 'C:\Users\CTF\Desktop\CTF\misc\hong
Ksfwo2V.mp3.pcm'
Will attempt to extract hidden information. Output: C:\Users\CTF\Desktop\CTF\misc\hong Ksfw@2V.mp3.txt
Enter a passphrase:
Confirm your passphrase:
the bit stream file C:\Users\CTF\Desktop\CTF\misc\hong Ksfwé2V.mp3 is a BINARY file
DR: s=FFF, id=1, l=3, ep=off, br=9, sf=0, pd=1, pr=e, m=0, js=0, c=0, 0=0, e=0
alg.=MPEG-1, layer=III, tot bitrate=128, sfrq=44.1
ode=stereo, sblim=32, jsbd=32, ch=2
[Frame 1265]Avg slots/frame = 417.631; b/smp = 2.90; br = 127.899 kbps
Decoding of "C:\Users\CTF\Desktop\CTF\misc\hong Ksfw@2V.mp3" is finished
The decoded PCM output file name is "C:\Users\CTF\Desktop\CTF\misc\hong Ksfwé2V.mp3.pcm"
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ctf@ubuntu: ~/Desktop

ctf@ubuntu opS$ X0 -r 'fhome/ctf/Desktop/gq' hex
ctf@ubuntu:~/Desktops file hex

hex: python 2.7 byte-compiled

ctf@ubuntu:~/Desktop$

Hifileir$&F& FA2&—1 python 2.7 FI451E X1, Fa)20% hex.pyc ZIF17ELE /71— F X1 182 IR #5:

#!/usr/bin/env python

# encoding: utf-8

defflag():
str=[
122,

104,

105,

95,

102,

117,

95,

115,

97,

105,

95,

110,

105,

110,
103]
flag="*
foriin str:
flag += chr(i)

print flag</code></pre></div>

CIBR I L flag() 1 /Hflag ki # s iiflag:


https://tool.lu/pyc/

ctf@ubuntu:~/Desktops cat hex.py
#! fusrfbinfenv python
# encoding: utf-8

def flag():

str = [
122,
104,
105,
95,
102,
i
95,
115,
97,
105,
95,
110,
105,
110,
103]

flag =, "'

for i in str:
flag += chr(i)

print flag
flag()
ctf@ubuntu:~/DesktopS python hex.py
zhi_fu sai ning
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