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pinginglab@tianjie:~$ mkdir a/

pinginglab@tianjie:~$ cd a/

pin inglab@tianjie:~/a$ su root

m‘Eg

root@tianjie: /home/pinginglab/a#

root@tianjie: /home/pinginglab/fa#

1.jpg flag.txt

root@tianjie: /home/pinginglab/fa#
adding: flag.txt (stored 0%)

root@tianjie: /home/pinginglab/fa#
flag txt
i : /home /pinginglab/fa#

1.jpg

:/home/pinginglab/a#
flag. txt
:/home/pinginglab/a#
: /home /pinginglab/fa#
g 2.3F flag. txt
root@tlan]' fhomejplnglnglabfa#
2 binwalk MR RTE, &n
apt install binwalk
root@tianjie: fhomejplnglnglabfa#
7t IR BT .
\ETE DR e
FIEIRKEEE... &l
ENHEMEAS

RFHER
catfr & Ui :

catm1 m2 >file CEXHEMIFIM24E 3G BN Hfiledh) EE,

catm1 >>file B0, A&EmME R ER

Zip archive data,
17, uncompressed size:

0xAl

root@tianjie: /home/pinginglab/a#
root@tianjie: /home/pinginglab/a#

1.Jpg 2.]p9 flag.txt

cpfir

vim flag.txt
1s

zip flag.txt.zip flag.txt
1s

cp 1.jpg 2.3pg

1s

cat flag.txt.zip =
1s

2.3pg

blnwalk

LUER LT o

apt install binwalk

J.

SHME R RS

17,

name: flag.txt

End of Zip archive

cp 2.jpg 2.zip

1s

AULH: cp 2.jpg 2.zip (K2.jpgF Kizip X1 & #1145 2.Zip)

at least v1.0 to extract,

compre




root@tianjie: /home/pinginglab/a# unzip 2.zip
Archive: 2.zip
replace flag.txt? [yles, [n]o, [A]ll, [N]one, [r]ename: r
new name: flagl.txt
extracting: flagl.txt
root@tianjie: /home/pinginglab/a# 1s

1.jpg 2.jpg flagl.txt flag.txt

root@tianjie: /home/pinginglab/a# cat flagl.txt
{flag}=yangyiwen

root@tianjie: /home/pinginglab/a# cat flagl.txt flag tx
{flag}= yangylwen

{flag}=yangyiwen httf Jlog.csdn.net/

Fk T stingsfn 4, FEXT G SCHEL S SO R E R ITEN R/ .

root@tianjie: /home/pinginglab/a# strings 2. ]jpg
flag. txtuT

{flag}=yangyiwen

flag. txtuT

FoAt:

'root@tianjie: /home/pinginglab/a# cp 1.jpg 1.zip

' root@tianjie: /home/pinginglab/a# unzip 1.zip

[Archive: 1.zip
End-of-central-directory signature not found. Either this file is not
a zipfile, or it constitutes one disk of a multi-part archive. 1In the
latter case the central directory and zipfile comment will be found on
the last disk(s) of this archive.

‘unzip: cannot find zipfile directory in one of 1.zip or

0 1.zip.zip, and cannot find 1.zip.ZIP, period.

 root@tianjie: /home/pinginglab/a# vim 1.zip

‘root@tianjie: /home/pinginglab/a# strings 1.zip

(JFIF

Exif

Adobe Photoshop CC 2815 (Macintosh)

2018:01:22 17:18:44

0221

sflag. txtuT

j{ﬂag} yangyiwen

flag. txtuT

f{flag} yangyiwen
Lpinginglab@tianjie:~fh$ strings 2.jpg
{flag}=yangyiwen
pinginglab@tianjie:~/b% strings 3. jpg
flag. txtUT

{flag}=yangyiwen

flag. txtUT

pinginglab@tianjie:~/bs i

2.jpg: catflag.txt > 2.jpg
3.jpg: cat flag.txt.zip >3.jpg
4.jpg: cat flag.txt >>4.jgp
cat flag.txt.zip >>4.jpg



pinginglab pinginglab 260809
pinginglab pinginglab 17
pinginglab pinginglab 183

pinginglab pinginglab 261809 4,

pinginglab pinginglab 17 :21 flag.txt

pinginglab pinginglab 183
binginglab@tianjie:~/b%S i




	CTF,隐写
	内容：从图片中获取flag
	环境：Ubuntu16.04
	实验步骤：
	方法一：binwalk ,查看文件中是否包含其他文件
	步骤一：内容配置
	步骤二：提取文件
	步骤三：减压缩文件，并查看文件内容



